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Chapter 1. Introduction

1.1. Introducing Firewall Builder

Firewall Builder simplifies the firewall policy management for a number of firewall platforms, including
Netfilter/iptables, ipfw, PF, Cisco PIX, and others. Firewall Builder provides a professional-grade GUI to
these platforms, simplifying administration tasks.

With Firewall Builder, you can manage the security policy of your firewall efficiently and accurately,
without the learning curve usually associated with command line interfaces. Instead of thinking in terms
of obscure commands and parameters, you simply create a set of objects describing your firewall, servers,
and subnets, and then implement your firewall policy by dragging objects into policy rules. You can also
take advantage of alarge collection of predefined objects describing many standard protocols and services.
Once apolicy isbuilt in the GUI, you can compileit and install it on one, or severa, firewall machines.
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1.2. Overview of Firewall Builder Features

Firewall Builder helps you write and manage configuration for your firewalls. It writes iptables shell
scripts, pf.conf files, Cisco router accesslists, or PIX configurations for you. Y ou can then copy and paste
configurations generated by Firewall Builder, copy the files manually or using your own scripts, or use
built-in functionsto configure the firewall. Firewall Builder provides change control and search functions.
It allows you to reuse the same address and service objects in the rules of many firewalls. It simplifies
coordinated changes of the rules in multi-vendor environments and helps avoid errors in generated con-
figurations.

Firewall Builder can generate complex iptables, PF, Cisco 10S extended access lists, Cisco ASA (PIX)
configurations. You do not have to remember al the details of their syntax and internal operation. This
saves time and helps avoid errors.
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Rules built in the GUI look exactly the same and use the same set of objects describing your network
regardless of the actual firewall platform you use. Y ou only need to learn the program once to be able to
build or modify basic configuration for iptables, PF, or Cisco routers or firewalls. Already an expert in
one or several firewall platforms? Firewall Builder can help you utilize advanced features, too.

Configuration files for the target firewall are auto-generated, so they don't have syntax errors and typos.
Firewall Builder hasinformation about featuresand limitations of supported firewall platforms. Thismeans
you can detect errors before you actually enter commands on the firewall, when it is too late. Firewall
Builder helps you avoid many types of errors at the earliest opportunity; for example, it can detect rule
shadowing, acommon cause of errorsin the policy structure.

Create an object to represent your network, a server, or service once and use it many times. Port number
or address changes? No need to scan all the rules of al routers and firewalls to find them. Just change
them in the object, recompile, push updated configuration, and you are done. At the same time, the GUI
provides powerful search functionsthat help you find all the rules of all firewalls that use some object and
perform search and replace operations.

If you work for alarge distributed organization with many administrators, you can assemble address and
service objects that describe your network in alibrary and save it to adatafile, then distribute it for other
administrators to use. You can also create your own templates for the firewall objects and rules and use
them to quickly create new configurations.

Firewall Builder helps perform transitions between different versions of the same firewall (iptables, PF,
PIX); from one platform to another; or from IPv4 to | Pv6.

Y ou work with an abstract policy that operates with objects. We spend time studying differences between
iptablesand PIX or between different versions of each so that you don't have to.

Firewall Builder makesit easy to add | Pv6 rulesto your existing firewall policies. Create objectsdescribing
your |Pv6 network, add them to the same rule set that defines your security policy for IPv4, and configure
itasa"mixed IPv4+IPv6 rule set". The program generates two configurations, onefor |Pv4 and another for
IPv6, using correct objects for each. Thereisno need to maintain two policiesin parallel for the transition
from IPv4 to IPv6.

You can generate configuration for a range of devices, starting from small Linksys, D-Link and other
routers running DD-WRT or OpenWRT, to firewalls running Linux, FreeBSD or OpenBSD on aregular or
purpose-built PC, to Cisco routers and Cisco ASA (PIX) firewalls.

Firewall Builder has been designed to manage both dedicated remote firewalls and local firewall config-
urations for servers, workstations, and laptops.

Firewall Builder can generate scriptsthat set up interfaces, ip addresses, snmp, ntp and logging parameters
and other aspects of the general configuration of the firewall machine.

Make coordinated changesin multi-vendor environments: Do you have Cisco routerswith extended ACLSs,
dedicated Cisco ASA (PIX) firewalls, Linux or BSD firewalls, and servers, and you need to make changes
in configurations of all these devicesto enable anew service? Firewall Builder hel psyou make coordinated
changesin an environment like this.

Have all the advantages of the GUI and object-oriented policy design with your existing firewalls and
routers, whether they are Linux, BSD, or Cisco devices. Protect your investment, and keep existing equip-
ment whose performance you are happy with. Y ou can import existing iptables and Cisco router config-
uration into Firewall Builder.

The built-in policy installer is flexible, using SSH for a secure communication channel to each firewall,
and has many safeguards to make sure you never cut yourself off from afirewall in case of policy mistake.
The policy installer can deploy to one firewall or to many firewalls and routersin a batch.




Introduction

Is this new stuff? Not at all. The project has been registered on SourceForge [http://sourceforge.net/
projects/fwbuilderr] since 2000 and on Freshmeat [http://freshmeat.net/projects/fwbuilderr] since 2001.
Since then, it has undergone several major releases. The open-source version is distributed under GPL, is
included in major Linux distributions, and is part of the FreeBSD and OpenBSD ports systems. Firewall
Builder is dual-licensed; packages for Windows and Mac OS X are distributed under traditional EULA
for areasonable fee. More... [http://www.fwbuilder.org/docs/firewall_builder_licensing.html]

Documentation is freely available online. Start with the Firewall Builder User's Guide (avail-
able in PDF [http://www.fwbuilder.org/4.0/docs/users_guide5/UsersGuide5.pdf] and HTML [http:/
www.fwbuilder.org/4.0/docs/users_guide5/] formats). The User's Guide explains the program in de-
tail and includes a large "CookBook" section that presents typical firewall rule design problems
and demonstrates how they can be solved with Firewall Builder. There is also an FAQ [http:/
www.fwbuilder.org/docs/firewall_builder_fag.html], an Installation Guide [http://www.fwbuilder.org/
docs/firewall_builder_installation.html] and a set of Release Notes [http://www.fwbuilder.org/docs/
firewall_builder_release_notes.html] for each version.

We provide support via email, an active mailing list [http://lists.sourceforge.net/lists/listinfo/fw-
builderr-discussion], and online forum [ https:.//sourceforge.net/proj ects/fwbuilderr/forums/forum/16372].
Follow the Firewall Builder blog [http://blog.fwbuilder.org/] to get the latest project news.
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Chapter 2. Installing Firewall Builder

2.1. RPM-Based Distributions (Red Hat, Fedora,
OpenSUSE, and Others)

Using pre-built binary RPM

Y ou need to download and install the Firewall Builder RPM:

o Example: fwbui | der-4.2.2.3541-1. el 5.i386.rpm

To satisfy dependencies, you need the following packagesinstalled on your system:
* libxml2 v2.4.10 or newer

* libxdlt v1.0.7 o newer

* ucd-snmp or net-snmp

e QT 4.3, 44X, 45.x, 4.6.x. Firewall Builder uses features available in QT 4.3 and later; the system
does not support version 4.2 and earlier.

Pre-built binary RPMs for RedHat Enterprise Linux 5 (RHEL 5) and CentOS 5.x

These distributions do not come with QT4, and third-party binary RPMs of QT v4.3.x and 4.4.x can be
difficult to obtain. For these distributions, we distribute binary RPMs of Firewall Builder 4.0 statically
linked with QT 4.4.1. These RPM s are posted in the Downloads area of the SourceForge project site. These
RPMs have the same standard names f woui | der - 4. 2. 2. 3541- 1. el 5. i 386. r pm but they have
no dependency on QT RPMs.

If a Firewall Builder V3.0 distribution statically linked with QT crashes on start on your CentOS sys-
tem, please upgrade to the latest version of Firewall Builder. If you need to run Firewall Builder V3.0
please make sure you have the following font packagesinstalled: bi t map- f ont s orbi t st ream ve-
r a- f ont s. Either one resolves the issue and will enable Firewall Builder to work.

To install Firewall Builder, navigate to your download directory and execute the following command
(replacing the filename with the name of the files you actually downloaded):

‘rpm-i fwbui | der-4.0.0-1.i386.rpm

2.2. Ubuntu Installation

Using pre-built binary packages

Y ou need to download and install the Firewall Builder package:

* Example: f wbui | der _4. 2. 2. 3541- ubunt u-karm c-1_i 386. deb
To satisfy dependencies, you need the following packagesinstalled on your system:

e QT 4.3, 44X, 45.X, 4.6.x. Firewall Builder uses features available in QT 4.3 and later; the system
does not support version 4.2 and earlier.
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Y ou can obtain QT using your favorite package manager.

Toinstall Firewall Builder, go to your download directory and execute the following command (replacing
the filenames with the names of the files you actually downloaded):

‘dpkg -i fwbuilder_4.2.2. 3541-ubunt u- kar mi c- 1_i 386. deb ‘

2.3. Installing FreeBSD and OpenBSD Ports

Firewall Builder consists of two ports: /usr/ ports/security/libfwbuilder and /usr/
ports/security/fwouil der. Once both ports are updated (which typically takes two to three
weeks after the package is released), smply install the port as usual using por ti nst al | orissuing the
"makeinstal" commandin/ usr/ ports/security/fwbuil der.

2.4. Windows Installation

Toinstall onto a Windows system, double-click the package file, then follow the step-by-step instructions
in the Installation wizard.

2.5. Mac OS X Installation

The Mac OS X package is distributed in the form of a disk image (that is, a. dng file). Double-click
the image to mount it, then drag the Firewall Builder application to your Appl i cat i ons folder (or any
other location).

2.6. Compiling from Source

Firewall Builder can be compiled and works on the following OS and distributions: Debian Linux (includ-
ing Ubuntu), Mandrake Linux, RedHat Linux, SUSE Linux, Gentoo Linux, FreeBSD, OpenBSD, Mac OS
X, and Solaris.

To compile from source, first download the dependencies for your platform:
For RedHat-based systems:

* aut omake

e aut oconf

e |ibtool

e |ibxn 2-devel
* libxslt-devel
* net-snnp-devel
. qt

* gt -devel

. qt-x11

You may need to install the packages el futils-libelf andel futils-1ibelf-devel (Ii-
bel f onSUSE), otherwisel i bf wbui | der doesnot pick upthenet - snnp library evenif itisinstalled.

For Debian-based systems:

e aut omake
e aut oconf
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|'i bt ool

I'i bxm 2-dev
I'i bxslt-dev

e |i bsnnp-dev

e libgt4-core

e |ibqgt4-dev

e |ibqgt4-qgui

e gqt4-dev-tools

Next, download the source archives from SourceForge, for example
fwbui |l der-4.2.2.3541. tar. gz, and unpack them to alocation. Then build as follows:

cd /fwbuil der-<versi on_nunber >
. [ aut ogen. sh

make

make install

Compilation may require other packagesfor RedHat and SUSE

If you observe errors that refer to missing aut oconf macros while running aut ogen. sh for
f wbui | der, check to ensure your system includes RPM get t ext - devel . You may need to
add other "development" RPMs besides these, but these two are often forgotten.

The configure scriptsfor f wbui | der triesto find your QT4 installation in several standard places. How-
ever, if you installed QT in adirectory where the script is unable to find it, you can provide the path to it
usingthe--w t h- gt di r option to script aut ogen. sh, asin the following example:

cd /fwbuil der - <ver si on_nunber >
./lautogen.sh --with-qtdir=/opt/qt4
make

make install

By default, script configure assumes prefi x="/usr/l ocal " and installs libraries in / usr /| o-
cal /1ib and binaries in /usr/| ocal / bi n. Make sure /usr/l ocal /lib is added to your
LD LI BRARY_PATHenvironment variableor tothe/ et ¢/ | d. so. conf configuration file; otherwise
the program will be unable to find dynamic libraries there. Likewise, / usr /| ocal / bi n must be in-
cluded in your PATH.

You caninstall libraries and binaries in a different place by specifying a new prefix, asfollows:

.laut ogen. sh --prefix="/opt"

Thiscommand installs librariesin/ opt / | i b and the programin/ opt / bi n.




Chapter 3. Definitions and Terms

This chapter defines common terms that pertain to the Firewall Builder program.

Firewall

Policy

The term firewall can refer to a device that implements firewall software, or it can
refer to the complete set of software and policies running on the device, or it can refer
tojust afirewall access policy.

In this document, the term firewall refers the firewall object in Firewall Builder. A
firewall object contains alogical representation of a firewall device's interfaces, its
access policy rule set, its NAT rule set, and the routing rule set to be placed on the
firewall device.

The term policy can refer to the entire set of "business logic” that is implemented in
the firewall or it can refer to the access policy portion of firewall only.

In this document, the term policy refersto the access policy rule set.




Chapter 4. Firewall Builder GUI

TheFirewall Builder GUI isyour workspacefor creating and compiling afirewall policy. Intheworkspace,
you create objects, which arelogical representations of your servers, network services, subnetworks, and
other aspects of your network. Y ou then use these objectsin your policy.

You use cFirewall Builder to compile your policy for your target firewall platform, and, if you like, to
deploy the policy fto the actual firewall.

This chapter provides ahigh-level overview of the Firewall Builder GUI and how it works. Later chapters
describe using the GUI to accomplish specific tasks.

The Firewall Builder GUI consists of a main window and some dialog boxes. In the next section, we
describe the main window.

4.1. The Main Window

This figure shows the Firewall Builder GUI with a single object file open.

Figure4.1. The Main Window
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The sections of the main window are as follows:

Table4.1. Main window

Window area ‘Explanation

Menus and tool bar Firewall Builder comes with menus and atool bar at the top of the win-

dow.
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Window area

Explanation

Figure4.2. Menu and Tool Bars
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The Object Tree

Displayed on the left side of the window, the object tree displaysfire-
walls, hosts, interfaces, services, and other "objects" that you will use
when creating policies for your firewall.

Section 4.3 describes the objects in the tree and shows how to filter the
object tree.

Figure4.3. The Object Tree
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The Policy Rule Set Work-
space

Displayed to the right of the object tree, this area holds the rule set you
are currently working on. This space is blank when you first [oad an ob-
ject file. It only appears when you double-click apolicy, NAT, or rout-
ing rule set link in afirewall object. (This means that you have to create a
firewall object before you can work on apolicy.)

See Section 5.2.2 for instructions on creating afirewall object. See Chap-
ter 7 for instructions on working with policies.

The + button on the left inserts a new rule in the open policy above the
currently selected rule. The buttons on the top right of the policy window
are shortcuts to compile, compile-and-install and inspect generated files.

Figure4.4. The Policy Area
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The Object Editor Dialog

The dialog area, across the bottom of the main window, is where you
make changes to object parameters, perform find and replace operations,
and view the output from single-rule compiles. The dialog areais not vis-
ible until you double-click an object.

The dialog has three tabs and three uses: editing an object's parameters,
doing afind or find-and-replace on an object, and displaying the output
of asingle-rule compile run. Close the dialog by clicking the X.
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Window area

Explanation

In the object editor dialog, you can make changes to an object's parame-
ters. Changes made to afield in the dialog are saved whenever you click
out of the field, or when you press the Tab or Enter key. (Note that this
does not change the datain the .fwb file until you save the fileitself.) If
you wish to cancel achange, select Edit > Undo. For more information
on objects and their parameters, see Chapter 5.

Figure 4.5. Object Editor, Partial View

Mame: quardian:eth0:ipv4
Address:  192.0.2.1

Metmask:  255,255,255.0

Resolve Name

Y ou can search for objects and rule sets across your object files, plus do
replacements of objects. See Section 5.7 for an explanation of the Find-
and-Replace tab.

Figure 4.6. Find-and-Replace Object dialog, Partial View
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Y ou can compile individua rules and see how the rule gets converted in-
to firewall instructions. See Section 14.4.2.3 for details on compiling a
single rule and viewing the results in the Output tab.

Figure4.7. Output View, Partial View
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Undo Stack

Displayed on the right side of the window, the Undo Stack is not dis-
played by default. To activate it, select View > Undo Stack.

10
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Window area

Explanation

As you make changes to your object file, those changes show up in the
Undo Stack window. Y ou can "undo" an action by clicking the action
above it (in other words, prior toit) in the window. Clicking any action
in the window rolls back all changes after that action. However, the "fu-
ture" changes stay in the Undo Stack until you make another edit. At that
point, all changes after the current point in the stack are removed.

The Undo Stack can "float" asits own window by clicking the button at
the top of the panel next to the close button.

See Section 4.4.1 for amore detailed explanation of the Undo Stack win-
dow.

Figure 4.8. Undo Stack
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Y ou can open more than one object file window at a time, and you can copy objects between them. See
Section 4.6 for an example of working with multiple datafiles.

4.2. GUI Menu and Tool Bars

4.2.1.

This section describes the commands available in the GUI menus and tool bar.

File Menu

The File menu provides standard file management options, and in addition allows you to import and export
libraries and manage your object files with the revision control system.

Table4.2. FileMenu

FileMenu Entry Explanation

New Object File Opens a"file" dialog that lets you name your new object file. Object file
names end with ".fwb". In general, you should create a new directory for
your object files.

Open... Opens a standard "file" dialog that lets you select an existing file. Thefile
dialog, by default, only looks for filesthat end in ".fwb".

Open Recent Contains a submenu listing recently opened object files.

Save Savesthe current file.

Save As... Opens a"file" dialog that lets you save the object file under a new name.

Close Closes the current object file, but does not exit the program.

11
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File Menu Entry Explanation

Properties Opens a dialog indicating properties of the current file, including revision
control information (if applicable.) (Program preferences are in the Edit
menu.)

Add Fileto RCS This menu item adds the object file to reversion control. See Section 7.7
for adetailed explanation.

Commit Commits current changes to RCS. (This option is grayed out if thefile
has not already been added to RCS.) See Section 7.7 for a detailed expla-
nation.

Discard Discards current changes. (This option is grayed out if the file has not al-
ready been added to RCS.) See Section 7.7 for a detailed explanation.

Import Firewall Allows you to import an existing firewall policy into Firewall Builder.
See Section 6.3 for a detailed explanation.

Import Library Lets you import an Object Library. (See Export Library.)

Export Library Brings up a dialog that lets you select which Object Library you wish to

export to a".fwl" file. Once alibrary is exported, you can import it in-
to another instantiation of Firewall Builder. Thisis particularly useful in
Enterprise settings that have multiple Firewall Builder workstations and

administrators.
Print Letsyou print your policy.
Exit Closes Firewall Builder.

4.2.2. Edit Menu

The Edit options are standard for GUI-based tools. Preferences for Firewall Builder are described in Sec-
tion 4.5.

4.2.3. View Menu

The View menu lets you turn on or off various display panes.

Table4.3. View Menu

View Menu entry Explanation
Object Tree If checked, the object treeis displayed
Editor Panel Displays the object editor. Y ou can aso display this panel by dou-

ble-clicking an object.

Undo Stack Displays the undo history. Y ou can undo severa changes by clicking on
the last change you want to keep. With th e next change, al changes after
the current one are removed from the undo history.

4.2.4. Object Menu

The Object menu lets you create a new object, find occurrences of an object (including doing replaces),
lock an object to prevent accidental changes, and unlock an object when you need to edit it.

12
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Table 4.4. Object Menu

Object Menu entry Explanation

New Object Opens amenu of all possible object types. Select one to create a new ob-
ject of that type. Section 4.3.4 describes how to create objects.

Find Object Opens the Find object dialog, which also provides search and replace
functions. Section 5.7 explains how to use this dialog.

Lock Makes the selected object read-only, which prevents accidental modifi-

cation. An object that is locked has alittle padlock for itsicon. In this ex-
ample, the ethO interface of test server islocked. Locking the ethO inter-
face object also renders read-only the address objects associated with the
interface. (Note that the test server object, located "above" eth0 in the hi-
erarchy, is still editable.)

Figure 4.9. Locked Object
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Unlock Unlocks the selected object. The object becomes editable, and the objects
associated with it become editable as well, unless they have their own
locks.

Figure 4.10. Unlocked Object

- B testserver
- | eth | ext)
| testserverethO:ip

4.2.5. Rules Menu

The Rules menu lets you add, delete, and rearrange rules and rule groups in a policy. In addition, the
Rules menu lets you compile an individual rule or an entire policy or install an entire policy. Themenuiis
context-sensitive, so not all options are visible at all times. See Section 7.5 for details.

4.2.6. Tools Menu

The Tools menu provides access to useful tools.

Table4.5. ToolsMenu

ToolsMenu entry Explanation

Find Conflicting Objectsin |Launches atool that lets you specify two object files (.fwb) or two library
Two Files files (.fwl). Thetool then looks for abjects that have the same ID, but dif-
ferent characteristics. Thiskind of conflict would cause a problem if you
wanted to merge the files.

Import Addresses From File | Launches awizard that |ets you import objects from afilein/ et ¢/
host s format.

Discovery Networks and Launches awizard that |ets you popul ate many objects automatically us-
Hosts via SNMP ing an SNMP crawl of your network. Section 6.2 explains the tool.
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4.2.7. Window Menu

The Window menu provides controlsfor selecting and rearranging object filewindows. Thisfeatureworks
similarly to Window menusin most GUIs.

4.2.8. Help Menu

The Help menu provides access to help resources, information about the current version of Firewall
Builder, and a dialog with debugging information.

4.2.9. Object Context Menu

The Context Menu for a particular object provides a short-cut to menu commands for that object. Right-
click an object's label to bring up amenu of the following functions:

Table 4.6. Object Right-Click Menu
Right-Click Menu Entry  |Explanation

Edit Opens the Editor dialog for that object. (Y ou can achieve the same result
by double-clicking the object.)

Duplicate Places a copy of the object into the specified library. (If no user-created
libraries exist, then Firewall Builder puts the object in the User tree by
default.) The new object has the same name as the original object, unless
that object nameisalready in usein that tree. If so, a"-1" is appended to
the object name.

Move Deletes the object from the current library and placesit in the selected
new library.

Copy Copies an object onto the clipboard.

Cut Copies an object onto the clipboard and removes it from the tree.

Paste Puts a copy of the object on the clipboard into a tree or into the policy,
depending on where the mouse is when you click.

Delete Deletes an object without making a copy on the clipboard. If the Deleted
Objects tree has been enabled, the object shows up there.

Find Brings up a Find/Find-and-Replace panel, which is another tab in the
object dialog. Click Next in the panel to see al instances of the object
boxed in red.

To do a Search and Replace, drag another object into the Replace object
box, specify a scope for the replacement using the pull-down menu, and
then use the Replace All, Replace, Replace & Find, and Next buttons.

Section 5.7 has details on this dialog.

Where Used Scans the whole tree, including all groups and policies of al firewalls,
looking for references to the object. When finished, the program shows
a pop-up dialog with icons corresponding to groups and firewalls using
the object. Double-clicking an icon opens the corresponding object in the
main window.

Group Only active if multiple objects are selected. This operation will open a
dialog for you to enter a group name and select the Library the group
should be created in.
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Right-Click Menu Entry  |Explanation

Keywords Add or remove a keyword from the selected object(s). To apply akey-
word that doesn't exist yet select Add -> New Keyword.
Lock and Unlock Lock makes an object read-only, which prevents accidental modification.

Unlock places the object back into read/write mode.

The pop-up menu can also have itemsto add interface and address objects, depending on the type of object
that was clicked.

In addition, the right-click context menu on policy rules has a selection for Compile Rule. Sele cting this
option compilesthe rule and displaysthe output in the Output tab of the Editor dialog. See Section 14.4.2.3
for details on compiling a single rule and viewing the resultsin the Output tab.

4.2.10. Tool Bar

The Tool Bar has buttons for commonly used functions:

Figure 4.11. Buttons
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Table4.7. Tool Bar

Button Explanation

Open Opens a standard "file" dialog that lets you select an existing file. Thefile
dialog, by default, only looks for filesthat end in ".fwb".

Save Savesthe current file.

Back Navigation tool that changes the active selection to an earlier selectionin
the selection history.

Forward Navigation tool that changes the active selection to the next selection if

you have used the Back button to navigate the selection history.

New Object Activates dropdown menu that allows you to create a new object of any
object type, including creating a new Library object.

Find Object Opens the Find object dialog, which also provides search-and-replace
functions. Section 5.7 explains how to use this dialog.

Compile Opens the compile wizard for al firewallsin the current object file. The
compile button on an individual file opens the compile dialog for just the
selected firewall. Chapter 10 explains thisin more detail.

Install Opens the compile/install wizard for all firewallsin the current object
file. The compile/install button on an individua file opens the com-
pilef/install dialog for just the selected firewall. Chapter 10 explains this
in more detail.
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4.3. Object Tree

Figure4.12. Object Tree Structure

Filter:

Library: ‘ User -

Object A
4 ﬁ? User
[2] Clusters
4 [ Firewalls
« Ba guardian
Policy
MAT
Routing
4 B ethd (outside)
'1?. guardian:ethO:ipv4
4 5| ethi inside)
1P quardian:eth L:ipv4
> B lo (loopback)
4 [ Objects
4[] Address Ranges
ng Printers
2] Address Tables
4 (] Addresses
{E, SMTP Server
IE, wieb Server
ﬁ DNS Names
4 [ Groups
P Internal Servers
(2 Hosts
(2] Networks

The object tree stores al objectsin a predefined hierarchy:

» Types that correspond to network objects (hosts, address ranges, networks, and groups of these) are
located in the Objects branch.

» Typesthat correspond to services are located in the Services branch.
* Timeintervals arelocated in the Time branch.
» All firewalls are located in the Firewalls branch.

Newly created objects are automatically placed in the appropriate position in the tree. Each branch of the
tree is automatically sorted by the object name.

The program has three default libraries: User, Standard, and Deleted Objects.
» TheUser library holds objects that you define, including objects for your firewall, hosts, and networks.

e The Standard library holds a collection of predefined standard objects that come with Firewall Builder.
Note that you need not (and cannot) insert objects into the Standard tree.

» The Deleted Objects library acts like a trash can or recycle bin for user objects you delete. Note that
the Deleted Objects library must be enabled using the File > Preferences > Objects > Show deleted
objects menu option.

In addition, you can create custom libraries by selecting New Library from the New Object menu. You
can populate the new library by copying and pasting objects other views or by creating them from scratch
withinthenew library. Section 5.6 providesinstructionsfor creating and distributing user-defined libraries.

Functionally, thereis no difference between having an object in the Standard tree, the User tree, or a user-
defined treeg; it isjust a convenient way to sort objectsin the tree. Y ou can think of each as akind of the
"view". The choice of tree affect only the display of the datain the GUI; objects are all equal in all other
senses and you can use an object from any library in your policy.

The object that is currently selected in the tree is highlighted in color and is shown in the dialog area on
theright.
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Figure 4.13. Standard Objects

Filter:

Library: |_Standard

5

Object
p
i any
LS Any
D any
5 clusters
[ Firewalls
> [ Objects
4[] Services
> E Custom
&2 ESTABLISHED
&3 ESTABLISHED ipve
> ] Groups
> ] 1ovp
> B P
[E5] Tagservices
a ] Tcp
% oo
& antce
% AITCP established
% ALLTCP Masqueraded
AOL
auth
% bap
% CitricICA

I3 B2 B3 B B B B B B

< . b

Firewall Builder understands and uses the object and service types described in the table bel ow. See Chap-
ter 5 and Section 5.3 for more detailed information.

Table4.8. Object Types

Object Type Explanation

Library A library of objects. Firewall Builder comes with the User, Standard, and
Deleted Objects libraries. In addition, you can create your own.

Cluster A high-availability pair of firewall devices. The firewall objects them-
selves must be created as firewall objects, then added to the cluster. The
cluster's platform and OS settings must match those of the component
firewalls.

Firewall A physical firewall device, itsinterfaces and addresses, and the policy
rule sets associated with the device. Use Firewall Builder to model your
actual device'sfirewall software, OS, interfaces and addresses. Then, use
Firewall Builder to construct the policy rule setsto assign to the device.

Host A computer on your network. Hosts can have interfaces associated with
them.

Interface A physical interface on afirewall or host. Interfaces can have IP and
physical (MAC) addresses associated with them. An IP address can be
created from the New Object for the selected interface, but physical ad-
dresses can only be created by right-clicking on an interface object.

Network An 1Pv4 subnet

Network IPv6 An IPv6 subnet

Address An IPv4 address

Address IPv6 An |Pv6 address

DNS Name A DNS"A" or "AAAA" record. This nameisresolved into an | P address
at compile or run time.

Address Table An |P address. Objects of this type can be configured with the name of an

external file that is expected to contain alist of |P addresses. Mixing |Pv4
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Object Type Explanation
and |Pv6 addresses is supported. Addresses can be loaded during policy
compile or during the execution of a generated firewall script.

Address Range A range of IPv4 or IPv6 IP addresses. This range does not have to be a
specific subnet, but address must be contiguous.

Object Group A collection of addressable objects (objects that have or contain IP ad-

dresses) such as network, interface, and hosts objects. A group is useful
for creating aless cluttered-looking firewall policy and for making sure
you have the same objectsin every related rule.

Dynamic Group

Dynamic Groups include filters based on the object type and keywords in
order to build adynamic list of objects that will be included in the group.
Dynamic Groups are used in rulesin the same way that standard Object

Groups are. When afirewall is compiled the Dynamic Group is expanded
toinclude all the object matching the filter rules when the compileisrun.

Custom Service

An object that can be used to inject arbitrary code into the generated fire-
wall script.

ESTABLISHED and
ESTABLISHED |Pv6 Ser-
vices

An object matching all packets that are part of network connections es-
tablished through the firewall, or connections 'related' to those estab-
lished through the firewall. (The term "established" here refersto the
state tracking mechanism used by iptables and other stateful firewalls; it
does not imply any particular combination of packet header options.)

IP Service

An IP service such as GRE, ESP, or VRRP. This category is meant to in-
clude IP services that do not fall into ICMP, ICMP6, TCP, or UDP ser-
vice categories.

ICMP Service

An ICMP service such as a ping request or reply.

ICMP6 Service

An ICMP6 service such as "ipv6 packet too big",
"ipv6 ping reply"”.

ipv6 ping request", or

TCP Service

A TCP servicesuchasHTTP, SMTP, or FTP.

UDP Service

A UDP service such asDNSor NTP.

TagService

A service object that lets you examine the tag in an | P header. You can
then construct your rule to take appropriate action on a match.

User Service

A service object that matches the owner of the process on the firewall
that sends the packet. This object correlates to the "owner" match in ipta-
bles and the "user" parameter for PF.

Service Group

A collection of services. For example, Firewall Builder comes with the
Useful_ICMP service group containing the "time exceeded", "time ex-
ceeded in transit", "ping reply"”, and "al ICMP unreachable" ICMP ser-
vices. It also comeswith a"DNS" service group containing both the UDP
and TCP version of DNS. Grouping servicesis useful for creating aless
cluttered-looking firewall policy and for making sure you have the same
objectsin every related rule.

Time Interva

A time period such as "weekends' or arange of dates, or arange of times
on certain days of the week. Can be used as part of rule matching in Ac-
cess Policy rule sets to provide or deny access to something based on
time. Note that these time intervals are relative to the time on the firewall
deviceitself.
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4.3.1. Using Subfolders to Organize Object Tree

Firewall Builder comes with a set of predefined system folders as shown in Figure 4.12. You can also
create your own subfoldersin the Object Tree to help organize your objects.

Figure 4.14 shows the object tree of aretailer with multiple stores in severa cities. As you you can see

the objects are not grouped together which can make it hard to quickly find the object you are looking for.
Subfolders provide an easy way to organize your objects.

Figure 4.14. Object Treewithout Subfolders

Filter:

Lbrary: [ User -

Object fin
4 P user
2 clusters
4 [ Firewalls
> Ba berlin-store-1-fw
> Bm berlin-store-2-fw
> Bm berlin-store-3-fw
> Em berlin-store-4-fw
> B london-store-1-fw
> Bm london-store-2-fw
> Bm london-store-3-fw
> Bm london-store-4-fw
> Bm new_york-store-1-fw
» Bm new_york-store-2-fw
> Bm new_york-store-3-fw
> Bm new_york-store-4-fw
4 [ Objects
4 (=] Address Ranges
s beriin-store-1 VoIP
%y beriin-store-2 VoIP
wgg berlin-store-3 voIP
wgg berlin-store-4 VoI
%egg london-store-1 VoIP
% londan-store-2 VoIP
% london-store-3 VoIP
%y london-store-4 VoTP

To add a subfolder right-click on one of the system folders, in this case we are going to start with the
Firewalls folder, and select the New Subfolder menu item.
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Figure 4.15. Add Firewalls Subfolder

Filter:

Library: | User -

Source
- 0
iz - By new_york-store-4-fun
4 @ user -
[ clusters [ﬁnat-lgl. 168.1.0
a
i Bm berlin-store-1-fw Eelape

i Bm berlin-store-2-fw
> Bm berlin-store-3-fw

Edit

> B berlin-store-4-fw Copy

i B london-store-1-fw Cut L
© Ba london-store-2-fwr

- Bm london-store-3-fr Faste

i B london-store-4-fur Delete

 Bm new_york-store-1-
i Bm new_york-store-2: Bm  New Firewall

» Bm new_york-store-3- [ New Subfolder <—
- B8 new_york-store-4

4 [ Objects Find
4 (53 Address Ranges Where used
“a beriin-store-1 VoI
“a beriin-store-2 Vo Group
22& berlin-store-3 VoIl Keywords r

22& berlin-store-4 VoIl

New cluster from selected firewalls
w&g london-store-1 Vo

s london-store-2 Vo Compile
zgg london-store-3 Vo Tnstall
¥ london-store= o Inspect
< n I
Lock
/User [ Objects f Networks / new_yorl
Unlock —

Output

Igl Name: new_york-store-4LAN
= |

A dialog window will appear. Enter the name of your subfolder an click OK. In this case we will create a
new subfolder called "Berlin" to hold all the Firewall objects located in Berlin.

To add the firewalls to the Berlin subfolder, select the firewall objectsin the tree as shown in Figure 4.16,
and drag-and-drop the firewalls onto the Berlin subfolder.

Figure 4.16. Moving Objectsto Subfolder

Filter:

Library: [ User -
Object il
- @ User

(& clusters
4 [ Firewalls

3 gerlin

3 berlin-store-1-fw
3 berlin-store-2-fw
3 berlin-store-3-fw
3 berlin-store-4-fw

©» Bm london-store-1-fw
©» B london-store-2-fw
©» B london-store-3-fur
> Bm london-store-a-fur
> Bm new_york-store-1-fw
> B new_york-store-2-fw
- Bm new_york-store-3-fw
i Bm new_york-store-4-fw

m

Figure 4.17 shows the Object Tree after folders have been created for both London and New Y ork and the
firewalls at each of these locations have been moved to the subfolder. As you can see this makes it much
easier to find things quickly in your tree.
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4.3.2.

Figure4.17. Subfoldersfor Firewalls

Filter:

Library: ‘ User -

Object n
4 ﬁ? User
ﬁ Clusters
4 [ Firewalls
2 (=] Beriin
> Bm berlin-store-1-fw
> B berlin-store-2-fw
> B berlin-store-3-fw
> Bm berlin-store-4-fiv
- EI London
> Bm london-store-1-fw
> Bm london-store-2-fw
> B@ london-store-3-fw
> Em london-store-4-fw
4 (] New York
> Bm new_york-store-1-fw
> Bm new_york-store-2-fw
> Bm new_york-store-3-fw
> Bm new_york-store-4-fw
4 [ Objects
4 (=] Address Ranges
s beriin-store-1 VoIP
%y beriin-store-2 VoIP
wgg berlin-store-3 voIP
wgg berlin-store-4 VoI
%egg london-store-1 VoIP

While this example showed using subfolders in the Firewalls system folder, you can create subfoldersin
any of the predefined system folders.

Note

To delete a subfolder simply right-click on the subfolder and select Delete. If there are objects

in the subfolder Firewall Builder will pop-up awarning showing the locations where the objects
that are going to be deleted are used.

If you don't want to delete the objects in the subfolder then you first need to move them to the
system folder by selecting all the objects in the subfolder and dragging-and-dropping them onto
the system folder that is the parent of the subfolder you want to delete.

Filtering the Object Tree

The object tree can hold a great many objects, nested in their respective categories. You can filter the tree
to show only certain objects and categories appear based on astring. For example, typing "eth” inthe Filter
field causes all the objects with "eth" in the object name to appear.

Asyour configuration growsyou will find that it becomes harder to quickly find the objectsyou arelooking
for. This example shows how filtering helps. Before filtering the object tree looks like Figure 4.18.
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Figure 4.18. Empty Filter Field

Filter:
Lbrary: | User -
Object .
B etho (outside)
4 B ethi (inside)
T2 new york fiv-1:thip
4 & lo (loapback)
'E. new york fiv-1:lo:ip
4 ] Objects

4 (2] Address Ranges
¥y Berlin Printers
¥y Dalas Printers
s London Printers
¥y New York Printers
%Egg San Jose Printers

[ Address Tables

4 (] Addresses
1B, Berlin SMTP Server
IE, Berlin web Server
1L, Dallas SMTP Server
IE, Dallas Web Server
IE, London SMTP Server
'1;.’. London Web Server
'le. Mew York SMTP Server
IP. New York Web Server
1P, San Jose SMTP Server
IE, 5an Jose wieb Server

{1 DNS Names

4 [ Groups
@ Berlin Servers
P Dallas Servers
% London Servers

I

m

Inthe example, theword "new york" istypedinto Filter field, with the goal of retrieving all address-related
objects. As the screen shot below shows, filtering takes effect immediately. In the example, only "new"
has been typed but the treeis already filtered by those characters, showing the Address Range, Addresses,
Groups, and Networks objects that include "new" in their name. Filters are not case sensitive.

Figure 4.19. Populated Filter Field

Fitter:  new| »®
Library: [ User ']
Object
4 @ User

4[] Firewals

4 Bm new york fw-1
4 B etht (nside)
12, new york f-Lieth Lip
4 5 lo (loopback)
12, new york fn-Lilosip
4[] Objects
4[] Address Ranges
wgg Mew York Printers
4 [T Addresses
1B, New York SMTP Server
12, Mew York web Server
4 (] Groups
@P New York Servers
4 [ Networks
S New York LAN-1
) New York LAN-2

Click the X in the filter box to clear the active filter.
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4.3.3. Object Attributes in the Tree

If you check the Show object attributes in the tree checkbox in the Preferences > Object tab, the object
tree displays a second column of information, as shown below.

Figure 4.20. Object Attributes Column

Filter:

Lbrary: | User -
Object Attributes i
g

(55 clusters 0 objects
a (] Firewalls 2 obijects
> Bm guardian *iptables(- any -) / linux24
4 Bm new york fw-1 = iptables(- any - / linux24
Policy top ruleset ipv4 9 rules
NAT top ruleset ipv4 1 rules 1
Routing top ruleset ipv4 0 rules -
B etho (outside) outside dyn
4 B ethi (inside) inside
1P new york fv-1:ethLip 192.168.1.1/255.255.255.0
4 & lo (loapback) loopback
P new york fn-Lloip 127.0.0.1/255.0.0.0
4 (] Objects 7 objects
4 [T Address Ranges 5 objects
iy Berlin Printers 192,168.10.250 - 192.168.10.254
e Dalas Printers 192.168.20.250 - 192.168.20.254
s London Printers 192,168.30.250 - 192.168.30.254
s New York Printers 132, 168.40.250 - 192.168.40.254
4 5an Jose Printers 132,168.50.250 - 192.168.50,254
EI Address Tables 0 objects
4 EI Addresses 10 objects
iP Berlin SMTP Server 192.168.10.25
IP Berlin Web Server 192.168.10.80
IP Dallas SMTP Server 192.168.20.25
I Dallas Web Server 192.168.20.80
1P London SMTP Server 192.168.30.25
1P Londan Web Server 192,168.30.80
1P Mew York SMTP Server 192,168.40.25 - 2
‘ e v

Theinformation shown depends on the type of object.
If you check the checkbox but don't see the second column, make the panel wider until you see the column

separator, then drag the column separator until the columns are in the correct position. Column sizing is
saved with the object file, so the next time you open the object, the column display preserversyour changes.

4.3.4. Creating Objects

New objects can be created using the New Object menu, accessed by clicking this icon above the object
tree:

Figure 4.21. Create Objects button

Pey

Certain objects can also be created using a pop-up menu. Acccess this menu by right-clicking a parent
object in the tree.
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Figure 4.22. Creating Objects Using The Object Menu

@ New Library

By New Firewall

8 New Cluster

[= New Host

Ue New Network

s New Network IPv6
I New Address

1B New Address IPv6
[E New DNS Name
IfS New Address Table
“» New Address Range
@ New Object Group

+% New Custom Service
Py New IP Service

4% New ICMP Service

=¥ New ICMP6 Service

%% New TCP Service
¥4 New UDP Service
#» New TagService

& New User Service

#» New Service Group

@ Time Interval

Y ou can create all objects except physical address objectsthrough the New Object menu. (Physical address
objects can only be created by right-clicking an existing interface object.) Y ou can a so create objects by
right-clicking afolder in atree (though not in the read-only Standard tree). If you right-click afolder, you
can only create objects appropriateto that folder. For example, an interface object can only be placed under
ahost or firewall object, so the Add Interface option is available only if you right-click a host or firewall.

Figure 4.23. Creating Objects by Right-Clicking

Edit

Duplicate ... >
Move ... >

Cut

Delete

| New Interface
New Policy Rule Set
New NAT Rule Set

Find

Where used

Compile

Install

Lock

Another way to create objects is to use the Duplicate option when you right-click an object. This alows
you to create a copy of the object. For example, you may want to create afirewall policy for one platform,
duplicate it, then just change the target platform on the copy. Note that copies are not linked in any way.
A changeto the original has no affect on the copy, and vice versa.

4.4. Undo and Redo

Firewall Builder supports undo and redo functions from the GUI and from the keyboard. In the GUI, both
functions arelocated in the Edit menu. The keyboard commands are Ctrl-Z for Undo, and Ctrl-Y for Redo.
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4.4.1. Undo Stack

The undo stack shows you alist of your changes, and lets you roll back changes you don't want. Y ou can
roll back just one change, all changes after a certain point, or al changes.

Press Ctrl-Z to undo an action. The undo stack is essentially unlimited, so you can press Ctrl-Z repeatedly
to roll back a series of changes. Y ou can also you can view the Undo stack directly by selecting Edit >
Undo Stack. From that view, you can roll back several changes with a single mouse click.

Note that a change enters the undo stack as soon as you "commit" the change. For dragging and dropping,
achangeis committed as soon as you drag an object into anew position, at which timethat change appears
in the undo stack. For field edits, the change appears as soon as you move the GUI focus out of afield by
pressing Enter or Tab, or by clicking outside the field.

Rolling back a change does not immediately remove that change from the stack. Y ou can "redo" a change
by clickingit. Changes after the current change stay in the stack until you perform anew edit. At that point,
the new change appears as current, and all the undone changes after that point are removed from the stack.
The following figure shows a portion of an object tree, an access policy, and the undo stack. The stack
has been "floated," so it can be moved asits own window. (To make an object float, click the button next
to the close button.)

In the example stack, anew, blank rule has just been added to the policy.

Figure 4.24. Policy and the Undo Stack

Firewall Builder - [policy rules.fwb] EENES
;i File Edit View Object Rules Tools Window Help =& &
JH I QNS
8® £ d /User/Firewalls/
€3 | |[@ User — Source Destination 5
Filter: | v || x 0 Any B fw2 ¥
. 1 Any [ mail server &
Object
2
< (] Address ... .-Any Any A
%, inside... 3 Any ®web server ¥
s mana...
¥, outsi... Undo Stack =
<empty>
£ Address ...
b [E] Addresses | [
5] DN5 Na...
b (] Groups
b ] Hosts -
< (& Networks 1 |
& inside... || * E

The "inside range" P object is now added to the Source of the new rule, and the "outside range 2" IP
object is added to the Destination of the rule. However, in this example, we have made a mistake: Instead
of adding "outside range 2" to the Destination, we accidentally added the "outside range" object to the
Sourcefield.

Y ou can see the object in the policy and the undo history in the following screenshot.
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Figure 4.25. Added Inside Range and Outside Range

Firewall Builder - [policy rules.fwb] EEE
ﬁ File Edit View Object Rules Tools Window Help |E||| |@|
&) )
JHI QNS
= A & [User/Firewalls /
4| [ User v Source Destination | §
o | T
1 [ i e
Object = :ny = mail server &
~ [ Address ... |n5|de range Any A
¥y inside...
?'?.;'s TR 3 Anwe [Wmah canar
%, outsi... Undo Stack 3]
e putsi... <empty>
[ Address ... insert rule
b [E Addresses insert inside range
5 DNS Na... insert outside range
b (] Groups
b [E Hosts
v [ Networks L |
E= inside... | ~ { P

To fix the error, we do two things. First, we click on "insert inside range" in the Undo Stack. Thisrolls
back the stack to before the point at which we inserted "outside range 2."

Figure 4.26. Removed Outside Range from Source

Firew@l Builder - [policy_rules.fwb] [=1E]x]
I File Edit View Object Rules Tools Window Help =@ =

'V|H q &&

® |§| |£| / User / Firewalls /-

4| [ User v Source Destination | Sen|
Filter: \:E| [x] 0 Any Bafw2 5hs
Object 5% 1 ny [ mail server §4s
~ (] Address ... I-’ﬂ‘n!lr Any
%, inside... 3 Any = web server 54h
¥e mana...
%, outsi... Undo Stack &
¥y outsi... <empty>
] Address ... insert rule
» 5 Adaressen
5 DNS Na... insert outside range
b [E Groups
b (] Hosts
< [ Networks L |
& inside... | ] i

Next, we drag "outside range 2" into the Destination field. You can see that the "insert outside range"
entry has been remo ved from the stack, and the "insert outside range 2" edit now appears as the most
recent change.
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Figure 4.27. Added Outside Range 2 to Destination

Firewall Builder - [policy rules.fwb] EEE
ﬁ File Edit View Object Rules Tools Window Help |E||| |@|
&) )
JH QNS
= A & [User/Firewalls /
| | User v Source Destination
e ] PR BT
1 | i
Object = :ny [ mail server
~ [ Address ... I- s inside range ?-g‘goutsme range-2
%, inside... 3 Any [Hweb server
%, mana...
%, outsi... Undo Stack 3]
e putsi... <empty>
[ Address ... insert rule
b [E Addresses insert inside range
5 DNS Na... insert outside range-2
b (] Groups
b [E Hosts
v [ Networks L |
- i E

4.5. Preferences Dialog

To open the Preferences dialog, select Edit/Preferences.... The dialog has several tabs, described here.

Figure 4.28. The GUI Preferences Dialog

Preferences =E3

Genem|| Objects = Data File = Installer Labels Appearance Platforms and 0OS

Working directory: | | Browse...

|| Do not show tips on startup

Software Updates:
Check Now

Check for updates automatically

Use http proxy while checking for updates (host:port)

No identifiable information will be sent to the server during update check

OK | | Cancel
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Table4.9. Preferences>General Tab

General Preferences Explanation

Working Directory This option tells the program where it should store the data file. Policy
compilers also store firewall configuration files and scripts they produce
in this directory. If this parameter is left blank, the policy compiler stores
the firewall configurations it generates in the same directory as the origi-
nal datafile.

Do not show tips on startup |If checked, the program does not show tips on start up.

Check for updates automati- |If checked, the program checks for program updates every time it starts.

cally If unchecked, the program will not chec k for updates unless specifically
enabled by clicking the Check Now button.
Check Now Click if you want the program to check for updates at that moment.

Use http proxy while check- |Whether you use the automatic or manual method to check for updates,
ing for updates (host:port) |if you are behind a proxy, enter the host IP and port of the proxy in this
field. Separate the host IP and port number with acolon (:).

Figure 4.29. GUI Preferences Objects Tab

Preferences =N E3|

General | Objects | Data File Installer Labels Appearance Platforms and 0S

-~

) Enable object tooltips in the tree and rule sets Tooltip delay:| 1
@ Show deleted objects
Show object attributes in the tree

@ Clip comments in rules

Properties of specific object types:
DNS Name | Address Table
@] O Create new objects in "Compile Time" mode by default
- Create new objects in "Run Time" mode by default

 Use object name for the DNS record in all objects of this type

oK Cancel
Table 4.10. Preferences>Objects Tab
Objects Preferences Explanation
Enable object tooltips Firewall Builder can show a summary of an object's propertiesin a quick

pop-up window (a "tooltip") when you hover the mouse cursor over an
object icon. If thisfeature is not enabled, then you must click on an ob-
ject to get the same information. The Tooltip delay control sets the delay,
in seconds, between the time you hover the cursor and the time the tooltip

appears.
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Objects Preferences

Explanation

Show deleted objects

Selecting this checkbox turns on athird object tree: Deleted Objects.
Once enabled, the Deleted Objects tree acts like trash can (or recycle bin)
for deleted objects. If you delete something by mistake, you can retrieve
it.

Show object attributesin the
tree

Creates a second column in the object tree. The second column contains
information about the object, such as how many objects afolder contains,
whether arule set isthetop rule set , |P addresses, and so on. See Sec-
tion 4.3.3 for adescription.

Clip commentsin rules

Comments in arule can sometimes make the rule line taller, reducing the
number of rules visible on a screen. Select thisif you want commentsto
be truncated in the view if they take up more than one line.

DNS Name - Create new
objectsin "Compile Time"
or "Run Time" mode by de-
fault

These radio buttons set the default behavior for reading DNS Name ob-
ject addresses from afile: when the firewall script is generated by Fire-
wall Builder or when the firewall runs the script. Note that the default
value set here can be overridden for individual objects. Section 5.2.16 has
more information on DNS Name object creation.

DNS Name - Use object
name for the DNSrecord in
all objects of thistype

If checked, Firewall Builder uses the DNS Name object's name for DNS
lookups. If not checked, Firewall Builder usesthe DNS Record field in
the object for lookups. (If this checkbox is checked, the DNS Record
field will be grayed out in all DNS Name objects.)

Address Table - Create new
objectsin "Compile Time"
mode or "Run Time" mode
by default radio buttons

These radio buttons set the default behavior for reading Address Table
object addresses are read from afile: when the firewall script is gener-
ated by Firewall Builder or when the firewall runs the script. Note that
the default value set here can be overridden for individual objects. Sec-
tion 5.2.14 has more information on Address Table object creation.

Figure 4.30. GUI Preferences Data Filetab

General Objects Data File

Periodically save data to file every |1

Do not ask for the log record when checking in new file revision.

Enable compression of the data file

Installer Labels

Preferences E1EY

Appearance Platforms and 0S

= [
minutes

Cancel
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Table4.11. Preferences>Data File tab

Data File Preferences

Explanation

Periodically save datato file
every ... minute

If checked, datais automatically saved at the specified interval.

Do not ask for the log record
when checking in the new
fileversion

Affectsonly RCS. If selected, the system does not prompt you for a
"comment" when you check your file back into RCS. See Section 7.7 for
adetailed explanation on using revision control with Firewall Builder.

Enable compression of the
datafile

If selected, the datafile is compressed to save disk space.

Figure 4.31. GUI Preferencesinstaller Tab

General Objects Data File | Installer  Labels Appearance Platforms and 05

A full path to the Secure Shell utility (remote command execution; for example

Preferences [o][=]

pscp.exe on Windows):

ssh on Unix or plink.exe on Windows): R
| ssh |
A full path to the SCP utility (file copy over ssh; for example scp on Unix or T

| scp

Built-in policy installer can remember passwords for the duration of the session. Passwords are
never stored permanently, they are only kept in memory. In order to use this feature, you also
need to configure user name used to authenticate to the firewall in the "advanced"” settings
dialog of the firewall object.

Warning: using this feature creates certain risk if working Firewall Builder GUI is left

unattended on the unlocked workstation. Someone may walk up to the machine and make
changes to the firewall using cached password of the administrator who used the same GUI
session before. Always lock the screen or exit Firewall Builder GUI when leaving computer.

Enable password caching

OK Cancel

Table4.12. Preferences>Installer Tab

Installer Preferences

Explanation

SSH and SCP paths

These fields specify the paths to your SSH and SCP programs, or their
equivalents. If these paths are already recorded in your PATH system
variable, you need not specify paths here. On Windows, however, you
must install putty. See Section 10.5.3 for instructions.

Enable password caching

If checked, the program can remember firewall passwords for the du-
ration of the Firewall Builder GUI session. Passwords are never stored
permanently in any form; they are only kept in memory for the working
Firewall Builder GUI instance. Y ou need to enter each password once
when you activate a generated policy. If you keep the program open and
need to modify and activate policy again, the password fieldsin the in-
staller dialog can be filled automatically. Cached passwords are associat-
ed with the firewall object and account name used to activate the policy.
To use this feature, you must also configure a user name in the Installer
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Installer Preferences Explanation

tab in the Firewall Settings dialog of the firewall object. Caution: using
this feature creates arisk if aworking Firewall Builder GUI isleft unat-
tended on an unlocked workstation.

Figure4.32. GUI PreferencesLabels Tab

Preferences =E3

General Objects Data File Installer Labels Appearance Platforms and 0S

Use these labels to mark rules in the firewall policy

— |Red |

- |Orange |

— |Ye||0w |

— |Green |

— |Blue |

- |Purple |

— |Gray |

| oK Cancel
Table 4.13. Preferences>L abels Tab
L abels Preferences Explanation
Labels Y ou can assign colors to particular rows in your policies to make them

stand out visually. Y ou can also change the text label associated with
each color using this tab. While the color shows up in the rule set, the
text label only appearsin the label list.
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Figure 4.33. GUI Preferences Appearance Tab

Preferences [o][=]

General Objects Data File | Installer Labels | Appearance | Platforms and OS

Rules font Sans 10
Tree font Sans 10
Compiler Output Panel font Sans 10

@ Show icons in rules

Show text descriptions in columns "Direction”, "Action”

Icons size in rules: 16x16

© 25x25

| oK Cancel

Table 4.14. Preferences>Appearance Tab

Appearance Preferences | Explanation

Rules, Tree, and Compiler | Use these controlsto set the font used for rules, the object tree, and the
Output Panel Fonts compiler output panel.

Show iconsin rules If deselected, suppresses icon display for an object, showing only text.
By default, objects such as interfaces, hosts, and networks are displayed
as both an icon and text.

Show text descrip- If selected, displays text descriptionsin addition to iconsin the Direction
tionsin columns and Action columns. By default, only icons are shown.
"Direction”,"Action"

Icon size By default, icons are 25x25 pixels. Select 16x16 to make them somewhat

smaller. (Thelarger icons are easier to see, but the smaller ones are useful
for smaller displays, such as laptop screens.)
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Figure 4.34. GUI Preferences Platformsand OS Tab

Preferences [o][=]

General Objects Data File Installer Labels Appearance Platforms and 0S

If you disable firewall platform or host OS here, it will not appear in the drop-down lists of
platforms and host OS anywhere in the program. This helps awvoid clutter in lists of platforms
and OS if you only work with one or two of them.

Supported firewall platforms Supported host 0S

Platform Host OS

1 @ Cisco ASA (PIX) 1 @ Cisco FWSM

2 @ Cisco FWSM 2 @ CiscolOSs

3 @ CiscolOSs ACL 3 @ CiscoPIX

4 @ PF 4 Endian Firewall Appliance

5 @ Unknown 5 [ FreeBsSD

6 @ ipfilter 6 [ IPCOP Firewall Appliance

7 @ ipfw 7 | @ Linux 2.4/2.6

8 @ iptables 8 @ MacO5X

9 OneShield Firewall Appliance
| oK Cancel

Table 4.15. Preferences>Platformsand OS Tab

Platformsand OS Prefer- |Explanation
ences

Listsof Platformsand OSs | Checked platforms and OSs appear in drop-down menus of platforms and
OSsin the program. Y ou can uncheck unneeded platforms and OSsto re-
duce clutter in GUI menus. Remember to recheck entries when you want
them to reappear in the GUI, such as when you acquire a new type of
firewall. Also, not all platforms and OSs supported by Firewall Builder
are checked by default. If the firewall you have doesn't appear in your
drop-down menus, make sureit is checked in this tab.

4.6. Working with Multiple Data Files

This section presents an example of how to work with two datafiles at the same time.

The example begins with one data file. The file name, "policy_rulesfwb", displays in the main window
title bar.
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Figure 4.35. Data File

‘le Q\ &ﬁ

¢ Firewall Builder
File Edit View Object Rules Tools Window Help

= E=NES]

X

policy_rules.fwb

NAT
Routing

b B ethl

b B eth2
b B o
b Em fw2

3 @ dmz-server
4 @ dmz-server
5 Any

6 ®fw-mgmt

7 Any

10 Any
11 any

@ %, /User/Firewalls / fw / P«
4@ | (1 User v Source Destination
Filter: ~ ‘ |Z| 0 Any Bafw
1
Object | s Any Ay

= - Hinsi
v [ User [ dmz-server Seinside network 1
(£ Clusters de network 2
< (] Firewalls ¢ inside network 3

inside network 1
Any

= mail server
Bafw

Bafw

8 ¥y management_range Bafw
9 @management hosts Bafw

= mail server
Any

Use File > Open to open the second datafile.

Figure 4.36. Data File

lil-N Edit View Object Rules Tools Window Help

New Object File
ctri+0
Open Recent >

Open...

Save Ctrl+S
Save As...
Close

Properties Ctri+1

Add File to RCS
Commit

Discard

mport Policy
mport Library
Export Library
Print... ctrl+P
Exit
Ve e T
b & lo
b By fw2

Thefile "clusters.fwh" is now open in the GUI; its name displaysin the title bar of the window.

policy_rules.fwb

\g\ \i\ / User / Firewalls / fw / P«

Source
0 Any
1 any

2 @ dmz-server

3 Edmz-server
4 @ dmz-server
5 Any

6 B fw-mgmt

7 Any

Destination

B fw

Any

%Zinside network 1
nside network 2

inside network 3
Hinside network 1
Any

= mail server

B fue

B fw

8 ¥y management_range B fw
9 @ management hosts Bafw

10 any
11 any

= mail server
Any
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Figure 4.37. clusters.fwb

Firewall Builder [=1=]=]

File Edit View Object Rules Tools Window Help
JH QA&
"1 clusters.fwb E]@@
@@ A d Firewall / ruleset
& |5 |3 User ~

Filter: v x

Object
b (& Clusters
b [ Firewalls
b (& Objects
b ] Services
& Time

The Window menu supports standard window operations: you can maximize and minimize windows, as
well as cascade or tile them and switch from one to another.

Figure 4.38. Window Menu

File Edit View Object Rules Toolsﬂelp

LICEY
. | Close All E
T i S e |
£3] & Cascade / ruleset
4@ | | User ~ :9“_
revious
Filter: ol Minimize
Object Maximize
policy_rules.fwb
b (5 Clusters © clusters.fwb
b £ Frewalls
b ] Objects
b [ Services
5 Time

Now both windows show. The size of the main windowsis small to reduce the size of the screen shots; as
aresult the two windows windows do not fit well. Even so, objects can be easily moved between windows
using copy and paste operations. In this example the firewall object "fw" will be copied from the top
window and pasted into "Firewalls" in the tree of the bottom window.

35



Firewall Builder GUI

Figure 4.39. Copy and Pasting between Windows

Firewall Builder [=1=]=]

File Edit View Object Rules Tools Window Help

vlwl-‘] c‘\ ‘%Qj

I policy_rules.fwb [=IE][x)
B )& /user/
3 | | User v Source
Filter: ‘ | v| \E\ 0 Any D
1
Object .-Any
- @ User ‘] 2 Eldmz-se
& Clusters
~ [&] Frewalls »
© — >
4|4 |3 User ~|
Filter: | | "| ‘E‘
Object -
b [ Clusters ‘]
= (& Firewalls
b Bm linux-test-1
P Ba linux-test-1-s "

The following figure shows the window with the "clusters.fwb" data file maximized; note that firewall
object "fw" is part of the tree.

Figure 4.40. Object in Top Window

Firewall Builder [=E])x]
File Edit View Object Rules Tools Window Help
] £
JHIQ NS
z clusters.fwb E]@E]
© 4, [/ User/Firewalls /fw /
4| g (@) User v Source Destination
d[— Jel(5) | omm o
~ 1 Any Any
< Bm fw %inside ne
ERE %inside ne
NAT 5 Any = mail serv
- .
Bounng 6 [ fw-mgmt Bafw
b B ethl 7a Baf
b B eth2 ny W
> lo 8 ¥4 management_range Bafw
b Bam linux-test-1 9 @management hosts Bafw
p Bm linux-test-1-s| . 10 Any [ mail serv| «
| Se— E  S—— E

Thefirewall intheexample, "fw", used ahost object called "dmz-server” inthe datafile"policy_rules.fwb".
The system automatically copies "dmz-server” along with the "fw" object, as well as any other obect the
"fw" object dependson. Thefollowing figure showsthat host " dmz-server” isnow part of the" clusters.fwb"
datafile.
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Figure4.41. dmz-server

o Firewall Builder
File Edit View Object Rules Tools Window Help

SR

(= ey

clusters.fwb

[BEEY

® |§\ |£\ / User / Firewalls / fw /

4| [ User ~|

L

b Em openbsd-test
~ (& Objects

b [ Addresses
5 DNS Names

b 5 Groups

~ (] Hosts

+ B3 dmz-server

b [ fw-mgmt

b = mail server

Source Destination
0 Any Bafw
1 any Any
ﬂinside nef
S&inside nel

5 Any = mail serv
6 [ fw-mgmt Bafw
7 Any Bafw

8 ¥y management_range Bmfw
9 @management hosts Bmfw
10 Any

—

= mail serv|

>
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Chapter 5. Working with Objects
5.1. Types of Objects

Firewall Builder supports avariety of object types, both simple and complex. Simple object typesinclude
Address, Network, Host, and IP, TCP, UDP and ICMP service objects. More complex object types are
Firewall, Address Table, DNS Name, and User Service.

There are the following types of objectsin Firewall Builder:

» Addressable objects: Section 5.2 describes objects that have, either directly or indirectly, an address
of some kind. This category includes the physical objects (firewalls, hosts, interfaces) as well as some
logical objects (networks, address ranges, individual addresses). Addressable objects can be grouped
together into Object groups.

» Service objects: Section 5.3 describes objects that represent services. They include IP, TCP, UDP, and
ICMP services, aswell as user services. Service objects can be grouped together into Service groups.

» Time Interval objects: Described in Section 5.4, these represent a discreet or recurring period of time.
They can be used as part of arule in the firewall. For example, you could have a rule that matches on
weekends, but not during the week.

* Ruleset objects: Describedin Section 5.2.4, these represent the variousrule setsin afirewall. By defaullt,
afirewall starts with one access policy, one NAT, and one routing rule set, but you can add more of
each. Rule set objects only exist as child objects of afirewall.

All abjectsin Firewall Builder have some characteristics in common.
All objects have a Name field and a Comment field. The Name field can contain white spaces and can

be arbitrarily long (though shorter names work better in the GUI). The Comment field can contain any
text of any length.

5.2. Addressable Objects

5.2.1.

5.2.2.

This section describes object types that represent addresses or groups of addresses.

Common Properties of Addressable Objects

Objects that contain | P address fields provide validity checking for the address when the object is saved.
If the IP addressisinvalid, the system notifies you with an error.

The Firewall Object

A firewall object representsareal firewall devicein your network. Thisfirewall object will have interface
and IP address objects that mirror the real interfaces and | P addresses of the actual device. In addition, the
firewall object is where you create the access policy rule sets, NAT rule sets, and routing rule sets that
you assign to your firewall device.

By default, afirewall has one Policy rule set, one NAT rule set, and one routing rule set. However, you
can create more than one rule set of each typefor afirewall. On the other hand, you don't have to populate
all the default rule sets. Y ou can, for example, create aPolicy rule set and leave the NAT and Routing rule
sets empty. Section 7.1 explains more about policies and rule sets.
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To speed up the creation of afirewall object, Firewall Builder has awizard that walks you through creating
the object. The wizard has three options for creating afirewall object:

* Fromatemplate: Firewall Builder comeswith several pre-defined templates. Y ou can usetheseto create
afirewall that is close to your configuration, then modify it to fit your needs.

» Manually: You can provide interface | P address, subnet mask, gateway, and other parameters manually.
You can add this information when you create the firewall, or you can add it later. Section 5.2.2.1
(below) describes this process.

e Using SNMP: Firewall Builder uses SNMP queriesto learn about the network. Section 5.2.2.3 describes
this process.

5.2.2.1. Creating a Firewall Object Manually

To start thefirewall object creation wizard, right-click the Firewallsfolder in the User tree and select New
Firewall.

Thefirst page of the wizard displays.

Figure5.1. First Page of the Wizard

Enter the name of the new object below: |ﬁrewa|l 1
Choose firewall software it is running: | iptables |

Choose OS the new firewall runs on: Linux 2.4/2.6 |~

Use preconfigured template firewall objects

< Back Mext > Finish Cancel

v

Givethefirewall object aname. Usually, thisnameisthe same name you assigned to the device, but it need
not be if you're assigning interfaces manually. (If you are use SNMP or DNS to populate the interfaces,
then the name must be the same as the device name.) Then specify the firewall software and device OS.

Leave the Use pre-configured template firewall objects checkbox unchecked.

Click Next.
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Figure 5.2. Choosing to Configure Interfaces Manually

Next step is to add interfaces to the new firewall. There are two ways to do it:
using SNMP guery or manually. Adding them using SNMP query is fast and
automatic, but is only possible if firewall runs SNMP agent and you know SNMP
community string 'read'.

@ Configure interfaces manually

() Use SNMP to discover interfaces of the firewall

SNMP 'read' community string: [ l

[ Discover Interfaces using SNMPI

< Back

[ Finish ][ Cancel

Select Configure interfaces manually and click Next.
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Figure5.3. The Add Interfaces Page

Here you can add or edit interfaces manually. 'Name' corresponds to the name
of the physical interface, such as 'eth0', 'fxp0', 'ethernet0’ etc. 'Label' is used
to mark interface to reflect network topology. e.g. 'outside’ or 'inside'. Label is
mandatory for PIX firewall.

Click 'Next' when done.

: No interfaces E]

This firewall has no interfaces. Add interface using button +.

<Back || mext> || Fnish |

]

Thisis the page where you can add interfaces to the firewall. In this page of the dialog, each interfaceis
represented by atab in the tabbed widget. Usethe"+" button in the upper left corner to add anew interface.
The "x" button in the upper right corner deletes an interface. Click the "+" button to create first interface
and give it the name "eth0":
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Figure5.4. Adding Interfacesto the New Firewall Object

Here you can add or edit interfaces manually. 'Name' corresponds to the name of
the physical interface, such as 'eth0', 'fxp0', 'ethernetd’ etc. 'Label is used to
mark interface to reflect network topolegy, e.g. 'outside’ or 'inside'. Label is
mandatory for PIX firewall.

Click 'Next' when done.

) w0 | )

Name: |eth£}

Label: [ l
MAC: [ l
Type: |Regular interface v

Comment:

Dynamic interface gets its IP address by means of DHCP or PPP protocol and
does not require an address here. Regular interface has statically configured
IP address which should be entered on this page. Interface can have several
IPv4 and IPv6 addresses.

l Address Netmask | Type | Remove |
1 l IPv4 - " Remove l

Add address

[ < Back H Next > ][ Finish H Cancel

o

To add an I P address to the interface, click in the table cell in the "Address" column and begin typing the
address. The cell becomes an editablefield that lets you enter the address. Add the network mask using the
table cell in the "Netmask” column. The "Type" drop-down list lets you choose between IPv4 and |Pv6
addresses. The network mask field accepts both full numeric notation and bit length for IPv4 netmasks.
For 1Pv6, only bit length is alowed. The "Remove" button removes the address. You can add severd
addresses to the same interface.

The following elements are available on this page of the wizard:

» Name: The name of theinterface object in Firewall Builder must match exactly the name of theinterface
of thefirewall machineit represents. Thiswill be something like"eth0", "eth1", "en0", "br0", and so on.

e Label: On most OSs this field is not used and serves the purpose of a descriptive label. On the Cisco
PIX, however, thelabel is mandatory, and must reflect the network topology. Firewall Builder GUI uses
the label, if it is not blank, to label interfaces in the tree. One of the suggested uses for this field is to
mark interfacesto reflect the network topology ("outside" or "inside", for example) or interface purpose
("web frontend" or "backup subnet”, for example).
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e MAC: If youlike, you can also specify theinterface physical address. The MAC addressisnot necessary,
but it can be used to prevent spoofing. If the featureisturned on and available, the firewall only accepts
packets from the given IP address if the MAC address matches the one specified. Section 5.2.9.1 has
more information.

* Interface type: Indicates the type of interface. Section 5.2.5 explains the interface types in more detail.
Briefly, though, aRegular interface has astatic | P addresses, a Dynamic addressinterface hasadynamic
address provided by something like DHCP, an Unnumbered interface never has an | P address (a PPPoE
connection, for example), and a Bridge port is an interface that is bridged in the firewall.

» Comment: free-form text field used for the comment.

e Address: If theinterface has a static |P address, specify it here.

* Netmask: Use either a traditional netmask (255.255.255.0) or bit length (24, without slash) to specify
the interface netmask. For |Pv6 addresses, only bit length notation is accepted.

Once all the interfaces are configured, click Finish to create the new firewall object.

Note

You can aways add, modify, and delete interfaces later using controls provided in the main
window.

5.2.2.2. Creating a Firewall Object Using a Preconfigured Template

Another method you can use to create new firewall object is based on the use of preconfigured template
objects that come with the program. To do this, select the "Use preconfigured template firewall objects’
checkbox on the first page of the wizard Figure 5.1, then click Next.
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Figure5.5. List of preconfigured firewall templates

Choose template object in the list and click 'Next' when ready.

You can change interface names and their IP addresses on the next page. Template
firewall object comes with basic policy and NAT rules that implement policy described in its
comment. If you change IP addresses of its interfaces, policy and MNAT rules will be
automatically corrected to reflect this change. However you should always inspect the
rules and adjust them to suite your security policy. Template objects are designed to be a
starting point, a way to jump-start your configuration and most likely require changes to
be useful in your envirenment.

fw template 1

By fw template 2 Interface: eth0 (outside)
By fw template 3 Dynamic address

By host fw template 1
By Sveasoft template

By web server
By c36xx
Bs IPCOP appliance (2 interfaces)

Bs IPCOP appliance (3 interfaces)
By OpenWRT template Interface: ethl (inside)
Bs DDWRT template 192.168.1.1/255.255.255.0

This firewall has two interfaces. Eth0 faces outside and has a dynamic address; ethl
faces inside. Policy includes basic rules to permit unrestricted outbound access and anti-
spoofing rules. Access to the firewall is permitted only from internal network and only
using 55H. The firewall uses one of the machines on internal network for DNS. Internal
network is configured with address 192.168.1.0/255.255.255.0

| <Back || Next> || Fnsh || Cancel |

7

The program comes with several template objects. These include firewalls with two or three interfaces, a
couple of firewall configurations intended for a server with one interface, templates for OpenWRT, DD-
WRT, and IPCOP firewalls, and a Cisco router. Each template is configured with | P addresses and basic
rules. Some templates assume all interfaces have static | P addresses, while other assume some interfaces
have dynamic addresses. These template objects are intended to be a start, something you can and should

edit and modify to match your network configuration and security policy.

Choose the template that is closest to your configuration and click Next.
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Figure 5.6. Editing Addresses of Interfaces of a New Firewall Created from a
Template

Here you can add or edit interfaces manually. 'Mame' corresponds to the name of the
physical interface, such as 'eth0', 'fxp0', 'ethernet0' etc. 'Label' is used to mark
interface to reflect network topology, e.g. 'outside’ or 'inside'. Label is mandatory for
PIX firewall.

il | To

Name: [ ethl ]
Label: [in5ide ]
MAC: [ |
Type: | Regular interface v

Comment:

Here you can change IP address of the template interface to match addresses used
on your network. Interface can have several IPv4 and IPve addresses.

Address Netmask | Type | Remove |

1(192.168.1.1 255.255.255.0 lIPwI v" Remove l

Add address

l < Back H Mext = H Finish H Cancel

e

This page of the wizard allows you to change I P addresses used in the template. Thisis a new featurein
Release 4.0 relative to Release 3.0. Y ou can add and remove addresses using the Add address and Remove
buttons. Since configuration of the template object depends on its interfaces, the dialog does not let you
add or remove interfaces for objects created from atemplate. Each interfaceis represented by atab in the
tabbed widget; you can switch between them clicking the tabs with the interface names. Section 5.2.2.1
lists al elements of this page of the dialog and explains their purpose.

Each template firewall object comes preconfigured with some basic rules that use the firewall object,
its interfaces, and network objects that represent subnets attached to interfaces. If you change addresses
of interfaces in this page of the wizard, the program automatically finds al network objects used in the
template rules matching old addresses and replaces them with new network objects representing subnets
with addresses you entered in the wizard. This feature saves you from having to find and replace these
objects manually.
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Once all interfaces and addresses are entered or modified, click Finish to create the firewall object.

5.2.2.3. Creating a Firewall Object Using SNMP Discovery

If your firewall runs an SNMP daemon, you can save yourself some time by using SNMP discovery to
automatically create the interfaces of the new firewall object.

Figure5.7. SNMP "read" Community String

Next step is to add interfaces to the new firewall. There are two ways to do it: using SNMP
gquery or manually. Adding them using SNMP guery is fast and automatic, but is only
possible if firewall runs SNMP agent and you know SMMP community string 'read’'.

() Configure interfaces manually

@ Use SNMP to discover interfaces of the firewall

SNMP 'read' community string: |pub|ic

’ Discover Interfaces using SNMP

Start by checking the Use SNMP to discover interfaces of the firewall checkbox on the second page of the
wizard and enter your SNMP "read" community. Then click Discover interfaces using SNMP.
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Figure 5.8. Discovering I nterfacesvia SNMP

Next step is to add interfaces to the new firewall. There are two ways to do it:
using SNMP query or manually. Adding them using SMMP guery is fast and
automatic, but is only possible if firewall runs SNMP agent and you know SNMP
community string 'read'.

() Configure interfaces manually

@ Use SNMP to discover interfaces of the firewall

SNMP 'read' community string: [public ]

’ Discover Interfaces using SMMP ]

Getting IPv4 addresses.interface #4: 10.3.14.10
interface #4: 10.3.14.41

interface #1: 127.0.0.1

Getting IPv6 addresses using IP-MIB RFC4293.

This MIB is only supported by latest versions of net-snmp
interface #1: 0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.1

interface #4: 254.128.0.0.0.0.0.0.2.12.41.255.254.210.204.161
interface #3: 254.128.0.0.0.0.0.0.232.80.140.255.254.168.95.243
Collecting full interfaces info

4 interfaces found

Adding interface #1 lo 127.0.0.1/255.0.0.0

Adding interface #1 lo =21

Interface #2 eth0 has no IP address.

Adding interface #3 tap0 fe80::e850:8cff:fead:5ff3/64
Adding interface #4 br0 10.3.14.10/255.255.255.0
Adding interface #4 br0 10.3.14.41/255.255.255.0
Adding interface #4 br0 fe80::2c:29ff:fed2:ccal/64
Done fetching interfaces

Routing table

route: 0.0.0.0/0 gw 10.3.14.202 br0O{Ext)

route: 10.3.14.0/24 gw 0.0.0.0 br0

Dene fetching reuting table

Background process has finished

| <Back || Next> || rnish || Cancel |

#

The program runs a series of SNMP queriesto thefirewall to read the list of interfaces and their addresses.
Both IPv4 and | Pv6 address can beimported. For | Pv6, the firewall must support IP-MI1B RFC 4293. Once
the discovery process finishes, click Next.
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Figure 5.9. Editing I nterfaces Discovered Using SNM P

Here you can add or edit interfaces manually. 'Name' corresponds to the name of the
physical interface, such as 'eth0', 'fxp0', 'ethernetd' etc. 'Label' is used to mark interface
to reflect network topology, e.q. 'outside’ or 'inside’. Label is mandatory for PIX firewall.

Click 'Mext' when done.

E]Io|eth[]|tap[]]brul @

Mame: | bro] ]
Label: [ ]
MAC: [DD:DC:ZQ:DZCC:AI ]
Type: | Regular interface v

Comment:

Dynamic interface gets its IP address by means of DHCP or PPP protocol and does not
require an address here. Regular interface has statically configured IP address which
should be entered on this page. Interface can have several IPv4 and IPv6e addresses.

Address Netmask | Type | Remove |
1/10.3.14.10 255.255.255.0 [IPwl v" Remove l
2/10.3.14.41 255.255.255.0 [IPWI v" Remove l
3 |feB0::2c:29ff-fed... - fiff: [IPvﬁ v" Remove l

Add address

| <Back || mext- || Fnish || cancel |

\

4

The next page of the wizard offers an opportunity to review the discovered interfaces and make adjust-
ments, if necessary. Thisisthe same page described previously in Section 5.2.2.1. Y ou can add and remove
interfaces and add, remove, or change their I P addresses. Section 5.2.2.1 lists all elements of this page of
the dialog and explains the purpose of each.

When configuration of all interfacesis correct, click Finish to create the new firewall object.
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5.2.2.4. Editing a Firewall Object

The firewall object represents the firewall machine and is the most complex object in Firewall Builder. It
has three sets of controlsthat you can modify, not including the policy rule sets. All these controls become
available when you double-click the firewall object in the tree.

Figure 5.10. Firewall Controls

[ User [ Firewalls [ firewall 1

. Name: [ﬁrewall 1

[ Host OS Settings ...

-

Platform: l iptables

Version: l- any -

-

)
[+
|-] [ Firewall Settings ...
[+

Host O5: lLinux 2.4/2.6 [] Inactive firewall

Modified: Thu Mar 18 13:03:45 2010
Compiled: -

Installed: -

5.2.2.4.1. Basic Firewall Controls

These controls let you specify the basic settings of the firewall, such as the name and firewall platform.

Name: Specify or change the name of the firewall object.

Platform: Specify or change the firewall software.

Version: Specify or changethe version number of thefirewall software. In most cases, you can leavethis
set to any. In general, setting the version to "any" means the compiler only supports options available
in al supported versions of the software. If you need a feature that is supported only by a particular
version, then specify that version.

Host OS: Specify or change the host operating system of the firewall device.

Firewall Settings: Opensthe Advanced Settings dialog for the platform or firewall software. Click Help
in the dialog for assistance with dialog options. See Section 5.2.2.4.3 for a screen shot.

Host OS Settings. Opens the Advanced Settings dialog for the indicated Host OS. Click Help in the
dialog for assistance with dialog options. See Section 5.2.2.4.2 for a screen shot.

Inactive firewall: Check this box to make the firewall object inactive. The firewall name changes from
bold to a regular font to indicate that it is inactive, and the firewall is not available for compiling or
installation. Essentialy, thisis away to "comment out" the firewall object without deleting it.

5.2.2.4.2. Host OS Settings Dialog

For explanations of the various controls, click the Help button in the dialog.
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Figure5.11. Firewall Host OS Settings Dialog (Linux)

Options | TCP | Path | conntrack |

IPv4 Packet forwarding

IPvE Packet forwarding | No change

Kernel anti-spoofing protection | No change
Ignore broadcast pings | No change

Ignore all pings | No change

Accept source route | No change
Accept ICMP redirects | No change

Ignore bogus ICMP errors | No change

Allow dynamic addresses | No change

Log martians | No change

5.2.2.4.3. Firewall Settings Dialog

For explanations of the various controls, click the Help button in the dialog.

al
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Figure5.12. Firewall Settings Dialog (iptables)

Compiler: [ ]

Command line options for the compiler: [ ]

Output file name. If left blank, the file name is constructed of the firewall object name and
extension ".fw"

Generated script can be copied to the firewall machine under different name. If this field is left
blank, the file name does not change.

Script name on the firewall: [ ]

(%] Assume firewall is part of 'any'
[%| Accept TCP sessions opened prior to firewall restart

[%] Accept ESTABLISHED and RELATED packets before the first rule

0 Drop packets that are associated with
no known connection

[ ] Bridging firewall

[ ] and log them

[%| Detect shadowing in policy rules

[ ] Ignore empty groups in rules

[] Enable support for NAT of locally originated connections
[ ] Clamp MSS to MTU

[ ] Make Tag and Classify actions terminating

[ ] Add rules to accept IPv6 Neighbor Discovery packets to IPvé policies

Default action on 'Reject: | v

[ ] Always permit ssh access from the management workstation with this address:

[ )

0 Install the rule for ssh access from the management workstation when the firewall
is stopped

[ oK H cancel |

i

5.2.3. The Cluster Object

The cluster object represents an abstraction of a high availability (HA) setup that consists of two or more
member firewalls, each represented by its own firewall object.

The object type "cluster” (located under Clustersin the tree) represents the HA pair. Y ou configure policy
and NAT rulesin the rule sets of this abject, rather than in those of the actual firewalls.

The procedure for setting up HA configuration is as follows:
» Create your firewall objects. Assign platform and host OS and name interfaces as usual. Do not add

any policy or NAT rules. These are your real (member) firewalls. Interfaces should have their real 1P
addresses (not CARP or VRRP addresses).
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 Createacluster object. Configure the cluster object with the proper platform and host OS. Use the usual
New Object menu or toolbar button to create this object. Note that in order for the firewall object to
become a member of acluster, their platform and host OS settings must match.

There are two ways to create new cluster object: you can use main menu "Object / New Object” option
(or atoolbar button that calls the same function) as shown on Figure 5.13:

Figure5.13. Create a New Cluster Using the " Object / New Object" Option

"-‘J@ﬁ‘ﬂ User

Filkel 2 New Library
| Bm New Firewall f
[ New Host 0 objects
Y I New Network E'iot:j:;::s( |
Thediiin
sss top ruleset ipv¢
I8, New Address IPv6 top ruleset ipw
(=0 New DNS Name | .
I New Address Table  gi0c fogootontie
¥, New Address Range
& New Object Group 1:ip 10.1.1.1/255.2
1:ip6 fe80::2¢c:29ff:fe
+ New Custom Service loopback
i7y New IP Service A
%% New ICMP Service loopback
57 New ICMP6 Service  p:ip 10.3.14.109/2!
¥4 New TCP Service 0:ip6 fe80::2¢:29ff:fe
%5 New UDP Service P I —
P"’ New TagService 1:26 feé[l;:éctfzgff:.fe
& New User Service top ruleset ipve
¢» New Service Group top ruleset ipv¢
top ruleset ipvé
¥ @® Time Interval 7 objects

- R nhiarts

Using this menu option or toolbar button opens a wizard that guides you through the steps of creating
new cluster object. The first page of the wizard shows al the available firewall objects. In this page,
you choose which ones become cluster members:
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Figure 5.14. Using the Wizard to Choose Firewall Cluster Members

10

11

12

13

14

bridge_fw
bridge_linux_1
bridge_linux_2
3620

ipcopl
linux-1
linux-1-d
linux-1-nt
linux-2
linux-2-copy
linux-2-d
linux-2-nt

ml

m2

m

Enter the name of the new object

Firewall

< Back

Select member firewall objects to use with the new cluster. One member firewall should be
marked as master. You can choose to copy policy and MAT rules from the rule sets of one of
the members to the new cluster later.

Use in cluster Master &
-~
=1 |
- !
Ml |
— |
— |
|
[
|
|
—
o |
|
— |
=1
- |
- |
=
- |
E —~ |
~ |
[ |
- 'y
=1
[
[
[
— v
Next > Finish ) Cancel )

e

Another method isto select two or morefirewall objectsthat are to become cluster members, then right-
click and select the "New cluster from selected firewalls' menu item, as shown on Figure 5.15. You
can select two or more objects in the tree by clicking the object while holding the "Ctrl" key ("Cmd"
on the Macintosh).
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Figure 5.15. Using the Right-Click Menu to Choose Firewall Cluster Menus

new_clust

00 A[d] romir
IEIE[E User Source Destination  Service

Filter: -] E

Object
» Bm 3620
) BEm ipcopl Edit
Policy Duplicate ... >
to_fw Move ... >
NAT
Routing Copy
3 3 eth0 Cut
»> ethl
o o2 Paste
L Delete
» B linux-1-d
linux-2 Group
> Em linux-2-copy New cluster from selected firewalls
» B linux-2-d
» Em openbsdl Compile
> B openbsd2 Install
v Ba standalone_linux_1
Policy
Policy_1 tofk K
NAT nioc
Routing
v B bro
P standalone_linux_1:br0:ip
B eth0.101
B eth0.102

Using the right-click options launches the samewizard, but thelist onitsfirst pageis aready populated
with the selected firewall objects, as shown below.
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Figure 5.16. Wizard Populated with Selected Firewall Objects

Enter the name of the new object |

Select member firewall objects to use with the new cluster. One member firewall should be
marked as master. You can choose to copy policy and NAT rules from the rule sets of one of
the members to the new cluster later.

Firewall Use in cluster Master

1 B linux-1 4 o)
2 Bs linux-2 ™ 0O
. N
< Back Next > Finish | ( Cancel )

4

Reducing the number of firewall objects displayed in the wizard can be helpful when you have many
of firewall objects defined in the object tree.

» The program guides you through the process of creating new cluster objects using awizard-like dialog.
Y ou start with thelist of firewall objects where you choose which firewalls should become members of
the cluster. Next, the program finds interfaces of the member firewalls that have the same name and can
be part of the cluster and creates cluster interfaces with the same name. Not al interfaces are eligible:
for example, bridge ports, bonding interface daves, and parents of VLAN interfaces cannot be used for
the cluster. Cluster interfaces definefailover groups. Y ou can add, remove, or rename cluster interfaces,
as well as change which interfaces of the member firewalls are used with each one. On the next page
of the wizard you can change failover protocols and add, remove, or change |P addresses of cluster
interfaces. Not all failover protocolsrequire | P addresses: for example, VRRP or CARP do but heartbeat
or OpenAlSdo not. Finally, you can choose to use policy and NAT rules of one of the member firewalls
to populate policy and NAT rule sets of the new cluster. If you do this, al references to the original
member firewall and its interfacesin rules are replaced with references to the cluster and its interfaces.
The program also creates backup copies of the member firewall objects with the name with suffix "-
bak" and clears policy and NAT rule sets of the member firewall objects used with the cluster before
the new cluster is created.

* OpenBSD or FreeBSD clusters are assigned with CARP interfaces. Namethem "carp0", "carpl", and so
on (or whatever indexes the addresses are assigned on your machines). Y ou can add the CARP password
and ID at the same time or you can add them later.

* If you use heartbeat or OpenAlS (on Linux) for failover, cluster interfaces should have the same names
as the corresponding member firewall interfaces. In this case, cluster interfaces are virtual entities that
represent interfaces of the corresponding member firewalls. The program makes the necessary substi-
tutions when it compilestherules. Thisisaso how PIX failover configuration works.

» Each cluster interface has a child "Failover group” object with the name "firewall:carp0:members’, or
similar. Thisisthe object where you configure associated member firewall interfaces. Double-click this
object inthetree and then click "Manage Members" buttonin the dialog. Select interfaces of the member
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firewallsin the panel on the left-and side and click the Arrow button to add them to the list on theright.
Use the checkbox to select the master. Click OK when done. The platform and host OS of the cluster
object and members must match, otherwisefirewall objects do not appear inthe"members’ dialog panel.

» Besidesinterfaces, the Cluster object has anew child object " State Sync Group”. This group represents
state synchronization protocol. Currently pfsync is supported for OpenBSD and conntrackd for Linux.
To configure, double-click this object in the tree to open it in the dialog and click "Manage Members'.
Select the interfaces of the member firewalls in the panel on the left hand side and click the Arrow
button to add them to the list on the right. Use the checkbox to select the master. Click OK when done.
The new objects should appear in the "members" table in the State Sync Group dialog. The platform
and host OS of the cluster object and members must match, otherwise firewall objects do not appear
in the "members" dialog panel.

e The "Edit protocol parameters" button allows you to edit some parameters for the chosen failover pro-
tocol. Thisis how you configure an address and port for heartbeat and OpenAlS.

e There are few additional checkboxesin the "Script" tab of the firewall object dialog. These allow you
to control whether the program add shells commands for creating and configuring bonding, bridge, and
VLAN interfaces.

» Compile by right-clicking the cluster object and selecting "Compil€e". This compiles each member fire-
wall separately, resulting in .fw and .conf files for both of them.

e Again, you configure al the rules in the policy and NAT rule sets that belong to the cluster object. If
you put cluster's interfaces in rules, the program replaces them with interfaces of the member firewall
when it compiles rules. If you put cluster object in arule, it is like if you put member firewall object
there instead, except the program automatically picks the member firewall it compiles the policy for.

* First, the program looks at Policy and NAT rule set objects of the cluster and member firewalls and
compares their names. If there is rule set object with the same name in both the cluster and member
firewall and both have non-zero number of rules, the rule set object from the member is used and the
one from the cluster is ignored. The program prints a warning message when this is done. If rule set
objects with the same name exist but the one in the member firewall has zero rules, it isignored and the
one from the cluster is used (no warning isissued). Likewise, if there are rule sets with the same name
but the one in the cluster has zero rules, it isignored.

» Hereiswhat you need to do if you want to have most rules defined in the cluster so they will translate
into rules for all member firewalls, but have some rules defined in the members so you can make con-
figurations of the members slightly different:

 Create separate rule set object in the cluster and in each member. Use name different from "Policy"
or "NAT". Lets use name "member_override".

» Createarulewith action"Branch" inthemain Policy or NAT rule set of the cluster, drag rule set object
"member_override" that belongs to the cluster to the well in the Branch action parameters dialog.

« Leave"member_override" rule set that isachild of the cluster object empty (no rules)

¢ Add rulesto therule set "member_override" in each member firewall

* Makesureruleset "member_override" isnot marked as"Top ruleset” in the cluster and each member.
This rule set translates into user-defined chain (iptables) or anchor (PF) and should not be the "top

ruleset".
This method works for both policy and NAT rulesfor all platforms.

5.2.4. Editing Rule Set Objects

Firewalls and clusters can have one or more of the of the following types of rule sets: access policy, NAT,
and routing. A firewall has, by default, one access policy rule set, one NAT rule set, and one routing rule
set. However, you can add additional rule setsif you like.
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Rule sets are child objects of the afirewall object. They cannot stand alone.

As objects, rule sets have parameters. In Firewall Builder, rule sets have the following parameters:

Name: The name of the rule set. If you only have one of each type of rule set, you can leave this at
its defaullt.

Rule set family: This pull-down menu lets you specify whether policy compiler should treat the rule
set as an IPv4 rule set, an IPv6 rule set, or acombined rule set. If set to |Pv4, then only 1Pv4 rules are
processed and I1Pv6 rules are ignored. The opposite istrueif you specify an IPv6 rule set. If you select
This is combined IPv4 and IPv6 rule set, then the compiler processes both types of rules and places
them into the appropriate placesin the install script.

filter+mangle table or mangle table: These radio buttons let you specify whether the rules apply to the
iptables filter table and mangle table, or just to the mangle table. (These radio buttons only appear for
access policy rule sets, and only for iptables.) Under most circumstances, the compiler places each rule
into the correct table (filter or mangle) automatically. However, some combinations of service objects
and actions are ambiguous and can be used in both filter and mangle tables. In cases like these, you
can clarify things for the compiler by creating a separate policy rule set to be trandated only into the
mangle table.

Top ruleset: One of your rule sets must be the "top" rule set. The top rule set is the one used by the
firewall. Other rule sets of that type are used only if you branch to them using branching logic in the
top rule set. (If you don't use branching, then only the rule set tagged as "top" is used.)

Comment: A free-form comment field.

Figure5.17. Rule set options

% Rule set

Comment:
Name: |Policy

@ filter+mangle table

This is IPv4 rule set S

mangle table

¥ | Top ruleset

57



Working with Objects

5.2.5. Interface Object

Figure5.18. I nterface Object

-- (3 Hosts
- B crash
- B etho [ ext)
IP crash:ethO:ip-1
IP crash:ethO:ip-2
&2 crash:eth0:mac
- B he-ipv6 | ext)
IP crash:he-ipvE:ip6
&2 crash:he-ipv6:mac
- B lo [ ext)
IP crash:loip
EE| sit0 [ ext)
-3 Metworks
¥ intarnal net

Object Type: Interface -
Object Name: eth0

Path: User/Cbjects/Hosts/crash/eth0
10.3.14.44/255.255.255.0
10.3.14.55/255.255.255.0

MAC: 001 D:09:6B:6E94

[ axt)

Interface objects belong to firewall or host objects. Interface objects cannot exist alone.

The diaog for the interface object that belongs to the firewall or host provides controls for the parameters
described here. Controls that are only valid for the firewall, and not host objects, are marked as such.

Figure 5.19. Interface Object

Eg[lme rlace

Mame: |ethi v Managementinteriace LRI

— This interface is external (insecure)
Label: |inside
npratecled inlerfacs
Security lave o #® Regular inlertace
Address |s assigned dynamically
Metwork zone Unnumbered interface

- Bridge port

* Name: The name of theinterface object in Firewall Builder must match exactly the name of theinterface
of thefirewall machineit represents. Thiswill be something like"eth0", "eth1", "en0", "br0", and so on.

 Label: On most OSsthisfield is not used and servesthe purpose of a descriptive label. Firewall Builder
GUI usesalabdl, if it isnot blank, to show interfacesin the tree. One of the suggested usesfor thisfield
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is to mark interfaces to reflect the network topology (for example, "outside," "inside") or the purpose
("web frontend" or "backup subnet"). Thelabel ismandatory for Cisco PIX though, whereit must reflect
the network topology.

Management interface: When afirewall has several network interfaces, one of them can be marked as
the "management interface”. The management interfaceis used for all communication between Firewall
Builder and the firewall. For example, the built-in policy installer uses the address of the management
interface to connect to the firewall via SSH when it copies a generated script or configuration file. (This
object appliesto firewall objects only.)

External interface (insecure): Marks an interface that connectsto the Internet, or to an areathat isoutside
the network protected by the firewall. (This obect appliesto firewall objects only.)

Unprotected interface: Marks interface to which Firewall Builder should not assign any access lists or
firewall rules. Unprotected interfaces are recognized by policy compilersfor Cisco |OS accesslists and
PF. Compiler for IOS ACL just skipsunprotected interfaces and does not assign any ACL. The compiler
for PF generates a"set skip on" clause for unprotected interfaces. (This obect appliesto firewall objects

only.)

Regular Interface: Use this option if the interface has an |P address assigned to it manually (static IP
address).

Address is assigned dynamically: Use this option if the interface has a dynamic address (obtained by
means of DHCP or PPP or another protocol). In this case, an address is unknown at the moment when
Firewall Builder generates the firewall policy. Some firewalls alow for using the interface name in
the policy instead of its I P address; the firewall engine then picks an address either when the policy is
activated or even at run-time. Some other firewalls support special syntax for rules that are supposed to
match packets headed to or from thefirewall machine. Examplesof thesetwo casesare OpenBSD PFand
Netfilter. PF rules can be constructed using interface names; PF automatically usesthe current interface
address when it loads rules into the memory. Netfilter supports special "chains' called "INPUT" and
"OUPUT" that are guaranteed to inspect only packets destined for the firewall machine ("INPUT") or
originated onit ("OUTPUT"). Both methods allow Firewall Builder to build correct firewall policy rules
that affect the interface with a dynamic | P address; however, the interface must be marked as such for
the policy compiler to use proper technique depending on the target firewall platform. In cases where
the rule has to use actual 1P address of the interface (for example, anti-spoofing rules), the compiler
emulatesthisfeature by adding ashell script fragment to determine the address at the timewhen firewall
script is executed and then usesthe addressin rules. Such emulation is only possible on platformswhere
firewall configuration isin the form of the shell script; most notably, an iptables script on Linux.

Unnumbered interface: Usethisoption if theinterface can never have an | P address, such asthe Ethernet
interface used to run PPPOE communication on some ADSL connections, or atunnel endpoint interface.
Although an unnumbered interface does not have an address, firewall policy rules or access lists can
be associated with it.

Bridge port: This option is used for a port of a bridged firewall. The compilers skip bridge ports when
they pick interfaces to attach policy and NAT rulesto. For target firewall platforms that support bridg-
ing and require special configuration parameters to match bridged packets, compilers use this attribute
to generate a proper configuration. For example, in case of iptables, the compiler uses -m physdev --
physdev-in or -m physdev --physdev-out for bridge port interfaces. (This obect appliesto firewall objects

only.)

Security level: Depending on the firewall platform, the security level is either External/Internal or a
numeric value between 0 and 100, with 0 being least secure and 100 being most secure. Thisfield in
the GUI dialog automatically shows controls appropriate to the current firewall. Not all firewall support
the concept of a security zone. (This obect applies to firewall objects only.)
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» Network zone: Used only with Cisco PIX (ASA). The Network zone drop-down list shows all network
objects and groups of addresses and networks present in the tree. Choose one of them to tell the compiler
which networks and blocks of addresses can be reached through this interface. Usually the external
interface (the one that connects your firewall to the Internet) has the Network Zone set to Any. Itisalso
recommended that you create a group of objects to represent Network Zones for all other interfaces
on the firewall. The compiler uses this information to decide which interface each ACL rule should be
associated with based on the addresses used in the destination of the rule. (This obect appliesto firewall
objectsonly.)

5.2.5.1. More about Security Levels and Network Zones

Consider the network layout asin Figure 5.20.

Figure 5.20. Choosing Network Zones

Internet

interface outsideé
network zone:
'ANY'

interface dmz
netywork Zone:
subnet DME

subnet DS

interface inside
network zone:

subnet A | Firewall
zubnet B
subnet C
subnet A
subnet B e
3
Router Wiarkstation
Wiorkstation
subnet C |

Inthisexample, the firewall hasthreeinterfaces: "outside," "dmz," and "inside." Behind thefirewall, there
isarouter which in turn is connected to three subnets: "subnet A," "subnet B," and "subnet C." Subnet A
is shared between the router and the firewall (each device has an interface on this subnet). Let's suppose
we have created Network objects for each subnet and called them "subnet DMZ," "subnet A," "subnet B"
and "subnet C." (Recall that spaces are allowed in object names.) For this set-up, network zones should
be configured as follows:

Interface Network Zone
outside ANY
dmz subnet DMZ
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Interface ‘ Network Zone
inside ‘ subnet A, subnet B, subnet C

Since the network zone for the "inside" interface consists of multiple objects, you must create a group so
that you can use this group as a Network Zone object.

Table 5.1 explains the differences in the way firewall platformsinterpret valuesin the Security Level and
Network Zone parameters of the firewall interfaces.

Table 5.1. Platform-Specific I nter face Parameter s

Firewall Platform Security Level Values Network Zone
iptables two values. "Externa" or "Inter-| N/A
nal"
ipfilter two values. "Externa" or "Inter-| N/A
r.]alll
pf two values: "Externa” or "Inter-| N/A
nal"
Cisco PIX numeric, 0 - 100 areference to a group or network
object

Note that the "external” interface option may be deprecated in the future versions of the program.

In PIX, access lists must always be attached to interfaces. The policy compiler for PIX uses information
about the network zones of interfaces to decide which interface a rule should be associated with if its
"Interface” column does not specify one (is left set to "All"). Instead of placing this rule in access lists
attached to all interfaces, it compares addresses in the Source and Destination of the rule with network
zones of interfaces and only uses interfaces that match. This helps generate a PIX configuration that is
more compact.

5.2.5.2. Using Interface Objects in Rules

Policy rulesin Firewall Builder have arule element called Interface. Y ou can drag-and-drop, or copy/paste
interface object into this column of arule to make the firewall match not only the source and destination
address and service, but also the interface of thefirewall through which packets enter or exit. Thedirection
of the packet is defined in column Direction. Consider the following example:

Figure5.21. Rule Using an I nterface Object

Source Destination Service Interface Direction Action Time Options
E-;:.'guardian-z‘ Any ANy ®loutside ® Inbound @ Deny Ay =
Binternal net

Binternal net  Any any  Einsige *® Inbound ¥ Accept Any

Rule #0 is "anti-spoofing" rule which relies on the ability to define interface and direction. It matches
packetswith source addresses equal to the addresses of the firewall'sinterfacesor internal network, but that
are coming in from outside, which is determined by comparing the interface through which packets enter
the firewall. Packets with "internal” addresses cannot normally come from outside, and if they do, they
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must be spoofed and should be dropped. Thisiswhat this rule does: it drops and logs these packets. Rule
#1 permits connections originating from the internal network going out, but it makes sure these packets
enter the firewall through itsinternal interface.

These two rules generate the following iptables script:

#

# Rule O (ethO)

#

$I PTABLES -N I n_RULE O

$| PTABLES -A FORWARD -i ethO0 -s 192.0.2.1 -j In_RULE O

$| PTABLES -A FORWARD -i ethO -s 172.16.22.1 -j In_RULE O

$| PTABLES -A FORWARD -i ethO -s 192.168.2.1 -j In_RULE O

$| PTABLES -A FORWARD -i ethO -s 172.16.22.0/24 -j In_RULE O

$I PTABLES -A In_RULE O -j LOG --log-level info --log-prefix "RULE O -- DENY "
$I PTABLES -A In_RULE O -j DROCP

#

# Rule 1 (ethl)

#

$I PTABLES -A FORWARD -i ethl -s 172.16.22.0/24 -mstate --state NEW -j ACCEPT

Here al iptables commands have an "-i ethO" or "-i ethl" clause, which makes iptables compare the in-
terface and direction.

Here iswhat we get if we compile the same rules for PF:

# Tables: (1)
table <tbl.r9999.d> { 192.0.2.1 , 172.16.22.1 , 192.168.2.1 }

Z Rule O (ethO)

t:l ock in log quick on enO inet from<tbl.r9999.d> to any

bl ock in log quick on enO inet from 172.16.22.0/24 to any

Z Rule 1 (ethl)

iass in quick on enl inet from 172.16.22.0/24 to any keep state
#

For PF, the compiler generated a "block in log quick on ethQ" clause to make the rule match interface
and direction.

In the case of Cisco 10S access lists, defining an interface in the rule makes the compiler place code
generated for this rule into the ACL attached to the given interface. The compiler for IOS ACL always
generates both inbound and outbound access lists for each interface, but if the rule specifies both interface
and direction ("Inbound" or "Outbound"), the generated configuration goes only into the corresponding
access list. Here is the output produced for the rules shown above for Cisco IOS ACL :
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ip access-list extended inside_in

! Rule 1 (ethl)

!
permit ip 172.16.22.0 0.0.0.255 any

exit

ip access-list extended outside_in
! Rule O (ethO)
!
deny ip host 192.0.2.1 any |og
deny ip host 192.168.2.1 any |og
deny ip 172.16.22.0 0.0.0.255 any |og
exit

interface FastEthernetl

ip access-group inside_in in
exit
i nterface FastEthernetO

ip access-group outside_in in
exit

So far, the examples in this section have demonstrated how to use Interface objects to associate policy
rules with interfaces so as to match packets crossing certain interface. An interface object can be used in
the "source" and "destination” of rulesjust like any other addressable object. In this case, Firewall Builder
replaces the interface object with the set of its addresses, picking only those addresses that match the
address family (IPv4 or IPv6 or both) assigned to the rule set.

For example, we start with a firewall configuration where interface ethl has two |P addresses, one |Pv4
and another is IPv6. Note that this could be a host object as well because interfaces can belong either to
aFirewall or aHost object.

Figure5.22. Interface Object with Both Address Families

- E% guardian-2 *
+ EF ethO ( ext)
- 5| ethl
IP guardian-2:ethi:ip
P guardian-2:eth1:ip6
+ B eth2
+ B lo
El Policy
B NAT
B Routing

Interface ethl has|Pv4 address 172.16.22.1 and | Pv6 addressfe80::21d: 9ff:fe8b:8e94. Itisusedinasimple
policy rule asfollows:

Figure5.23. Interface Object in a Rule

Source Destination Service Interface Direction Action

0 Any Beth1  o¥ssh | Al ®Both ¥ Accept

This policy rule set is configured as a mixed |Pv4+IPv6 rule set. For iptables, the compiler generates the
following code:
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# | Pv4

# Rule O (gl obal)

#

$I PTABLES -A INPUT -p tcp -mtcp -d 172.16.22.1 --dport 22 -mstate \
--state NEW -j ACCEPT

# | Pv6

# Rule 1 (gl obal)

#

$I PETABLES -A INPUT -p tcp -mtcp -d fe80::21d: 9ff: fe8b: 894 --dport 22 \
-mstate --state NEW -j ACCEPT

For PF we get the following:

# Rule O (global)

#

#

pass in quick inet proto tcp fromany to 172.16.22.1 port 22 keep state
pass out quick inet proto tcp fromany to 172.16.22.1 port 22 keep state

# Rule O (global)

#

#

pass in quick inet6 proto tcp fromany to fe80::21d:9ff:fe8b:8e94 port 22 \
keep state

pass out quick inet6 proto tcp fromany to fe80::21d:9ff:fe8b:8e94 port 22 \
keep state

Since the interface has two addresses, one IPv4 and another IPv6, the compiler generates commands in
both the IPv4 and IPv6 sections of the script, but it uses only the appropriate address in each. Other than
that, theinterface object behavesjust like a set of addresses when used in the source or destination element
of arule. It can also be used in NAT rules. Hereis an example:

Figure5.24. 1Pv4 Address Object Assigned to an I nterface

Original Src Qriginal Dst  Original Srv - Translated Src Translated Dst Translated Srv

0 5,ﬁintemal net Any Any £I|ethlj Original Criginal
1 Any B etho I.r‘g'http Original IP web server Original

This generates the following code for iptables:

# Rul e O (NAT)

#

$I PTABLES -t nat -A POSTROUTING -0 ethO -s 172.16.22.0/24 -j SNAT \
--to-source 192.0.2.1

#

# Rule 1 (NAT)

#

$1 PTABLES -t nat -A PREROUTING -p tcp -mtcp -d 192.0.2.1 --dport 80 \
-j DNAT --to-destination 172.16.22.100

And for PF:
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# Rule 0 (NAT)

#

nat on ethO proto {tcp udp icnp} from 172.16.22.0/24 to any -> 192.0.2.1
#

# Rule 1 (NAT)

#

rdr on ethO proto tcp fromany to 192.0.2.1 port 80 -> 172.16.22. 100 port 80

5.2.5.3. Using Interface Object with Dynamic Address in Rules

The exampl es above demonstrated what happenswhen an interface with one or several | P addressesisused
inpolicy and NAT rules. Let'slook at the case when aninterface has an address assigned dynamically. This
means the address is unknown to the Firewall Builder policy compiler when it generates the configuration
script. The compiler uses features of the target firewall to work around this. Here is the configuration of
the interface object ethO. The radio-button Address is assigned dynamically is selected.

Figure5.25. Interface with Dynamic Address

E_;:_- guardian-2 *

+ 7] eth0 ( dyn ext) gl Interface
- | etht .
{P guardian-2:ethi:ip Mame: |atho Management interface
IP guardian-2:eth1:ipé T v | This interface is external (insecure
abel:
+ BF eth2
lo
+ | Policy o Regular interface
@ Address is assigned dynamically
g nNAT
% Routing Unnumbered interface
Objects - Bridge port

Close
The following policy rule uses interface ethO in destination:

Figure5.26. Interface with Dynamic Addressin a Rule

Source Destination Service Interface Direction Action

-
0 any Eetno Hash All % Both | ¥ Accept

Hereisthe result for iptables:
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getaddr ethO i _ethO
getaddr6 ethO i_ethO_v6

# | Pv4

# Rule O (gl obal)

#

test -n "$i _eth0" && $I PTABLES -A INPUT -p tcp -mtcp -d $i_ethO --dport 22\
-mstate --state NEW -j ACCEPT

# | Pv6

# Rule O (gl obal)

#

test -n "$i _ethO_v6" && $I PETABLES -A INPUT -p tcp -mtcp -d $i_ethO_v6 \
--dport 22 -mstate --state NEW -j ACCEPT

The shell functions "getaddr” and "getaddr6” are defined earlier in the script. The generated script deter-
mines|Pv4 and | Pv6 addresses of interface ethO at the time of execution and then usesthevaluesiniptables
commands. If the interface does not have an address, the corresponding variable gets an empty string for
its value and the iptables command using it is skipped.

PF allowsfor using interface name in rules and getsiits current 1P address automatically. Thisisthe result
generated for PF:

# Rule 0 (global)

#

pass in quick inet proto tcp fromany to (en0) port 22 keep state
pass out quick inet proto tcp fromany to (enO) port 22 keep state

# Rule 0 (global)

#

pass in quick inet6 proto tcp fromany to (en0) port 22 keep state
pass out quick inet6 proto tcp fromany to (enO) port 22 keep state

We still get two separate parts for 1Pv4 and |Pv6 because the rule set is configured as |Pv4+IPv6 mix,
but in both cases compiler just used the interface name because its actual |P addressis dynamic and was
unknown at the time the configuration was generated.

5.2.5.4. Using Interface Object in Rules of Bridging iptables Firewall

In case of the "normal" iptables firewall, Firewall Builder adds an "-i ethQ" or "-0 ethQ" parameter to
the generated iptables command to make it match interface and direction. If radio button "Bridge port"
is turned on in the interface object, the compiler uses a different option to make iptables match packets
crossing bridge ports. Here isthe interface "eth1" which is configured as a bridge port:
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5.2.6.

Figure5.27. Bridge I nterface

#[Interface
Name: |athi Management interface
This interface is extarnal (insecure)
Label:

o Regular interface
Address is assigned dynamically
Unnumbered interface

@ Bridge port

Close

Consider the following rule in the policy of the firewall this interface belongs to:

Figure5.28. Bridge Interfacein Rule

Source Drestination Service Interface Direction

0 Bintermal net IP net-172.16.22 broadcast ~ Any  EEletht * Inbound

This rule matches interface "eth1" and generates the following iptables command:

Action

o Accept

$| PTABLES - A FORWARD - m physdev --physdev-in ethl -s 172.16.22.0/24 \
-d 172.16.22.255 -mstate --state NEW -j ACCEPT

Since the interface is now a bridge port, the compiler uses "-m physdev --physdev-in eth1" to match it.

IPv4 Address Object

Theregular address object describes single alPv4 address. It can be achild of aninterface object, inwhich
caseit represents an | P address and netmask of the interface, or it can be used as a standalone object. Inthe
latter case it does not have a netmask and is located in the Objects/Addresses branch of the objectstree.

5.2.6.1. IPv4 Address Object When Used as an Address of an Inter-

face

In this case the object is a "child" or "leaf" under the an interface object, either on a host or a firewall
object. To create thiskind of an address, right-click the interface object to bring up the context menu.
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Figure 5.29. IPv4 Address Object Assigned to an I nterface

S ) -
== guardia.n 2 |P Address
+ BF| outside ( ext)
- B inside = = Comment:
ip guardian-2:ethi:ip MName: | guardian-2:ethi:ip

uardian-2:eth1:ip6é
L= & > Address: 172.16.22.1

+ B loopback v
Object Type: IPv4 address 4| Netmask:|255.255.255.0
Object Name: guardian-2:eth1p
172.16.22.1/255.255.255.0
DNS Lookup...
i_-j Close

Its dialog provides the following entry fields:

Name

This is the name of the object. Use a descriptive name because when the address object is used in the
firewall policy, it is labeled with this name. It may be hard to tell one address from another if their
names are similar.

Address

Thisisan IP address. The GUI widget provides syntax control for the values entered in the field. (This
syntax control activates when you save the object.)

Note

A typical error isto interpret this object as an address of the subnet to which the interface of
the host or firewall belongs. This object represents an address of the interface, not a network
address. (So, 192.168.1.1, not 192.168.1.0)

Netmask

This is a netmask assigned to the interface. You can enter the netmask using the traditional method
(255.255.255.0) or using network bit length notation ("24"). Bit length notation is converted to atradi-
tional netmask by Firewall Builder.

DNS Lookup

If the host object has the same name as the actual machine, then clicking this button generates a DNS
query that populates the interface | P address and subnet. Only the parent host or firewall object's name
is used for the DNS query; the name of the interface isignored and can be anything.

Comment

Thisisfree-form text field for acomment.

Here we use our 1Pv4 address in arule (remember, it belongs to the interface):

Figure 5.30. IPv4 Address Object Assigned to an Interface and Used in a Rule

Source Destination Service Interface Direction Action

Any IP guardian-2:ethiip Hssh All % o

Firewall Builder'siptables compiler, for example, generates the following command from thisrule:
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$I PTABLES -A INPUT -p tcp -mtcp -d 172.16.22.1 --dport 22 -mstate \
--state NEW -j ACCEPT

Note how even though the address object has a netmask, the generated command matches the address as
a host address, not as a subnet. This is because the netmask is used only to describe the subnet for the
interface, not to describe the subnet. When this address object is used in arule, it is understood that the
intention is to match the address of the interface it belongs to rather than any address on the subnet. Use
the network object if you need to match awhole subnet.

Thisiptablesrulewas placed inthe INPUT chain because the object in the "Destination™ was an address of
an interface of the firewall. While processing the policy for the iptables target firewall platform, Firewall
Builder compares addresses in the source and destination of arule to the addresses of all interfaces of the
firewall to find rules that control accessto and from the firewall. Firewall Builder places these rules into
INPUT or OUTPUT chains. Thisis only necessary for iptables.

5.2.6.2. IPv4 Address Object When Used as a Stand-Alone Object

5.2.7.

In this case the object is located in the Objects / Addresses part of the objects tree and does not have a
netmask entry field. To create thiskind of an address, use the New Object menu to select New Address or
use the right-click menu associated with the addresses folder in the tree.

Figure5.31. Stand-Alone I Pv4 Address Object

SEyUCIal EEINILTI 0 3T VT [ LA N nn

=

2 Objects
(3 ob) ==guardian Any All

[3 Address Ranges
- [ Address Tables
iF blocklist
-3 Addresses Ip Address
IP mail server

[ DNS Names Comment:
[ Groups Name: |mail server

[3 Hosts
+ [ Networks b
Object Type: IPv4 addrass -
Object Name: mail server
192.168.100.22 h DNS Lookup...

Any

' ab g d

Any Any I.“auth All

N L I

Address:| 192.168.100.22

i_j Close

Dialog fields Name, Address and Comment have the same purpose and properties as an address object
assigned to an interface object.

The DNS Lookup button can be used to automatically populate the address field using a DNS query. The
program runs DNS query for the "A" record with the name of the address object. The object name does
not have to match any DNS record if you never plan to use this feature. DNS query function is just a
convenience, but to use it, the name of the object must match a DNS record.

IPv6 Address Object

The IPv6 address object is similar to the 1Pv4 address object. Like IPv4 address objects, it can be used
both as a child of an interface object or as a stand-alone object.
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5.2.7.1. IPv6 Address Object When Used as an Address of an Inter-
face

Figure 5.32. IPv6 Address Object Assigned to an I nterface Object

- E= guardian-2
+ B outside ( ext)
- B inside Comment:
P guardian-2:ethi:ip MName: |guardian-2:eth1:ip6
|P guardian-2:eth1:ip6
+ BE| loopback

[P Address IPv6

Address: fe60::21d:9fffeBb:Bed4

Object Type: IPvG address “| Netwark (bitlength) B4
Object Mame: guardian-2:eth1:ip6
faB0:21d:9fffeBb:Be04/64
DMS Lookup...

_i_'.l Close

If it isused to describe an IPv6 address of an interface, it has a netmask represented as bit length. Unlike
with 1Pv4 address object, an IPv6 netmask is never represented as a colon-separated string of octets.

5.2.7.2. IPv6 Address Object When Used as Stand-Alone Object

Figure5.33. Stand-Alone | Pv6 Address Object

- [ Objects 1
[3 Address Ranges
- [ Address Tables
i plocklit Comment:

- [ Addresses MName: | ipvE.fwbuilder.org

|P ipv6.fwbuilder.org

I[P Address IPv6

Address:| 2001:470:110e:162:2

IP_mail server b’
Object Type: IPv6 address -
Object Name: ipvE.fwbuilder.org
2001:470:1f0e162:22 DNS Lookup...
i_-l Close

In this case this object islocated in the Objects/ Addresses part of the objects tree (the same place where
stand-alone I1Pv4 addresses are located) and does not have a netmask entry field. To create this kind of
an address, use the New Object menu item New Address | Pv6 or the right-click menu associated with the
addresses folder in the tree.

Policy compilers treat I1Pv6 addresses in policy rules according to the same algorithms as those for |Pv4
rules. For example, just like with 1Pv4, the compiler for iptables checks whether an address matches an
address of any interface of the firewall to determineif the rule should be placed in the INPUT or OUTPUT

chain.

Consider the rule shown in the screenshot below where we use two IPv6 address objects. One object
belongs to the interface inside of the firewall while another isthe IPv6 address of the project's web site.
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5.2.8.

Figure 5.34. IPv6 Address Objectsin aRule

Source Destination Service Interface Direction Action
T
Any P guardian-2:ethi:ipé L%http All % o
IP ipv6. fwhbuilder.org

For iptables, Firewall Builder generates the following commands from this rule:

$I P6TABLES -A INPUT -p tcp -mtcp -d fe80::21d: 9ff:fe8b:8e94 --dport 80 \
-mstate --state NEW -j ACCEPT
$I P6TABLES -A FORWARD -p tcp -mtcp -d 2001:470: 1f Oe: 162::2 --dport 80 \
-mstate --state NEW -j ACCEPT

The rule that matches the address described by object guardian-2:eth1:ipv6 went to the INPUT chain be-
cause compiler detected that this rule matches packetsthat are headed for the firewall itself, which iptables
inspectsin the INPUT chain. The rule that matches the address described by the object ipv6.fwbuilder.org
went to the FORWARD chain because these packets go through the firewall.

Attached Network Objects

There is a special type of interface child object, called the Attached Network object, that represents the
networks that are directly attached to the interface. Figure 5.35 shows an example firewall configuration
for afirewall with two network interfaces.

Figure 5.35. Example Firewall Configuration

linux-1

—e=—| ¢

Internal
Network

In the exampl e configuration one of the interfaces, eth0, has one |P address and the other interface, ethl,
has two | P addresses as shown in Table 5.2.

Table5.2. Attached Networks

Interface Attached Network
ethO 192.0.2.0/24
ethl 10.10.10.0/24
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Interface ‘Attached Networ k ‘
ethl \ 172.16.0.0/24 \

To create an object that matches the attached networks, select an interface, right-click on the interface and
select New Attached Network from the context menu as shown in Figure 5.36.

Figure 5.36. Adding Attached Network Object to Interface ethl
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| Groups 55 New Interface
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| ICMP
P Find
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Thiswill create anew child object under the ethl interface object called linux-1: eth1: attached.

Figure5.37. Adding Attached Network Object to I nterface ethl

B ethl (inside)
=l Jinux-1:ethl:attached
I, linux-1:ethl:ip
Ei.". linux-1:ethl:ipv4

If you open the object for editing as shown in Figure 5.38 you will see the list of all networks that are
currently attached to the ethl interface. If you add or delete | P addresses from the interface the Attached
Network object will be automatically updated.

Figure 5.38. Adding Attached Network Object to Interface ethl

Name: |I:n-.m-l:nll11:attaci‘1r.-d 10.10.10.0/255.255.255.0
172.16.0.0/255.255.255.0

The list of addresses in this object is updated
automatically and represents subnets attached to the
parent interface.

The Attached Network object can than be used in rules just like any other Network object. Figure 5.39
shows an example of using the Attached Network object from the ethl interfacein aNAT policy rule.
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Figure 5.39. Adding Attached Network Object to Interface ethl

Original 5r¢ Original Dst  Qriginal Srv  Translated Sre | Translaved Dst | Translated Srv | Interface In | Interface Out  Action

0 — .
v -“l.'.:_"lmux-'l'mh] attached Any Any [ﬁlnuhld? OCriginal Criginal Auto Auto o | Translate

Compiling thisrule for an iptables firewall results in the output shown below.

echo "Rule 0 (NAT)"

#

$I PTABLES -t nat -A POSTROUTING -0 ethO -s 10.10.10.0/24 -j SNAT --to-source 192.0.2.1
$I PTABLES -t nat -A POSTROUTING -0 ethO -s 172.16.0.0/24 -j SNAT --to-source 192.0.2.1

Note

Y ou can also use the Attached Network object with interfaces that are configured as"Addressis
assigned dynamically”. In this case the script generated by Fireawll Builder will determine the
attached network based on the IP address that is assinged to the interface at the time that the
scriptisrun.

Attached Networks - Cisco ASA/PIX

The Attached Network object on Cisco ASA/PIX firewalls works the same way as it does for iptables
firewalls where the Attached Network object will be expanded to include all networks that are associated
with the IP address(es) assigned to the interface.

Attached Networks - PF

On PF firewalls the Attached Networks object translates into the "<interface>:network" configuration
parameter. For example, if you create an Attached Network object on interface em0, and use that Attached
Network object in arule, the generated configuration will use the em0: networ k parameter in the generated
configuration.

5.2.9. Physical Address Objects

Figure 5.40. The Physical Address Object
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- &g inside ) R, Comment:
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Object Type: Physical address -
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i_-l Close

The physical address object describes the hardware, or media, address of an interface. Currently only
Ethernet MAC addresses are supported, but support for other kinds of physical addresses may be added
in the future.
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The physical address object can only be a child of an interface; it cannot exist as a stand-alone object.
To create this kind of address object, right-click an interface object in the tree, then select Add MAC
Address. Only one physical address object is allowed per interface; the program enforces this restriction.
If you create afirewall or host object using SNMP discovery, all interfaces are automatically populated
with their MAC addresses.

* Name

This is the name of the object. The field is populated automatically with a host:interface:addressType
descriptive name when the object is created, but you can change it immediately or later. If you change
the name, use something descriptive because when the address object isused in the firewall policy, itis
|abeled with this name. It may be hard to tell one address from ancther if their names are similar.

* Address

Thisisastring representation of the physical or media address. For many types of media, thiswill bein
abinary representation. For example, an Ethernet address would be represented as a string of six octets.
e Comment

Thisisfree-form text field for acomment.

5.2.9.1. Using The Physical Address Object in Policy Rules

Only afew firewall platformsreally support physical address filtering. Currently, Netfilter/iptablesisthe
only firewall platform supported by Firewall Builder that can do physical address filtering.

As described in Section 5.2.10.4, if an interface object that has multiple child address objects is used in
arule element (either Source or Destination), then the policy compiler tries to generate a rule using all
of them. Section 5.2.10.4 explains that the compiler actually does this by generating multiple rules using
each address in turn. This roughly corresponds to using the logical operation "OR" on the | P addresses:
if our interface has two addresses, Addressl and Address2, then the generated rule matches if the address
in the packet is either Addressl OR Address2. The case of a physical address is different, though. If the
interface has a physical address, then the compiler builds a rule that has to match an IP address and the
MAC address. The reason is to combat 1P spoofing.

Suppose we have a very important host on the network. We create a host object, then add an interface to

it. The interface should have both address and physical address objects as shown in Figure 5.41. The two
child objects are visible in the tree under the Interface "eth0".

Figure5.41. The Host Object with Address and Physical Address
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Note

Note how MAC matching is checked in the host object dialog. This makes the compiler use the
MAC addresses of the interfaces of this host.

Because thisis a very important host, we would like to be sure that packets whose source IP is that of
this host are really coming from it and are not spoofed. The best way to achieve this goal is to use strong
authentication, for example, using the IPSec protocol. The use of IPSec is outside the scope of this docu-
ment, since our goal here is to show that inspecting the MAC address of the packet can improve security.
Both areal packet originated from thishost and a spoofed packet have asource | P address of theinterface of
this host, but the source MAC addressis going to be different if spoofing is occurring. We can use thisfact
to catch and drop spoofed packets. Here are three possible ways to build security policy for this situation:

e Using only address object in the rule element. This means the firewall inspects only IP address and
ignores the MAC address of the packets.

Figure 5.42. Policy Rule Using Only Address Object
13 iP build serversth0ip  Any Any All % o

Firewall Builder generates the following simple iptables command for thisrule:

$| PTABLES -A FORWARD -s 10.3.14.44 -mstate --state NEW -j ACCEPT

» Using only aphysical Address object. A rule built thisway permits al kinds of traffic coming from the
trusted host even if its |P address changes.

Figure 5.43. Policy Rule Using Only a Physical Address Object
13 L build server:ethd-mac Any Any All < ¥

For this rule, the following iptables command is generated:

$1 PTABLES - A FORWARD -m mac --mac-source 00: 1D: 09: 8B: 8E: 94 -m state --state NEW\
-j ACCEPT

» Using ahost or interface object. This way we end up with a rule that matches on a combination of the
IP address and MAC address. This may be used as a sophisticated anti-spoofing rule.

Figure5.44. Policy Rule Using a Host Object

13 B buitd server Any Any Al % o

Figure 5.45. Policy Rule Using an I nterface Object

13 Beletho Any Any a2 v
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$| PTABLES - A FORWARD -m mac --mac-source 00: 1D: 09: 8B: 8E: 94 -s 10.3.14.44 -mstate \
--state NEW -j ACCEPT

Using address and physical address objects in arule is not the same as using the host or interface object
to which these address and physical address belong. Here is what happens if we put objects representing
IP address and MAC addressin the rule;

Figure5.46. Palicy Rule Using Address and Physical Address Objects

IP build serve rieth0:ip Any Any All %. L

13
ig,build serverethl:mac

For this rule, the following iptables commands are generated:

$| PTABLES -A FORWARD -s 10.3.14.44 -mstate --state NEW -j ACCEPT
$I PTABLES -A FORWARD -m nmac --nac-source 00: 1D: 09: 8B: 8E: 94 -m state --state NEW\
-j ACCEPT

As described in Section 5.2.10.4, using an multiple objects in the rule element is like bundling them to-
gether using logical operation OR. If we were to put address and physical address in the rule asin Fig-
ure 5.46, we would end up with a policy matching packets that have the source address 10.3.14.44 or
MAC address 00:1D:09:8B:8E:94, but not necessarily both at the same time. Any host that manages to
pretend to have the IP address 10.3.14.44 would be able to send packets through our firewall even if its
MAC address is different. To achieve our goal and make sure packets with the source 10.3.14.44 really
belong to our important host, we should be checking its IP address and MAC address at the same time
and let a packet through only if its IP address AND MAC address are what we expect them to be. That is
why Firewall Builder treats physical addresses differently and generates firewall code that inspects both
| P address and physical address.

Firewall Builder generates firewall code to inspect MAC address only for host objects with the option
MAC address filtering turned on. If this option is off, the physical address object isignored even if it is
present in the host object's interface. This is because host objects created using the Network Discovery
Druid ( Section 6.2 ) are often populated with both 1P address and MAC address information (available
through SNM P query), but inspection of MAC addressesis rarely needed. Use the MAC address filtering
option in the host object to specify that you want the MAC address to be verified for the host.

Note

Thetarget firewall imposes certain restrictions on rules matching the MAC address. For example,
only source MAC addresses can be matched. Firewall Builder is aware of these restrictions, and
the policy compiler issues an error if a physical address object is used in a rule that would lead
to an impossibl e iptables command.

5.2.10. Host Object

Thehost object in Firewall Builder is designed to represent real hostsin the network: workstations, servers,
and any other network node with an address. Just likereal hosts, host objects have interfaces that represent
different physical connections to the network.

Most hosts have just a single (visible) interface with asingle IP address. In that case the actual interface
and its name do not matter. For most foreign hosts, Firewall Builder assigns an arbitrary name, like “inter-
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facel”, tothe host'sinterface. However, by using thetree-like hierarchy of hosts-> interfaces-> addresses,
it is possible to specify the exact address and/or interface of ahost in cases where it does matter.

Asin the Firewall object, interfaces and addresses are represented by objects that are organized in atree.
An interface can have multiple addresses. An example of a host with one interface and multiple addresses
isshown in Figure 5.47. Host “test server” islocated on the LAN and has three virtual |P addresses that
all belong to the same interface, “eth0".

Notethat in Firewall Builder, the host object isan abstraction. It does not have to conform to an individual
host. This host object may in fact represent a web farm that accepts connections on three |P addresses,
each on adifferent computer.

Figure5.47. A Host Object with One Interface and Multiple Virtual Addresses

ip firewall 1:eth1:p
- [0 Objects
[ Address Ranges
[ Address Tables
[ Addresses
[ DNS Mames
[ Groups
-1 [ Hosts
- B testserver
- | ethO | ext)
ip testserverethdip
ip testserverethO:ip-1
Ip testserverethOdip-2
[3 Networks
+- [ Services

[Cg Time

Note

The host object cannot have any access, NAT, or routing policy associated with it; only firewall
objects can have policies.

5.2.10.1. Creating a Host Object

To speed up the process and make it smpler, creating anew host object isaided by awizard that issimilar
to the one for creating a new Firewall Objects.

To launch the wizard, select New Host from the New Object menu or right-click Hosts and select it from
there.

Section 5.2.2 shows how to use the firewall object wizard. The host object wizard is the same, with the
following exceptions:

* All methods

Y ou do not specify the operating system or platform for host objects.
e From template

The Host object templates are different than those for Firewall objects. Browse through the list in Fire-
wall Builder to see what's available.
e Manualy
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This method works the same as for the Firewall object, though the Add Interfaces page is slightly dif-
ferent. Y ou cannot tag an interface as a"bridge port" interface. Y ou can, however, indicate it is unnum-
bered or dynamic by selecting the appropriate checkbox. If neither checkbox is selected, then the inter-
face is assumed to have a static |P address. As with the firewall object wizard, you can only add IPv4
addresses in this way. If you need to use |Pv6 addresses, create the host object without 1P addresses
and add them later.

e ViaSNMP

This method works the same as for a Firewall object. The host object must have the same name as the
actual device and the host must respond to SNMP.

Note

Y ou can aways add, modify, and remove interfaces of the new host object later using controls
provided in the main window and object tree view.

5.2.10.2. Editing a Host Object
Figure 5.48. Editing the Host Object

d% Host

Comment:
Mame: | testserver

MAC matching

Apply Close

The Host object dialog allows you to edit the following parameters:

* Name:

The host object name.
* MAC matching:

If this option is activated, the policy compiler uses the MAC addresses of al interfaces of this host in
the firewall rules. Not all firewall platforms support MAC address filtering, so this option may have no
effect on the generated firewall script. Thisistreated asanon-critical situation, and the policy compiler
will only generate a warning while processing a firewall policy where such a host is used. Y ou cannot
enter the physical (MAC) addressin this dialog, however. See Section 5.2.9.1.

» Comment:

Thisis afree-form text field which can be used to add comments.

5.2.10.3. Using a Host Object in Rules

When a host object is used in arule, it acts as a group of al of the addresses that belong to all of its
interfaces. The only exception is the loopback interface; the compiler skips that address when replacing
the host object with its addresses.
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Consider the following Host object. It hasinterface ethO with two IP addresses and aMAC address, inter-
face he-ipv6 with an IPv6 address and a MAC address, interface lo (loopback) with its own |P address
and interface sitO (tunnel) with no address.

Figure5.49. Host with multipleinterfaces, Some with Multiple Addresses

-- /3 Hosts
- B crash

- 5| etho | ext)
IP crash:ethO:ip-1
IP crash:ethD:ip-2
&2 crash:eth0:mac

- BEF| he-ipv6 [ ext)
IP crash:he-ipv6ipé
L2 crash:he-ipv6:mac

- B lo | ext)
IP crash:loiip
B sit0 (| ext)
- [ Metworks
4 internal nat 4
Object Type: Interface -

Object Name: =thD

Path: User/Objects/Hosts/crash/eth0
10.3.14.44/255.255.255.0
10.3.14.55/255.255.255.0

MAC: 001 D:09:5B:6E:94

[ ext)

Let's put this host object in arule asfollows:
Figure5.50. Host in a Rule

Source Destination Service Interface Direction Action Time Options Comment

0 Any Berash  cPesh All % of Any

%l Rule set

Comment:
MName: |Paolicy

@ filter+mangle table
This is IPv4 rule set

L3

mangle table

v| Top ruleset

Close
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The rule set is configured as "IPv4 only", so even though interface he-ipv6 has IPv6 address, Firewall
Builder will ignore it while generating iptables commands for this rule. Interface ethO has two 1Pv4 ad-
dresses and both will be used. Here are iptables commands generated for thisrule:

$| PTABLES -A FORWARD -p tcp -mtcp --dport 22 -mstate --state NEW\
-j Cid6066X5981. 1

$| PTABLES - A Ci d6066X5981.1 -d 10.3.14.44 -j ACCEPT
$| PTABLES - A Ci d6066X5981.1 -d 10.3.14.55 -j ACCEPT
$| PTABLES - A G d6066X5981.1 -d -j ACCEPT

Let's see what we get for the same rule if we configure rule set object as "IPv4+IPv6":

Figure5.51. Host in a Rulewith both IPv4 and | Pv6

Source | Destination| Service Interface Direction Action Time Options Comment

-
o Ay Berash  efesh All 4 L Any

% Rule set

MName: | Policy

Comment:

@ filter+mangle table
This is combined IPv4 and IPVE rule set %
mangle table

v| Top ruleset

Close

Sincetheruleis now configured to compile for both address families, Firewall Builder processesit twice,
once for each address family. Here is what we get (these are relevant fragments of the generated script):

# | Pv4

$| PTABLES -A FORWARD -p tcp -mtcp --dport 22 -mstate --state NEW \
-j Cide066X5981. 1

$I PTABLES - A Ci d6066X5981.1 -d 10.3.14.44 -j ACCEPT
$| PTABLES - A Ci d6066X5981.1 -d 10.3.14.55 -j ACCEPT
$| PTABLES - A G d6066X5981.1 -d -j ACCEPT

# | Pv6

$I P6TABLES -A FORWARD -p tcp -mtcp --dport 22 -mstate --state NEW \
-j Cid6066X5981. 1
$| PETABLES - A Ci d6066X5981.1 -d fe80::a3:e2c -j ACCEPT
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5.2.10.4. Using Objects With Multiple Addresses in the Policy and
NAT Rules

Host and firewall objects have child interface objects, which in turn have child addressand physical address
objects. In fact, an interface object can have more than one associated address object. Let's see how this
works:

Figure5.52. Host Object with an Interface with Multiple Addresses

-1 B test server
-1 | testserver | ext)
ip testservertestsenverip
ip testservertest serverip-1
ip testservertestsenverip-2
- B dmz host
- o eth0 | ext)
ip dmz hosteth0:ip

Figure 5.53. Using Objectswith Multiple Addressesin Policy Rules

9 B dmz host Biestserver Any All 4 v =

Consider example Figure 5.52, Figure 5.53. Here interface ethO of "test server”" has three IP addresses
(named "test server:eth0:0" through "test server:eth0:2") and interface ethO of "dmz host" has only one IP
address: "dmz host:eth0". Policy rule #9 saysthat "dmz host" can talk to "test server" using any protocol.
Since "test server” has three different addresses, we need to generate policy arule that will match any of
them. (Obviously we cannot match all three at once, so the compiler uses alogica "OR", not a logical
"AND" here.) Basically, rule #9 is equivalent to three separate rules, each of them using one address of
"test server” in turn. These three rules are represented in Figure 5.54 (original rule #9 also shown there,
but itisdisabled.)

Figure 5.54. Equivalent Rules

*®9 gdmz host gtest sarver Any All % v “’EI
10 iP dmz hostiethO:ip iP test servertest serverip Any All % o =
11 iP dmz hostiethO:ip iP test servertest serverip-1 Any All % o =
12 iP dmz hostiethO:ip iP test servertest serverip-2 Any All % o =

Firewall Builder takes care of this situation automatically and generates the firewall policy described in
Figure 5.53 asif auser had built a policy in the GUI using the three rules as shown in Figure 5.54.

In fact, the algorithm used is even more general. In the example Figure 5.53, host "test server" hasasingle
interface with multiple addresses that the compiler used to generate the target firewall code. The policy
compiler works in asimilar way even if the host or firewall object used in the rule has multiple interfaces
and each interface, in turn, has multiple addresses. If ahost (or firewall) object isused in therule, then the
compiler scans all itsinterfaces, finds al corresponding addresses, and uses them to generate the firewall
configuration. If an interface object isused in therule, then the compiler usesall its addresses. And finally,
if an address or physical address object is used in the rule, then the compiler uses only this parameter to
generate the firewall configuration. In other words, the compiler always traverses the tree, starting from
the object found in the policy rule, and uses the parameters of all address and physical address objects it
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finds. Since address and physical address objects are the leaf nodes in the tree and have no other objects
beneath them, the compiler uses the parameters of these objects to generate the target code.

5.2.11.

Note

Thereis an exception to this algorithm, see Section 5.2.9.1

IPv4 Network Object

Figure 5.55. The Networ k Object

- [ MNetworks ﬁNehﬂork
L intemal net
3 ipv6 tunnel subnet Comment:
03s m P Name: internal net
- ervices
g 2Ly Address: |172.16.22.0
Groups =
1 r Netmask: 255.255.255.0
Object Type: Network -
Object Name: intarnal nat

172.16.22.0/255.255.255.0

i_-l Close

The network object describes an | P network or subnet. Use main menu Net Object / New Network item to
create objects of thistype. The Network object dialog object provides the following entry fields:

Name:

Network Object Name
Address:

The IPv4 address of the network.
Netmask:

The netmask, in combination with an address, defines the subnet. You can enter either a string octet
representation of the mask or its bit length here; however the program always converts it to the octet
representation. The netmask in the network object is aways entered in the "natural” way, such as
"255.255.255.0", even if the object is going to be used to build Cisco 10S access lists which require
reversed "bit mask” presentation instead (e.g., "0.0.0.255" for the netmask above). The Firewall Builder
policy compiler automatically makes the required conversion.

Comment:

Thisisafree-form text field used for comments.

Let's use the network object shown above in apolicy rule compiled for different target platforms.

Figure 5.56. I Pv4 Network Object Used in a Rule

Source Destination Service Interface Direction Action

= =
Pinternal net  Any t.“http All 4 L
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Here iswhat we get for iptables:

$I PTABLES -A FORWARD -p tcp -mtcp -s 172.16.22.0/24 --dport 80 -mstate \
--state NEW -j ACCEPT

Here is the output produced for PF:

pass in quick inet proto tcp from 172.16.22.0/24 to any port 80 keep state
pass out quick inet proto tcp from 172.16.22.0/24 to any port 80 keep state

Here is how the output looks like when the rule is compiled into Cisco 10S access lists. (This is one of
the generated access|lists.)

ip access-list extended outside_out
permit tcp 172.16.22.0 0.0.0.255 any eq 80
exit

Hereiswhat we get when theruleis compiled into Cisco ASA (PIX) configuration. Note how the compiler
uses netmask 255.255.255.0 for PIX, while for 10S it was converted to 0.0.0.255. Also, the interface
"inside" was configured with network zone 172.16.0.0/12, which matched network object used in the
source element of the rule. Because of that, the compiler put the rule only into the access list attached to
interface "inside.”

access-list inside_acl _in permt tcp 172.16.22.0 255.255.255.0 any eq 80
access-group inside_acl _in in interface inside

5.2.12. IPv6 Network Object

Figure5.57. IPv6 Network Object

-

- [ MNetworks

— Network
SI3 internal net P
50 ipv6 tunnel subnet Comment:
- Services
DI:I Custom MName: |ipvE tunnel subnet
. @ Groups =) Adaress: 2001:470:110e:162:
Object Type: Metwork IPvE ~|  Netmask (bitlzngth) G4

Object Mame: ipv6 tunnel subnet
2001:470:1f0e162:/64

_i_'.l Close

The network object describes an 1Pv6 network or subnet. This object is very similar to the |Pv4 network
object, except you can only enter netmask as a hit length. Use main menu "Net Object / New Network
IPv6" item to create objects of thistype.

Let's see what we get if we use an IPv6 network object in a policy rule as shown:
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Figure 5.58. IPv6 Network Object Used in a Rule

Source Destination Service Interface Direction Action

@ip\.ﬂﬁtunnel subnet Any I.“http All % v

Hereisthe command generated for iptables:

$I PETABLES -A FORWARD -p tcp -mtcp -s 2001:470: 1f Oe: 162::/64 --dport 80 \
-mstate --state NEW -j ACCEPT

Here iswhat we get for PF:

pass in quick inet6 proto tcp from 2001: 470: 1f Oe: 162:: /64 to any port 80 keep state
pass out quick inet6 proto tcp from 2001:470: 1f Oe: 162::/64 to any port 80 keep state

Here isthe output for Cisco |0S access lists (only one ACL is shown):

i pv6 access-1list ipv6_outside_out
permt tcp 2001: 470: 1f Oe: 162:: /64 any eq 80

exit

interface ethO
ipve traffic-filter ipv6_outside_out out

exit

Thereisno IPv6 support for Cisco ASA (PIX) in Firewall Builder at thistime.

5.2.13. Address Range Object

Figure 5.59. The Address Range Object

n= -

= [l Qbjects EEAddress Range
- [ Address Ranges
:E dhep range Comment:
= Address Tables Name: dhep range
I blocklist
- [0 Addresses - Range Start | 192.168.1.100
1 »
Range End: | 192.168.1.160
Object Type: Address Range -
Object Name: dhcp range

192.168.1.100 - 192.168.1.160

i_-l Close

The address range object describes a continuous range of 1Pv4 addresses. (Arbitrary address ranges for
IPv6 is not supported.) To create a new address rRange object, use the main menu New Object / New
Address Rangeoption. Its dialog provides the following entry fields:
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 Name:

The name of the address range object
* Range start:

The address of the start of the range.
» Rangeend:

The address of the end of the range.
» Comment:

A free-form text field used for comments.
The address range isinclusive; that is, both the start and the end addresses are included in the range.

When the address range object isused in arule, Firewall Builder replacesit with alist of addresses equiv-
alent to the specified range. The program tries to generate the most economical representation of the range
using acombination of subnets of different lengths. Consider the address range object shown above. This
address range object represents |P addresses between 192.168.1.100 and 192.168.1.160 (inclusively). It
would be wasteful to generate 61 iptables commands to represent this range. Instead, the compiler uses a
combination of several subnets of different lengths and ends up with the following:

$| PTABLES -A FORWARD -s 192.168.1.100/30 -mstate --state NEW -j ACCEPT
$| PTABLES -A FORWARD -s 192.168.1.104/29 -mstate --state NEW -j ACCEPT
$| PTABLES -A FORWARD -s 192.168.1.112/28 -mstate --state NEW -j ACCEPT
$| PTABLES -A FORWARD -s 192.168.1.128/27 -mstate --state NEW -j ACCEPT
$| PTABLES -A FORWARD -s 192.168.1.160 -mstate --state NEW -j ACCEPT

Here is how the generated configuration looks for PF (this is essentially the same, except it uses tables
for brevity):

table <tbl.r0.s> { 192.168.1.100/30 , 192.168.1.104/29 , 192.168.1.112/28 , \
192.168.1.128/27 , 192.168.1.160 }

pass in quick inet from<tbl.r0.s> to any keep state

Just for completeness, let's look at the configuration generated for the same rule for Cisco 10S access
lists. Thisisreally just afragment of the generate router accesslist configuration because generated ACL S
are attached to interfaces and, since the rule in the example was not associated with any interfaces, it is
attached to all of them. Here we show only one generated ACL :

p access-list extended inside_in

i
!
! Rule O (global)
!
!

permit ip 192.168.1.100 0.0.0.3 any
permit ip 192.168.1.104 0.0.0.7 any
permit ip 192.168.1.112 0.0.0.15 any
permit ip 192.168.1.128 0.0.0.31 any

permit ip host 192.168.1.160 any
exit
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5.2.14.

Address Tables Object

Sometimes you need to apply aruleto a set of addresses, but you don't know what those addresses will be
when you're writing the policy. The address table object object can help in these situations.

Figure5.60. The Address Table Object

Comment:
Mame: Address Table

File containing addresses
{#) Compile Time () Run Time for use in rule

File name

/home/fwadmin/address_table_1.tbl

"

(" Choose File ) ( Edit file )

The address table object has the following fields:

Name:

The name of the address rable object.
Compile Time/ Run Time:

Indicates whether you want the file to be loaded with the firewall compiler runs (Compile Time) or
when the firewall runs the firewall script (Run Time).
File name:

The name of the text file you want to load. (The file contains | P addresses or |P address ranges.) The
filename can have any extension. If you want the file to load at run time, you must specify the path and
name where the file will be on the firewall machine, not on the client machine.

Choose File button:

Used to populate the file name and path if the file is on the local machine. Y ou can also type in a path
to afilename that you want to create.
Edit File button:

Once the File name field is populated, use this button to view and update the file. If the file does not
aready exist, Firewall Builder will generate a warning message.
Comment:

A free-form text field used for comments

The Compile Time and Run Time radio buttons define when the addresses will be read from the file: when
the firewall script is generated by Firewall Builder or when the firewall runs the script.

If object is configured as Compile Time, the Firewall Builder policy compiler opens the file during com-
pilation and replaces the address table object in policy rules with the set of addresses from the file. This
means the file with addresses must be accessible on the machine where the Firewall Builder GUI and
policy compilersrun.

If the object is configured as Run Time, policy compiler does not try to find and open the file but instead
generates a firewall script that will do this when it is activated. This means the file with addresses must
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be located where it is accessible by the firewall, and the object must be configured with the full path to
it on the firewall.

Here is an example of the file contents (this is what you see if you click the Edit File button in the object
dialog):

Figure5.61. Address Table Text File

Script Editor

i the hash character can be used for comments
s semi-colons can also be used for comments

192.168.1.1

192.168.1.2/32

192.168.1.3/30

192.168.2.128/25

192.168.1.200/32 # you can also have comments inline
192.168.1.201/32

# IPvE addresses

2001:458:20:100:250: b7 -FO0: 2af/ 128
fe80:21d:9ff:feBb:Be94 /b4

|_r" Save ) [ Cancel )

Note that comments in the file can start with "#' or ";", that a comment can follow an address on the
same line or take the wholeline, and that lines can start with white space for formatting. This examplefile
contains both IPv4 and | Pv6 addresses for illustration purposes.

Compile-time address table objects are supported on al target firewall platforms because addresses are
read by the compiler. The compiler then generates normal configuration lines or script commands. Run-
time address table objects require specia support from the target firewall and are therefore supported only
on some of them. Currently run-time addresstabl e objects can be used in rulesfor iptablesand PFfirewalls.

Let's look at the firewall script generated by Firewall Builder for the iptables and PF when the Address

Table object used in the policy rule is configured first as "Compile Time" and then as "Run Time". The
ruleisvery simple and looks like (Figure 5.62):

Figure 5.62. Rule Using an Address Object

Source Destination Service Interface Direction Action

0 Any iéaddrESS_table_l Any All @ @

Thisrule, with the object set to Compile Time, generates the following output:
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Figure 5.63. Compile Time, iptables Compile Output

# Rule O (gl obal)

#

$I PTABLES -A INPUT -d 192.168.1.1 -j DROP

$I PTABLES -A FORWARD -d 192.168.1.2 -j DROP

$| PTABLES -A FORWARD -d 192.168.1.3/30 -j DROP
$I| PTABLES -A FORWARD -d 192.168.2.128/25 -j DROP
$| PTABLES -A FORWARD -d 192.168.1.200 -j DROP
$| PTABLES -A FORWARD -d 192.168.1.201 -j DROP

The compiler replaced the object address table 1 in the Destination with addresses it took from the file.
Option assume firewall is part of any was turned off in the firewall object settings, which iswhy compiler
did not generate rulesinthe OUTPUT chain. However, one of the addressesin the file matched the address
of one of theinterfaces of thefirewall (192.168.1.1) and the corresponding rulewent into the INPUT chain.
Other addresses were copied from the file verbatim, including netmask specifications. The policy object
of thisfirewall was configured as"IPv4 rule set", because of this the compiler dropped the IPv6 addresses
it found in the file. If the rule set was configured as a mix of IPv4 and IPv6, compiler would use IPv4
addressesin IPv4 rules and IPv6 addressesin IPv6 rules.

Figure 5.64. Compile Time, PF Compile Output

# Tables: (1)
table { 192.168.1.1 , 192.168.1.2 , 192.168.1.3/30 , 192.168.2.128/25 , \
192.168. 1. 200 , 192.168.1.201 }

# Rule 0 (global)

#

bl ock in quick inet fromany to <tbl.r0.d>
bl ock out quick inet fromany to <tbl.r0.d>

The output for PF is simple because Firewall Builder can use the built-in table facility. All addresses are
copied from the file verbatim into the table thl.r0.d.

Figure 5.65. Run Time, iptables Compile Output

# Using 1 address table files
check _file "address_table_1" "/home/vadi m addr-table-1.tbl"

# Rule O (gl obal)

#
grep -Ev '~#| " | M\ s*$' [/ honme/vadi m addr-table-1.tbl | while read L ; do

set $L; at_address_table_1=%$1; $I PTABLES -A FORWARD -d $at_address_table_1 -j DROP
done

First, the generated script checks if the file specified in the address table object exists on the firewall
machine. If the file is not found, the script aborts execution to avoid loading incomplete iptables rules.
However, the script cannot verify that the fileisthe one you intended it to be; it just assumesthat if thefile
with thisname existsit istheright oneand triesto interpret it asalist of | P addresses, with one address per
line. Then the script reads the file line by line, skipping comments, and assigns | P addresses to the shell
variable at_address table 1, which it then usesin the iptables command.

Since the compiler did not see the addresses from thefile, it could not detect that one of them matched an
address of the firewall and all iptables commands went to the FORWARD chain. The file /home/vadim/
addr-table-1.thl should be located on the firewall where the generated iptables script will be executed so
the script can find it.
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Hereiswhat you get if the option " Assumefirewall ispart of any" isturned oninthefirewall object settings:

Figure 5.66. Run Time, iptables Compile Output: assumefirewall ispart of " any"

# Rule O (gl obal)

#
grep -Ev "A# N | M s*$' [ horme/ vadi mfaddr-table-1.tbl | while read L ; do

set $L; at_address_tabl e_1=%$1; $I PTABLES -A QUTPUT -d $at_address_table_1 -j DROP
done
grep -Ev "A# N | M s*$' [ home/ vadi mfaddr-table-1.tbl | while read L ; do

set $L; at_address_tabl e _1=%$1; $I PTABLES -A FORWARD -d $at_address_table_1 -j DROP
done

The difference is that compiler generated two sets of commands, one in chain OUTPUT and another in
chain FORWARD. Theorigina rule has"any" in source, and if the option Assumefirewall ispart of any is
turned on, the compiler assumes the source of the rule can have either an unknown address or the firewall.
The former makes it generate iptables command in the FORWARD chain and the latter makes it generate
iptables command in the OUTPUT chain. This logic is not specific to the address table object type; the
compiler does this regardless of the type of the object used in destination if source is "any" and option
Assume firewall is part of any isturned on.

Figure 5.67. Run Time, PF Compile Output

# Tables: (1)

table persist file "/home/vadi m addr-table-1.tbl"

# Rule O (global)

#

#

bl ock in quick inet fromany to <address_table_1>
bl ock out quick inet fromany to <address_table 1>

PF is even easier in the case of run time address tables. The compiler just uses table facility with persist
and file options to direct pfctl to open the file and read its contents. In this case, the file should follow the
formatting requirements of PF.

Policy compiler for PF treats address table objects with empty file name in aspecial way. It just generates
the line "table <table_name>" at the beginning of the .conf file with no file specification. This table will
not be populated when .conf file isloaded and therefore will remain empty, but it can be used in therules.

Addresses can be added to the table later using external scriptsthat call pfctl like this:

Figure5.68. Using pfctl to add a host to the table

pfctl -t bad_hosts -T add 192.0.2.1

Another interesting possibility is to automatically populate the table if option "overload" is used in com-
bination with other rate limiting options on arule. Taking an example from the man page for pf.conf, here
ishow it looks:

Figure 5.69. Example using the" overload" command to auto populate a table

bl ock qui ck from <bad_host s>
pass in on $ext_if proto tcp to $webserver port ww keep state \
(max-src-conn-rate 100/ 10, overload <bad_hosts> flush gl obal)
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The idea behind these rulesis that if some host tries to connect to the web server too often -- more often
than is allowed by max-src-conn-rate 100/10 -- its address will be added to the table <bad hosts> by PF.
The next time this host tries to connect, the packet coming from it will be denied by the blocking rule
right away.

To implement these rules in Firewall Builder, you would create an Address Table object with the name
"bad_hosts" but a blank file name, configured to resolve at run time:

Figure 5.70. Address Table Object bad_hosts

) Comment:
Mame: bad_hosts

() Compile Time *) Run Time

File name:

(" Choose File )

Then, use this address table object in the source field of apolicy rulewith action "Deny". Thisisrule#0in
the screenshot below. Another rule, rule #1 in the screenshot, has action " Accept" and matches destination
against address of the web server, protocol http, and has limiting options set up to restrict the number of
connections and to turn overload table on, with the name of the overload table "bad_hosts" that matches
the name of the address table object.

Figure5.71. Address Table Object bad_hosts Rules

Source Destination  Service Interface Direction Action Options Comment
0 ilﬁbad_hosts Any Any All @ ' ;é’i
TCP:,
1 Any %web_server -&;"http All @ W k2
1 3

A7 pf-fw / PolicyRule / 1

[ General\/ Logging*\,”Tracking*\/’ Lir‘ﬂitS\;”'I'CF"‘\L

Maxirmum number of concurrent states this rule may create. Unlimit| 0

Maximum number of simultaneous TCP connections that a single he| 0
The limit of new connections over a time interval (max-src-conn-rat) 100 /| 10 Sec

overload table:| bad_hosts v | flush v global

These two rules, as shown on the screen shots, yield the following PF configuration that matches the one
given in the man page:
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Figure 5.72. Example pf rules using table objects

# Tables: (1)
t abl e <bad_host s> persi st

# Rule O (gl obal)

#

bl ock in log quick inet from <bad_hosts> to any
#

# Rule 1 (gl obal)

#

pass in quick inet proto tcp fromany to 192.168.1.1 port 80 \
keep state ( max-src-conn-rate 100/ 10, overl oad <bad_hosts> flush gl obal )

5.2.14.1. Using Address Tables Objects with iptables IP Sets

Beginning with Firewall Builder version 4.1, thereis support for iptables firewalls to use the netfilter ipset
module. The ipset module provides a method for storing a list of IP addresses or |P subnets in memory.
Thisallowsfirewall administratorsto define asingleiptables rule that matches multiple | P addresses or IP
subnets as the source and/or destination. In Firewall Builder an "ipset" is associated with an address table
object where the list of addresses and subnets are defined in afile.

Using the IP sets feature requires an iptables version of at least 1.4.1.1 and requires that the target fire-
wall have the ipset module installed. There are instructions for installing the ipset module for some
distributions described in the Appendix Section 16.1.1. If you have installation instructions for in-
stalling the ipset module on a distribution not listed in the Appendix please email info@fwbuilder.org
[mailto:info@fwhbuilder.org].

You can find more information about the netfilter ipset module at the netfilter 1P sets page [http://
ipset.netfilter.org/features.html].

NOTE: Testing if your iptablesfirewall supports|P set

Totestif your firewall hastheipset module and ipset toolsinstalled run the following commands
from ashell. Note you must be root or have sudo rights to run the command.

Test to check if ipset tools are installed

fwadm n@uar di an: ~$ sudo i pset --version
i pset v2.5.0 Protocol version 2.
f wadm n@uar di an: ~$

Test to check if ipset module isinstalled

fwadm n@uar di an: ~$ sudo i pset -N test iphash
FATAL: Mdul e i p_set not found.

ipset v4.1: Couldn't verify kernel nodule version!
f wadm n@uar di an: ~$

To enabletheiptables"IP sets' functionality in Firewall Builder, you must explicitly set the version of the
iptables firewall that you want to use with the ipset module. Navigate to the firewall and double-click to
open the object in the editor window. Set the iptables version number to aversion that is at least 1.4.1.1.
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Figure5.73. Set the firewall iptables version number

h Name: inset-example

E Platform: [ iptables H
3 Version: | 1.4.1.1 or later

5 Host OS: [Linux2.4/26 %]
E Modified: Mon Jul 26 16:03:41 2010

s Compiled: Mon Jul 26 14:38:26 2010

§ Installed: Mon Jul 26 14:38:58 2010

Help

After you have set the iptables version number, click Firewall Settings for this firewall. Near the bottom
of the Firewall Settings dialog window you there is a checkbox that says:

Use module "set" for run-time address table objects. (This module is only available in iptables v 1.4.1.1
and later.)

Select this checkbox to enable using the iptablesipset module.
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Figure5.74. Set the Firewall Settingsto Usethe" I P set" Module

iptables advanced settings

f Compiler | Installer  Prolog/Epilog  Logging Script IPvE !

Compiler:

Compiler command line options:

Qutput file name:

If output file name is left blank, the file name is constructed of the firewall object name and extension ".fw"

Script name on the firewall:

Cenerated script can be copied to the firewall machine under different name. If this field is left blank, the file name do
change.

gAssume firewall is part of 'any’' "] Detect shadowing in policy rules
EAccepl TCP sessions opened prior to firewall restart "llgnore empty groups in rules

EAccept ESTABLISHED and RELATED packets before the first rule || Enable support for NAT of locally originated cor
— Urop packets that are associated with —

L o Lo connarting " land log them 1 Clamp MSS to MTU

"1 Bridging firewall "1 Make Tag and Classify actions terminating

Default action on 'Reject’: | A] — Add rules to accept IPvE Neighbor Discovery
) hd — packets to |PvE policies

I gUse module "set" for run-time Address Table objects (module is only available in iptables v 1.4.1.1 and Ialer}l

EAlways permit ssh access from the management workstation with this address:

[lInstall the rule for ssh access from the management workstation when the firewall is stopped

Help (oK )

If the checkbox and text are shown as greyed out, then go back and check that you set the iptables version
number for this firewall.

You can only use address tables that are set to Run Time with the ipset module. Compile Time address
table objects will behave as before with the objects in the specified file being expanded when the firewall
is compiled.

NOTE: Mixed IP addressesand | P Subnetsin " I P Sets"

Normally theipset module requires you to create separate "sets' for |P addresses and | P subnets.
Firewall Builder, through its abstraction layer, enables you to create mixed |P addresses and IP
subnets in the same file. This creates what is known as a"set list" that contains two "sets’, one
"set" that includes only | P addresses and another "set" that includes only |P subnets.

The following example shows the Firewall Builder configuration steps for setting up an Addresss Table
called "bad_hosts', using that address table in arule, and confirming the ipset configuration.
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Figure5.75. Address Table Object

Comment
MName: |bad_hosts

() Compile Time ) Run Time

File name:

fetc/fw/bad_hosts

(" ChooseFile ) ( Edit file

Figure5.76. Editing the Address Table File

Seript Editor

# This is a list of host addresses and subnets
# that the Address Table "bad_hosts” will use
# to create the set object

192.168.1.2
10.6.7.0/24

172.16.8.12
10.1.1.0/21

(save ) ( Cancel )

Figure5.77. Rule Using Address Table Object

Source Destination | Service | Interface | Direction | Action | Time
0

E% bad_hosts Any Any All Q e Any
1 Any Any Any All @.& @ Any

Options | Comment

1] UJ Lll@

Y ou can use theipset toolsto view the configuration of your "sets" oncethey have been created by Firewall
Builder on your firewall. For example, the command ipset --list will list al the configured "sets" on your

firewal.

If you install afirewall that is using address tables with ipset enabled you can update the list of addresses
that are stored in memory for that "set" by updating the file associated with the address table object and
then running the firewallscript.fw reload_address table command. For the examples shown above you

would enter:

guardi an. fw rel oad_address_t abl e bad_hosts /etc/fw bad_hosts

where"guardian.fw" matches the name of your Firewall Builder script file and "bad_hosts" isyour address
table object. This dynamically updates the list of addresses stored in memory for the bad _hosts set while

iptablesis running.

NOTE: Naming Convention for Address Table Objects and

n wsﬂ

When Firewall Builder creates the "set" it substitutes an underscore (

) for any spaces.

For example, the address table named "My Address List" would have a "set" name of
"My _Address List". Also, note that the name of the address table object cannot start with colon

(":") due to restrictions in the ipset module.
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There are two primary benefits of using theipset module. First, the performance for matching asinglerule
that is using a set to hold a large number of addresses is better than having individual rules for each of
these addresses. Second, the ipset module and tools provide a way to dynamically update the addresses
inalist while the firewall is still running.

5.2.15. Special-Case addresses

Policy compilerstreat some addressesin policy rulesin special ways, depending on the requirements of the
target firewall platform. For example, the compiler for iptables checksif the addressfound in "Destination”
or "Source" of arule matches the address of any interface of the firewall to determineif the rule should be
placed in INPUT or OUTPUT chain. The compiler for PIX usesthe command ssh <address> <netmask>>
inside when it detects such an address in the destination of arule where the service is TCP Service object
"SSH". There are other special cases aswell.

5.2.15.1. Broadcast and Multicast Addresses, iptables Firewall

Two important special cases are broadcast and multicast addresses. It is important to place rules in the
correct chain in generated iptables script, because even though these addresses are not equal to those of
the firewall's interfaces, iptables processes packets with broadcast or multicast destination in the INPUT
chain. Firewall Builder is aware of this and generates the correct iptables commands.

In order to match broadcast or multicast addresses in the rules, we need to create objects to describe them.
The choice of object type to describe broadcast or multicast address depends on whether thisisjust asingle
address, arange or ablock. An address object is good for defining a single address, address range is good
for sets of consecutive addresses and network object is good for describing a block. For example, you can
use an address object with address " 255.255.255.255" to describe abroadcast. address range with addresses
"224.0.0.5 - 224.0.0.6" would work well to describe two multicast groups used by OSPF. A network object
with address"'224.0.0.0" and netmask "240.0.0.0" can be used to describe awhole multicast address bl ock.

Here are few examples:

Figure5.78. M ulticast Object

- [ MNetworks

5 all multicasts ﬁﬂetwork
B link-local - (
Name: | all multicasts
Object Type: Network -
Object Name: all multicasts Addrass: | 224000

224.0.0.0/240.0.00

Netmask: 240.0.0.0
224.0.0.0/4 - This block, formerly known

as the Class D address
space, is allocated for use in IPv4
multicast address assignments.

Thoow TAKIA cus vicdon Finmm v Fomse o i o B i s i s o

i_l Close

Object "dl multicasts" is part of the Standard Objectslibrary that comes with the program. It describes an
entire address block allocated for multicasts. Consider a simple policy rule that permits all multicasts:

Figure 5.79. Multicast Rule

Source Destination Service Interface Direction Action

0 Any Ball multicasts  Any All 4 L
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For iptables, thisrule trandates into the following script:

$I PTABLES -A INPUT -d 224.0.0.0/4 -mstate --state NEW -j ACCEPT

Therule went into the INPUT chain because iptables processes multicast there.

Hereisanother example, thistimeit invol ves broadcast addresses. Theinterface"inside" of thetest firewall
has address 172.16.22.1 with netmask 255.255.255.0. This defines subnet 172.16.22.0/255.255.255.0 with
broadcast address 172.16.22.255. We create an address object with the name "net-172.16.22 broadcast”
and address "172.16.22.255" and use it in the destination field of a policy rule. Another rule in the same
examplewill match broadcast address " 255.255.255.255"; an address range object that definesthis address
is present in the standard objects library under the name "broadcast”. Here are the rules:

Figure 5.80. Broadcast Rules

Source Destination Service Interface Direction Action
o Ay EEbroadeast Ay All % o
1 Any 1P net-172.16.22 broadcast  Any All % o

These two rules trand ate into the following script for iptables:

# Rule O (gl obal)

#

$I PTABLES - A | NPUT -d 255.255.255.255 -mstate --state NEW -j ACCEPT
#

# Rule 1 (gl obal)

#

$| PTABLES -A INPUT -d 172.16.22.255 -mstate --state NEW -j ACCEPT

Both ruleswent into INPUT chain as expected.

5.2.15.2. Broadcast and Multicast Addresses and Bridging iptables
Firewall

Compilers treat broadcast and multicast addresses differently if the firewall object is set to be a bridging
firewall. In this case the checkbox "Bridging firewall" should be turned on in the firewall settings dialog
and one or more interface objects should be marked as "Bridge port":

Figure 5.81. Broadcast and Multicast Addressin a Bridging Firewall

7| [ Interface

Name: |eath1 Management interface

This interface is external (insecure)
Label:
Regular interface
Address is assigned dynamically
Unnumbered interface

@ Bridge port

Close
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Now the rule that matches the broadcast destination address will be treated differently:

Figure 5.82. Broadcast and Multicast Addressin a Rule

Source Destination Service Interface Direction Action

0 Any 1P net-172.16.22 broadcast . Any All % o

This produces the following iptables commands:

$| PTABLES -A FORWARD -d 172.16.22.255 -mstate --state NEW -j ACCEPT
$| PTABLES -A INPUT -d 172.16.22.255 -mstate --state NEW -j ACCEPT

Rules went into both INPUT and FORWARD chains because the bridging firewall passes broadcasts
through, but at the same time accepts them as packets headed for itself. Since the rule did not specify
which interface it should look at, Firewall Builder assumed that the generated rule should inspect packets
crossing al interfaces, both bridge ports and "normal” ones, and therefore placed the rule in both INPUT
and FORWARD chains.

5.2.16. DNS Name Objects

A DNS Name object represents a DNS "A" or "AAAA" record. The object resolves into IP address at
compile or run time. The address (IPv4 or IPv6) the object resolves to depends the address family or
families of therule set it isused in. That is, if the object isused in arule that is part of IPv4 rule set, the
compiler will try to resolve the object using DNS query for the" A" record, but if the object isusedinarule
that is part of an IPv6 rule set, the compiler will run a"AAAA" query. If the rule set where the object is
used is amixed type (IPv4+1Pv6), the compiler will resolve the same object twice using different queries.

The DNS Name object dialog looks like this:

Figure 5.83. DNS Name Object

% DNS Name

Comment:
Name: fwbuilder_web_site

DNS Record: | www fwbuilder.org
@ Compile Time

Run Time

Close

* Name:

The name of the DNS Name object
» DNS Record:
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The DNS record you want to resolve.
e Compile Time/ Run Time:

Indicate whether you want to resolve the IP address when you create the firewall script (compile time)
or when you run the script on the firewall (run time).
» Comment:

A free-form text field used for comments

The DNS Record parameter isthe name of the A or AAAA record we want to resolve. Inthisexample, itis
the host name of the Firewall Builder project web site "www.fwbuilder.org". Note that |Pv6 web server for
the project isaccessible as"ipv6.fwbuilder.org" so we are going to need second DNS name object for |Pv6
examples. Compile Time and Run Time options have the same meaning asthosein the addresstabl e object,
that is, acompile-time DNS name object is converted to the | P address by the policy compiler, whilearun-
time DNS name object isnot. In the | atter case, the compiler putsthe DNS record nameinto the generated
script or configuration file and leaves it up to the firewall to resolve it when the script is activated.

Both compile-time and run-time DN'S name objects are supported on all target firewall platforms.

Let'slook at how the simple rule shown in Figure 5.89 compilesfor iptables and PF, both for compile-time
and run-time DN'S name objects.

Figure 5.84. Rule Using DNS Name Object

Source Destination Service Interface Direction Action

o Any % Any All @ v

Figure 5.85. DNS Name Compile Time, iptables Compile Output

# Rule O (gl obal)
#
$| PTABLES -A FORWARD -d 70.85.175.170 -mstate --state NEW -j ACCEPT

Inthistrivial case, the compiler simply resolved "www.fwbuilder.org" to an IP address and used it in the
iptables command. However, if the policy rule was in arule set configured as an IPv6-only rule set, the
rule would not produce any iptables command at all because there is no AAAA DNS record with name
"www.fwbuilder.org". If the rule set was both 1Pv4+1Pv6, then the rule would generate i ptables command
only in the IPv4 part. The opposite is also true: the DNS name object with record "ipv6.fwbuilder.org”
will only produce iptables commands when used in IPv6 rule set because there is only an AAAA record
with this name.

Figure 5.86. DNS Name Compile Time, PF Compile Output

# Rule O (global)
#
pass in quick inet fromany to 70.85.175.170 keep state

The same is true in the case of PF: the compiler simply resolved the name "www.fwbuilder.org" and put
the address in the generated pf.conf file. Since this name does not resolve into any 1Pv6 address, |Pv6 PF
policy would not have any line for this rule. The DNS record "ipv6.fwbuilder.org" resolves only into an
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IPv6 address, and therefore DNS name object with this record would only produce pf.conf configuration
for IPv6 and not for |Pv4.

Figure 5.87. DNS Name Run Time, iptables Compile Output

# Rule O (gl obal)
#
$I PTABLES - A FORWARD -d www. fwbuil der.org -mstate --state NEW -j ACCEPT

Here the compiler used the line entered in the DNS record parameter literally, leaving it up to iptables on
the firewall machine to resolve this name into an IP address. Using a run time DNS name object in |Pv6
policy generates the following iptables command:

# Rule O (gl obal)
#
$I P6TABLES -A FORWARD -d ipv6. fwbuilder.org -mstate --state NEW -j ACCEPT

$IP6TABLES sthe shell variable defined at the beginning of the generated script; the value of thisvariable
isthe full path to the ip6tables command line utility. ip6tables will try to resolve given nameto an IPv6
address since it processes | Pv6 iptables policy.

Figure 5.88. DNS Name Run Time, PF Compile Output

# Rule O (gl obal)

#

pass in quick inet fromany to ww.fwbuilder.org keep state
pass out quick inet fromany to ww.fwbuilder.org keep state

Run-time DNS name obj ect translatesinto PF configuration lines that al so use the name of the DNSrecord
and leave it up to PF to actually resolve it to an | P address when the configuration is loaded.

5.2.17. Object Groups

Figure 5.89. Group of Objects

- [ Groups o
<% test group EE i
= Hosts
l%_lg sl 1 IFE Name + Properties
- EE etho [ ext) B crash 127.004
ip crash:etho:ip B guardian iptables(- any -) / linux24
. . Name: | testgroup D5 internalnet  172.16.22.0/255.255.255.0
Object Type: Group of Objects E
Object Name: test group
0 objects
i_j Apply Close

The group of objects holds references to hosts, networks, address ranges, firewalls and other groups of
addressable objects (Figure 5.89). Use the New Object / New Object Group option to create a new group.
Objects can be added to the group using the following methods:
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 Using drag and drop:

Objects can be dragged from the tree into the group dialog. Click, hold down the mouse button, and
drag the object to add it to the group.
* Using the popup menu:

Y ou can use copy and paste operations between the tree and group dialog. Right-clicking the object in
the tree opens a pop-up menu. Choose Copy in this menu, then move the mouse to the group dialog
and right-click in the icon field. This also opens a pop-up menu, where you choose Paste. This inserts
areference to the object in the group.

* Using the Edit main menu:

Select the object in thetree, select Edit/Copy Object from the menu bar, click the group dialog, and then
select Edit/Paste Object from the menu bar.

5.2.18. Dynamic Object Groups

Dynamic Groups allow you to define filter criteriato match objects based on their Object Type and Key-
words. When a Dynamic Group is used in arule the compiler automatically expands the group to include
all the objects that match the filter criteria at the time the compiler isrun.

To create a Dynamic Group right-click on the Groups system folder in the object tree and select "New
Dynamic Group". Figure 5.90 shows the new group in the Editor Panel with the default values set.

Figure 5.90. Creating a Dynamic Group

Set name for Preview of matching
Dynamic Group objects shown here

@

Click to add new
filter criteria

Click Add Match to create filter rules that will be used to determine which objects will be included in the
Dynamic Group. Multiple filter rules can be created in a single group. The logic used between rules is
"OR" where an object that matches any of the rules will be included in the group.

Within afilter rule, the logic between the Object Type and Keyword fields is "AND" logic where both
elements need to match in order for an object to be included in the group. For example, afilter rule with
the Object Type set to Network and the Keyword set to "New Y ork™ will only match Network objects that
have the keyword set to New Y ork.

Dynamic Group Example

In this example the Firewall Builder datafile includes anumber of objectsthat have already been defined.
Some of these objects have been configured with keywordslike "New Y ork” and "London" to identify the
city where the element the object representsis located.
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To create arule that matches all the network objects that are associated with New Y ork, we create a new
Dynamic Group called New Y ork Networks as shown in Figure 5.91.

Figure5.91. Example of Dynamic Group

|Find_|_output

Editer

Add Match |

From the preview window you can see that there are four networks that have Keywords that include New
Y ork (remember that an object can have more than one Keyword defined).

Figure 5.92 shows a rule that includes the Dynamic Group object in the Source column of therule.

Figure5.92. Dynamic Group Used in a Rule

Source Destination Service Interface Direction Action Time Options
a [=d TcR
'3 New Yark Networks ' ' NY Maiserver | sy smip Any ﬂ.& Both @Accept Any

Tce
& cpimap

Running a single rule compile, shown in Section 10.2, for thisrule will result in al the objects that match
the current filter rulesin the "New Y ork Networks' Dynamic Group getting expanded to match the four
network elements that have Keywords that include New Y ork. The single rule compile output is shown
in Figure 5.93.

Figure 5.93. Compile Output of a Rule That Uses Dynamic Group

new_york-store-1-fw [ Policy_1 / rule 0

SIPTABLES N Policy_1

SIPTABLES -N Cid 14682X1524.0

SIPTABLES -A Policy_1 -p tcp -m tep -m multiport -d 192.168.24.25 —dports 143,25 -m state —state NEW - Cid14682X1524.0
SIPTABLES -A Cid14682%1524.0 -5 192.168.21.0/24 - ACCEPT

SIPTABLES -A Cid14682X1524.0 -5 192.168.22.0/24 - ACCEPT

SIPTABLES -A Cid14682¥1524.0 -5 192.168.23.0/24 - ACCEPT

SIPTABLES -A Cid14682¥1524.0 -5 192.168.24.0/24 - ACCEPT

=]
=
5
=]

Adding anew filter ruleto the"New Y ork Networks" Dynamic Group to include any Address Ranges that
include the Keyword of New Y ork will result in the group shown in Figure 5.94.

Figure5.94. Updated Dynamic Group

3 4 Matching Objects
a Mame:  New York Networks. = =
| Match Criteria:
2 Y VPN-
e

Del Type Keyword
|| Network - | Mew vork -

x ‘Aﬂdxsskangt ¥ | New York =

[Ladd mateh |

Recompiling arule that uses the "New Y ork Networks' Dynamic Group object will automatically detect
the additional Address Ranges that include the Keyword of New Y ork. Figure 5.95 shows the updated
compiler output.
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Figure 5.95. Updated Dynamic Group

+ new_york-store-1-fu | Policy_1 / rule 0
B SIPTABLES N Policy_L

SIPTABLES -N Cid 14682X1524.0

SIPTABLES -A Policy_1 -p tcp -m tep -m multiport - 192.168.24.25 --dports 143,25 -m state —-state NEW - Cid14682X1524.0
SIFTABLES -A Cid14682X1524.0 € 172.16.2L0/27  ACCEFT

SIPTABLES -A Cid14682X1524.0 s 172.16.22.0/27 - ACCEPT

SIPTABLES -A Cid 14682X1524.0 -5 192.168.21.0/24 - ACCEFT

SIFTABLES -A Cid14682X1524.0 = 192.168.22.0/24 - ACCEFT

SIPTABLES -A Cid14682X1524.0 = 192.168.23.0/24 - ACCEPT

SIPTABLES -A Cid 14682X1524.0 -5 192.168.24.0/24 - ACCEFT

5.3. Service Objects

5.3.1.

InFirewall Builder, service objectsrepresent | P, ICMP, TCP, and UDP services such as"host unreachabl e
in ICMP, HTTP in TCP, GRE in IP, and DNS in UDP. Firewall Builder provides service objects for
hundreds of well-known and frequently-used servicesin ICMP (1P protocol number 1), TCP (1P protocol
number 6), and UDP (IP protocol number 17).

IP Service

The IP service object describes protocols that are not ICMP, TCP, or UDP. (ICMP, TCP, and UDP have
their own service objects.) An IP protocol is defined by the 8-bit field in the | P packet header. The screen-
shot bel ow represents the ESP object (Encapsulating Security Payload, part of the IPSEC protocol family)
which uses the IP protocol number 50.

Figure 5.96.

i ',lj'z AH '?541P Service
¢o ESP 1
& GRE Name: ESP
Lf'o RR Pratocol number:
o SKIP {0- any protocal)
o SRR DiffServ
:'*:“ [ Use DSCP @ Use TOS
o vIp

+ 3 TCP TOS code (numer

[3 TagServices
S e T N Vs e’
i_.j Close
Note

Protocol numbers are assigned by IANA; you can |ook up the number for a particular protocol at
the following URL.: http://www.iana.org/assignments/protocol-numbers/

Besides the protocol number, the header of the |P packet also has a field called "Options' which is a
variable-length list of optional information for the packet. Not al firewalls can examine options, and those
that can usually have certain limitations as to what options they can match against. Firewall Builder tries
to provide controlsfor many popular options supported by the most sophisticated firewalls. Not all options
supported by Firewall Builder are supported by all target firewall platforms (Table 5.3).

Table 5.3. Support for | P options and fragmentation on variousfirewall platforms

Firewall Isrr ssrr rr timestamp | all frag- 'short'
ments packets
iptables + + + + + -
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Firewall Isrr ssrr rr timestamp | all frag- ‘short’
ments packets
ipfilter - + + + + +
pf : - : : + :
Cisco PIX - - - - - -
Source route options: Normally IProuting is dynamic, with each router making decisions
LSRR, SSRR about which next hop router to send the packet to. However, anoth-

er option exists where the sender can choose the route. In the case
of the Loose Source Route, the sender (host) can specify alist of
routers the packet must traverse, but it may also pass through oth-
er routers between any two addresses in the list. The Strict Source
Route works very much the same way, except the packet must tra-
verse only through the specified addresses. Source routing can po-
tentially be used to reach hosts behind the firewall even if these
hosts use private |P addresses, which normally are not reachable
over the Internet.

Record route option: RR |Thisoption causes every router that handles the packet on the way
to add its IP address to a list in the options field. This option is
used by the ping utility when it is called with the "-R" command
line switch; it can potentially be exploited to discover the internal
network addressing and layout behind the firewall. Although the
risk is low, some firewall administrators prefer to block packets
with this option set.

Ti mestanp option: This option tellsrouters that handle the packet to record their time-
stamps and sometimes addresses (likein the case of therecord route
option). Thisoptionisseldom used, but can potentially be exploited
to gather information about the protected network, so somefirewall
administrators prefer to block packets with this option set.

Fragnent options: I P packets may sometimes become fragmented. This happensif the
original datagram is larger than what a physical network layer can
transmit. The | P packet header has special fields (called "Flags' and
"Fragmentation Offset") that detect fragmented packets and help
reassemble them. Many firewalls can check these bits aswell. Cer-
tain combinations of flags and fragmentation offsets can never hap-
pen during normal operation but were seen to be used by attackers.
Firewall Builder provides two options for handling the most com-
monly used cases: the "all fragments' option matches the second
and further fragments, while the "short" option is used to match
packets that are too short to contain even a complete | P header.

Standard | P service objects that come with Firewall Builder appear in the Standard tree, in the Services/IP
branch.

Y ou can create your own IP Service objectsin the User library.
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Figure 5.97. Creating/Editing an I P Service Object

P§71P service
Comment:
Name: ESP Isrr (loose source route)
IPSEC Encapsulating Security Payload Protocol
Protocol number: 50 H SSIT (Strict source route)
(0- any protocol) hat ( i
rr {record route
DifiServ
timestamp
Use DSCP @ Use TOS
all fragments

TOS code (numeric):

'short’ fragments

Service objects in the Standard are not editable. However, you can copy and paste a copy of a service
object into the User tree and edit it there, or you can right-click the IP folder in the User tree and select
New IP Service to create a service object from scratch.

n either case, the controls are the same.

The IP Service dialog provides the following controls:

5.3.1.1.

Name:

Thisis the name of the object
Protocol:

Thisisthe protocol number.
DiffServ

Y ou can specify DSCP or TOS using the radio buttons. In either case, specify a code (or class) in the
field. If you do not specify a code or class, Firewall Builder ignores the Diff Serv type (DSCP or TOS).

Options:
These flags represent "Options’ flagsin the |P header:

Isrr (Iloose source route)
ssir (strict source route)
rr (record route)
timestamp

al fragments

short fragments

Comments:

Thisisafree-styletext field used for comments.

Using IP service objects in policy rules

Consider the following IP Service objects:
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Table5.4.

IP -,
-5+ IP Service
]

MName: EF

Protocol number:
(0- any protocol)
DiffServ

@ Use DSCP

DSCP code or class:| EF

Isrr (loose source route)
ssrr (strict source route)
rr (record route)
timestamp

all fragments

‘short' fragments

IP &
i
%) IP Service

Name: tos 0x10

Protocol number: -
(0- any protocol)
DiffServ
Use DSCP @ Use TOS

TOS code (numeric): 0x10

Isrr {loose source route)
ssiT (strict source route)
it (record route)
timestamp

all fragments

'short' fragments

1P~
+LfIP Service
W

MName: all_fragments

Protocol number:
(0- any protocol)
DiffServ

TOS code (numeric):

Use DSCP @ Use TOS

Isrr (loose source route)
ssIT (strict source route)
Ir (record route)
timestamp

v| all fragments

‘short fragments

1P~
~-IP Service
W

Name: | Isrr

Protocol number: -

(0- any protocol)
DiffServ

Use DSCP @ UseTOS

TOS code (numeric):

Isrr (loose source route)
ssIT (strict source route)
it (record route)
timestamp

all fragments

'short fragments

Object EF has DSCP matching turned on, matching traffic class EF. Object TOS 0x10 matches packets
with TOS bits set to 0x10 (low delay). Object all_fragments has flag "all fragments" turned on, and finally
object Isrr matches "loose source routing” option. Here is what we get for iptables when we use these
objectsin policy rules asfollows:

Figure 5.98.
Source Destination Service Interface  Direction Action Time Options
0 Any | Any I1':"all_fra{_‘|ments All % Both @ Deny Any =
Plsrr
] Any Any I“EF All @ Outbound ¥ Accept Any
Ptos 0x10
# Rule O (gl obal)
#
$| PTABLES -N RULE_ O
$| PTABLES -A FORWARD -p all -f -] RULE_O
$| PTABLES -A FORWARD -p all -mipvdoptions --lIsrr -j RULEO
$I PTABLES -A RULE 0 -j LOG --log-level info --log-prefix "RULE O -- DENY "
$I| PTABLES -A RULE 0 -j DROP
#
# Rule 1 (gl obal)
#
$I PTABLES -A FORWARD -0 + -p all -mdscp --dscp-class EF -mstate \
--state NEW -j ACCEPT
$I PTABLES -A FORWARD -0 + -p all -mtos --tos Ox10 -mstate --state NEW \
-j ACCEPT

The compiler for iptables uses the ipv4options module to match Isrr, the -f command line option to match
all fragments, the tos module to match TOS and the dscp module to match DSCP class.
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When compiled for IPv6, these rules yield the following iptables commands:

# Rule O (gl obal)

#

$I P6TABLES - N RULE_ O

$I P6TABLES -A FORWARD -mfrag --fragmore -j RULE_O

$I P6TABLES -A RULE O -j LOG --log-level info --log-prefix "RULE O -- DENY "

$I P6TABLES -A RULE O -j DRCP

#

# Rule 1 (gl obal)

#

$I P6TABLES -A FORWARD -0 + -madscp --dscp-class EF -mstate --state NEW -j ACCEPT
$I P6TABLES -A FORWARD -0 + -mtos --tos Ox10 -mstate --state NEW -j ACCEPT

ip6tables does not have the -f command line flag; instead, it uses the frag module to match fragments.
Firewall Builder currently does not support the ip6tables ipv6header module, and source routing options
do not exist in IPv6, so abject "Isrr" cannot be used in rules.

PF cannot match DSCP bits and source routing options, but it can match TOS. Trying the same |P Service
object "tos 0x10" in policy rulesfor PF:

Figure 5.99.
Source Destination Service Interface  Direction Action
P
o Any Any <os 0x10 All @ outbound | ¥ Accept

pass out quick inet fromany to (ethO) tos 0x10 keep state

Cisco |0S accesslists cannot match source route options but can match fragmentsand TOS and DSCP bits.
Here iswhat we get if we try to compile the same rules using the same I P service objects for Cisco 10S:

Figure 5.100.
Source Destination Service Interface Direction  Action | Options
0 Any Any Itf."i’all_fragmems. All ‘% Both @ Deny =
Any  Any  ©Ptos 0x10 Al BBoth & Accept

OEF
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p access-list extended el 0 _out

i

!

! Rule O (global)

!

deny ip any any 1log fragnents

!

! Rule 1 (global)

!
permit ip any any tos 0x10
permit ip any any dscp EF

exit

5.3.2. ICMP and ICMP6 Service Objects

The ICMP service object is a generalized representation of the ICMP protocol. ICMP packets are often
used to communicate error messages that are acted upon by either the IP layer or higher-layer protocols
(TCP or UDP). ICMP can aso be used as a simple query protocol.

Firewall Builder has service objects for both 1Pv4 and IPv6. ICMP service objects for IPv6 are called
ICMP6 service. Thestandard |CMP service objectsthat comewith Firewall Builder appear in the Sandard
Objects library, in the Services/| CMP branch. User-defined ICMP and ICMP6 service objects appear in
the library User in the same Services/I CMP branch.

Standard service objects are not editable. However, you can copy and paste a copy of a service object into
the User treeand edit it there, or you can right-click the ICMP folder in the User tree and select New ICMP
Service to create a service object from scratch.

Figure5.101.

Filter:

Library: | Standard -

Object o
> [E5 Groups
4 =] 1cvp
¥ all ICMP unreachables
&% any 1CMP
%7 host_unreach

? ipv6 all dest unreachal
© ipv6 any ICMP&

? ipv6 neighbrady

* ipv neighbrsol

© ipv6 packet too big

4 ipv6 parameter prablel
4 ipv6 ping reply

7 ipv6 ping request

% ipvs redir

BT 97 97 97 87 97 87

&% ipv6 routerady

.
b

% ipvé routersal

5% ipvs time exceeded
L

&7 ipv6 time exceededin ~
Fl . b

As afirewall administrator, you need to understand the nature and purpose of ICMP in order to properly
configure the firewall to block unwanted | CM P messages while permitting useful ones.

|CMP packets have two header fields that distinguish particular ICM P messages: the type and codefields.
Therearemany different typesand classes of |CM P messages. See http://www.iana.org/assignments/icmp-
parameters for 1Pv4 types and classes and http://www.iana.org/assignments/icmpv6-parameters (http://
www.iana.org/assignments/icmpv6-parameters) for | Pv6 types and classes.

Any combination of the type and code valuesis allowed in the ICMP or ICMP6 object. For example, the
following two screen shotsillustrate definitions of ICMP and ICMP6 objects for the request packet of the
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well-known ping protocol. The type codes are different for IPv4 and IPv6 variants, although the code is
equal to 0 in both:

Figure 5.102.

||:33 ICMP Service

; Comment:
Name:| ping request

ICMP Type: 8

ICMP Code: 0

Figure 5.103.

";5'5 ICMPS Service

. ) Comment:
Name:| ipv6 ping request
IPVE ping request
ICMP Type: 128

ICMP Code: 0

Both ICMP and ICMP6 alow vaue "any" in type or code fields. For example, this can be used to build
an object to match afamily of ICMP messages with the same type but any code:

Figure 5.104.
'EE'EICMP Service
Name: all ICMP unreachables Comment
ICMP Type: 3
ICMP Code: any

Both IPv4 and IPv6 ICMP service dialogs provide the following controls:
e Name: Thisisthe name of the object.
* ICMP Type and Code:

e Type: The ICMP message type. This control consists of a numeric selector that lets you specify the
message type. To specify "any" type, set the control to any.

» Code: The ICMP message code. This control consists of a numeric selector that |ets you specify the
message code. To specify "any" code, set the control to any.

» Comment: Thisisafree-styletext field used for comments.
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5.3.2.1. Using ICMP and ICMP6 Service Objects in Rules

5.3.3.

Consider the following rule where we use two I|CMP objects, one for I1Pv4 and another for |Pv6:

Figure 5.105.
Source Destination Service Interface  Direction Action
Any Any Itu.%gip\rB ping request Al ® Inbound ¥ Accept

?gping request _
If the rule set thisrule belongs to is configured as combined | Pv4 and | Pv6, then policy compiler will pick
the ICMP service that matches address family on each separate pass, one for |Pv4 and then for |Pv6. Here
iswhat we get for iptables:

# | Pv4

# Rule O (gl obal)

#

$| PTABLES -A FORWARD -i + -picnp -micnp --icnp-type 8/0 \
-mstate --state NEW -j ACCEPT

# | Pv6

# Rule O (gl obal)

#

$I PETABLES -A FORWARD -i + -p ipv6-icnp -micnp6 --icnpv6-type 128/0 \
-mstate --state NEW -j ACCEPT

Hereis generated PF 4.x configuration:

# Rule 0 (global)
#
pass in quick inet proto icnmp fromany to any icnp-type 8 code 0

# Rule 0 (global)
#
pass in quick inet6 proto icnp6 fromany to any

TCP Service

The TCP service object is ageneralization of the TCP protocol, which provides a connection-oriented re-
liable byte-stream service. Many well-known, frequently-used application protocol s use the TCP protocol:
FTP (File Transfer Protocol), SMTP (Simple Mail Transfer Protocol), HTTP (Hyper Text Transfer Pro-
tocol), and so on. The TCP header contains special fields indicating source and destination port numbers
that are used to identify the sending and receiving application. These two values, along with the source
and destination | P addresses in the | P header, uniquely identify each connection.

Since port numbers are used to distinguish applications using the data stream provided by the TCP proto-
col, each application should use a unique port number. To ensure interoperability, these numbers must be
assigned by a central authority in a coordinated manner. Internet Assigned Numbers Authority (IANA)
does just that. Assigned TCP and UDP port numbers can be looked up at http://www.iana.org/assign-
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ments/port-numbers. Most Unix systems also come with a/etc/servicesfile that contains alist of assigned
port numbers.

Firewall Builder comes with a collection of predefined TCP Service objects with port numbers already
configured. You can simply use these objects in your policy rules, so you do not have to look up port
numbers every time you need them. These objects are part of the Sandard Objects library and are located
in the Services/ TCP branch.

Figure 5.106.

Filter:

Library: | Standard -

Object -
4 EI Services
4 ﬁ Custom
o7 ESTABLISHED
27 ESTABLISHED ipv6

[ Tagservices
4 & Tcp
¥4 afp
54 e
55 AlITCP established
A ALL TCP Masqueraded
4 oL
4 auth
¥4 bap
% Citrix-ICA
¥4 cvspserver -

Thetypical TCP Service object is represented in the following screenshot:

Figure 5.107.
TCP,
~++TCP Service
o
Source Port Range Comment:
Name: |smip
Start:| 0
Flags: U A P R 5 F End:| 0
RS Destination Port Range
Settings: Start:| 25
End:| 25

In Firewall Builder, the TCP service object is a generaization of TCP protocol. The TCP header of a
packet carries only one fixed value for the source port and one fixed value for the destination port. The
TCP Service object alows a range of values to be used for the source and destination ports. This allows
asingle TCP Service object to describe either a family of protocols using consecutive port numbers, or
a protocol that may use variable port numbers or simply many protocols that use port numbers from a
certain range. For example, on Unix systems, TCP sessions opened by a privileged process aways have
their source port number assigned from arange below 1024, while unprivileged processes use source port
numbers from a range starting from 1024 and above. The TCP Service object with a source port range
defined as shown in the following screenshot describes all privileged TCP sessions.
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Figure 5.108.

TCP,
il
) TCP Service

— Source Port Range Comment:
Name: | priviliged TGP —
Start:| 0
Fagss: U A P R S F End: 1023 |3
Mask: Dastination Port Range
Settings: Start:| 0 =
Established End: 0 -

Using "0" as both start and end values for a range means "any value" for that range. The source port
range of the "privileged TCP" object starts from 0 and ends at 1023 (port ranges are inclusive in Firewall
Builder), whileits destination port range's start and end are both set to zero, which means "any destination
port". This object describes any TCP protocol with asource port in range 0-1023 and any destination port.

If al you need is to create an object to describe the TCP protocol with a particular destination port, just
use the same port number for both the start and end of a destination port range (which effectively creates
arange that consists of asingle value). The examplein Figure 6-70 shows such a service.

The TCP header also contains a collection of one-bit fields, or flags, that carry a variety of control infor-
mation. For example, the SYN and ACK flags are used for connection establishment and the FIN flag is
used for connection termination. Certain combinations of flags are not allowed during the normal protocol
operation and may cause unpredicted reactionsin some systems; because of this, the firewall administrator
may want to block TCP packets with an unwanted combination of flags.

There are six flags in the TCP header. We just briefly mention them here; more information can be found
in TCP/IP lllustrated, vol 1 by W. Richard Stevens, chapter 17.

U (URG |The"urgent" pointer isvalid

A (ACK) |The acknowledgment number isvalid

P (PSH) |Thereceiver should pass this datato the application as soon as possible
R (RST) |Reset the connection

S (SYN) |Synchronize sequence numbersto initiate a connection.

F (FI'N) |Thesender isfinished sending data.

"Established" is not a TCP flag. Instead, checking this box causes the firewall to match any packet in an
established session. Checking this checkbox disables the other TCP flag controls.

Firewall Builder supportsall six flags, although not all target firewall platforms can match all combinations
of TCP flags or any flags at all. For example, iptables, pf, ipfilter and ipfw can match flags and their
combinations, but Cisco PIX cannot.

Usually thefirewall cannot only match acombination of flags, but can also examine only a given subset of
TCPflags. Firewall Builder providestwo sets of checkboxesfor TCP flags and flag masks (see screenshot
below). Checkboxesin thefirst row control TCPflagsthat wewant thefirewall to examine and checkboxes
in the second row tell it whether they should be set or cleared. Only flags whose checkboxes in the first
row are set will be looked at by the firewall. (If you check a box in the bottom row while leaving the
checkbox above it unchecked, the flag will be ignored.)

The object in the screenshot matches a TCP packet with any combination of port numbers, the TCP flag
SYN set, and all other flags cleared. The firewall will examine all TCP flags.
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Figure 5.109.

TCP.
~++TCP Service
W

Source Port Range Comment:
Name: |tcp-syn
Startz| 0
Flags: U A P R 5 F End:| 0
s LA S AL A 4 Destination Port Range
Settings: v start:| 0
End:| 0

A combination of flags and a mask can be used in arule that looks for some flags to be set or unset and
ignores other ones, regardless of their state. For example, we can create arule that detects a so-called "null
scan" which is done using TCP packets with all flags cleared. For thisrule, we create a TCP service object
"tcp null scan™ where all flag masks are set but all TCP flags are cleared. This means we examine all flags
but only match them if they are all cleared. This object is represented in the following screenshot:

Figure5.110.

TCP,
~++ TCP Service
W

Source Port Range Comment:
Name: |tcp null scan -
Start:| 0
Flagss U A P R S F End:| 0 s
Mask: A I B A e A Destination Port Range
Settings: Start:| 0 =
Established End:[0 -

TCP Service diaog provides the following controls:

» Name: Thisisthe name of the object

» Source port range: These two controls define the start and end of the source port range. They accept
values 0 through 65535.

» Destination port range: These two controls define the start and end of the destination port range. They
accept values 0 through 65535.

» TCP Flags: TCP flags and masks, see above. The Established checkbox causes the firewall to match
packets in established sessions. Selecting this checkbox disables the other TCP flag controls.

» Comments. Thisisafree-style text field used for comments.

5.3.3.1. Using TCP Service in rules

5.3.3.1.1. Single destination TCP port

Let'sstart with an example using simple TCP servicethat describesthe HTTP protocol . Both the beginning
and the end of the source port range in this service object are set to "0," which means the program will
leave these out when it generates target firewall configuration. The destination port range is defined as
"80-80" which means the object describes just single destination tcp port "80". All flag checkboxes are
unchecked, which means no flag-matching configuration will be generated.
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Figure5.111.
Tg.‘;'rcp Service
Source Port Range
Name: |hitp
Start:| 0
Flags: U A P R S5 F By O
Mask: Destination Part Range
Settings: Start:| 80
End:| 80

Now we put this object in the "Service" element of arule as shown on the next screenshot. To make this
trivial example just alittle bit more interesting, we configured the policy rule set as"Combined |Pv4 and
IPv6" and put two address objects in destination, one is | Pv4 address and another is 1Pv6 address.

Figure5.112.
Source Destination Service  Interface  Direction Action
Tl
Any IP ipy6.fwbuilder.org m“http Al % Both ¥l Accept

IP www. fwbuilder.org

This rule compiles into the following for iptables:

# | Pv4

# Rule O (gl obal)

#

$I PTABLES -A FORWARD -p tcp -mtcp -d 70.85.175.170 \
--dport 80 -mstate --state NEW -j ACCEPT

# | Pv4

# Rule O (gl obal)

#

$I P6TABLES -A FORWARD -p tcp -mtcp -d 2001: 470: 1f Oe: 162:: 2 \
--dport 80 -mstate --state NEW -j ACCEPT

And for PF we get the following. Note that PF version was set to "any" or "3.X", thisis why "keep state"
was added. "Keep state” isdefault for PF 4.x and if version was configured as"4.x" in thisfirewall object,
policy compiler would have dropped "keep state”" from the generated configuration.

# Rule O (global)

#

pass in quick inet proto tcp fromany to 70.85.175.170 port 80 keep state
pass out quick inet proto tcp fromany to 70.85.175.170 port 80 keep state

# Rule O (global)

#

pass in quick inet6 proto tcp fromany to 2001:470: 1f Oe: 162::2 port 80 keep state
pass out quick inet6 proto tcp fromany to 2001:470: 1f Oe: 162::2 port 80 keep state
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5.3.3.1.2. Source port range

In the next example, we look at the TCP service object that defines a specific source port range to match
source ports greater than or equal to 1024:

Figure5.113.

TCP,
=+ TCP Service
o

Source Port Range
MName: |srcports == 1024

Start:| 1024 :

Flagss U A P R S F End:| 65535 |
Mask: Destination Port Range
Settings: Start:| 0 =
Established End: 0 -

Using thisobject in arule asfollows:

Figure5.114.
Destination Service Interface  Direction Action | Options
0 Any Herc ports == 1024 All * Inbound ¥ Accept

To make the rule slightly more realistic, we made it stateless using its options dialog (double-click in the
column "Options" of thisrule and check checkbox "Stateless' in thefirst tab of the dialog). Let's see what
the program generates when this rule is compiled for iptables:

# Rule O (gl obal)
#
$| PTABLES -A FORWARD -i + -p tcp -mtcp --sport 1024: 65535 -j ACCEPT

Hereiswhat is generated for PF 3.x:

# Rule O (global)
#
pass in quick inet proto tcp fromany port >= 1024 to any

And for PF 4.x we get "no state" because the ruleis statel ess and state matching isthe default in PF 4.x:

pass in quick inet proto tcp fromany port >= 1024 to any no state

Cisco |OS access list statement looks like this:
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ip access-list extended el 1 in
!

! Rule O (global)

|

permit tcp any gt 1024 any
exit

5.3.3.1.3. Established

Some of the supported firewalls understand special flag "established" intended to match reply packets
of the TCP session. Stateless systems, such as Cisco 10S extended access lists, match combination of
tcp flags where flag "ACK" is set but flag "SYN" is cleared when this keyword is used in the acl rule.
Stateful firewalls such as iptables or PF offer much better way to track and match reply packets because
they can follow the states atcp session goes through when it is opened, datatransferred and finally session
is closed. Firewall Builder provides an option of using flag "established" but supports it only for those
firewall platforms where there is no better aternative. An attempt to use a TCP service object with this
flag set in rules for afirewall that supports stateful inspection causes an error.

Here is an example of the TCP service object with flag "Established" set and source port range "80-80",
that is, this object describes TCP packets coming from the web server operating on the standard port 80
back to the client.

Figure5.115.

TCP:
¢ TCP Service
W

Source Port Range

Mame: |http established
Start:| &0

End: 80 =

Destination Port Range

Start:| 0 =
v'| Established ena-lo =
Using thisobject in arule:
Figure5.116.
Source Destination Service Interface  Direction Action
0 Any  Any  COpttpestablished Al T Inbound ¥ Accept

Here isthe access list generated for Cisco 10S:

ip access-list extended el 0O_in
|
! Rule O (global)
!

permit tcp any eq 80 any established
|

Here we have source port specification "eq 80" and keyword "established"
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5.3.4.

Attempt to compile this rule for iptables or PF causes an error:

Error (pf): TCPService object with option "established" is not supported
by firewall platform"pf". Use stateful rule instead.

UDP Service

The UDP service object is ageneralization of the UDP protocol, which is a connectionless transport layer
protocol. Many well-known applications use UDP as their transport, such as DNS (Domain Name Sys-
tem), DHCP (Dynamic Host Configuration Protocol), NTP (Network Time Protocol), and SNMP (Simple
Network Management Protocol).

Asin TCP, UDP uses port numbers to distinguish applications from one another. The UDP packet header
carries two port numbers: the source port and the destination port. The UDP service object in Firewall
Builder alows for a definition of ranges for both the source and the destination ports. The meaning of
values assigned to the start and end of the range is the same as in the TCP service object: ranges are
inclusive, that is, both start and end ports of the range are included. Using "0" for both the start and end of
the range means "any port". These rules work for both the source and destination ranges. The following
screenshot showsthe "dns' UDP Service object that represents the Domain Name System protocol, which
uses destination port 53.

Figureb5.117.

UDP,
-+ UDP Service
W

Comment:
Source Port Range

Start:| 0

Name: domain

End:| 0

Destination Port Range
Start:| 53

End:| 53

Objectsin the Standard set of service objects are not editable. However, you can copy and paste a copy of
aservice object into the User tree and edit it there, or you can right-click the ICMP folder in the User tree
and select New ICMP Service to create a service object from scratch.

The UDP Service dialog provides the following controls:

* Name: Thisisthe name of the object

» The Source port range: These two controls define the start and the end of the source port range. They
accept values 0 through 65535.

» The Destination port range: These two controls define the start and the end of the destination port range.
They accept values 0 through 65535.

» Comments; Thisisafree-style text field used for comments.
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5.3.4.1. Using UDP Service in Rules

5.3.4.1.1. Single Destination UDP port

In this example we'll use the UDP service object "domain" shown on screenshot above. The rule looks

likethis:
Figure5.118.
Source Destination Service Interface  Direction Action
u -
o Any Any P domain All ~ Inbound & Accept

Here is iptables command generated for thisrule:

# Rule O (gl obal)
#
$1 PTABLES -A FORWARD -i + -p udp -mudp --dport 53 -mstate --state NEW -j ACCEPT

Thisrulegot a"-i +" clause because direction was set to Inbound but "Interface" column was |eft empty.
To enforce inbound direction compiler uses "-i" option but since interface was not specified, the rule got
attached to all interfaces which is defined by the +.

Hereisthe generated PF 4.x configuration:

# Rule O (global)
#
pass in quick inet proto udp fromany to any port 53

In the pf configuration, direction is defined by the "in" keyword, and since no interface was requested,
thereisno "on <interface>".

The generated Cisco access list statement is quite trivial:

ip access-list extended feO_O_in
1
! Rule 0 (global)
1
. pernmit udp any any eq 53
1
éxit

5.3.4.1.2. Source Port Range

The following UDP service object defines source port range of the ports with values greater than or equal
to 1024:
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Figure5.119.
u&f‘sunp Service
(
Name:| src parts == 1024 Source Port Range
Startz| 1024 =
End:| 65535

Destination Port Range
Start:| 0 =

End:|0 =

Using this object in policy rule yields the following code for iptables:

# Rule O (gl obal)

#

$| PTABLES -A FORWARD -i + -p udp -mudp --sport 1024:65535 -mstate \
--state NEW -j ACCEPT

And for PF:

# Rule O (global)

#

#

pass in quick inet proto udp fromany port >= 1024 to any

The Cisco access list statement:

ip access-list extended el _0_in
!

I Rule O (global)
!

pernmt udp any gt 1024 any
!

exit

5.3.5. User Service

User service abject matches the owner of the process on the firewall that send the packet. It trandates to
the "owner" match in iptables and "user" parameter for PF.
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Figure 5.120. User Service Dialog

@ User

C t:
Name: | user_500 ermmen

Userid: 500

Close

 Name:

Thisis the name of the object
* Userid

The user ID of the user account on the firewall device that the firewall should use to match packets.
e Comments:

Thisisafree-style text field used for comments.

The user service object has only one parameter besides the name and comment: it is the user ID that the
firewall should use to match packets.

The user service object is only supported for iptables and PF.

Let'slook at how the simple rule shown in Figure 5.121 compiles for iptables and PF.

Figure5.121. User Service Rule Example

Source Destination Service Interface Direction Action

0 E. iptables-fw Any @ user 500 All @ "

The firewall can associate a packet with a user only if the packet originated on the firewall. Packets that
transit the firewall have no information about the user who owned the process that created these packets
and sent them out because this process ran on an entirely different computer. For this reason, the object
in the Source column must be the firewall.

Figure5.122. User Service, iptables Compile Output

# Rule O (gl obal)
#
$I PTABLES - A QUTPUT -m owner --uid-owner 500 -j DROP
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5.3.6.

The user servicetrandated into the owner match for iptables. Seetheiptables man pagefor amore detailed
explanation of this match.

Figure5.123. User Service, PF Compile Output

# Tables: (1)
table { en0 , 192.168.1.1 }

# Rule O (global)

#

#

bl ock out quick inet from to any user 500

Herethetabletbl.r0.swas created to hold | P addresses that belong to thefirewall. The rule matches source
addresses and also the user 1D of the owner using the "user" clause.

The user service object is actually one of the simplest service object types in Firewall Builder, but it
provides the facility for a basic per-user control on Linux and BSD machines. This service object can
be used in rules with actions that reroute packets ("Route" action) or in the NAT rules; for example, to
redirect web access via proxy.

Custom Service

The custom service object can be used to inject arbitrary code into the generated firewall script. Any
combination of options allowed in the target firewall command line language that does not fit into a strict
model of standard service object types can be expressed using the custom service object. For example,
iptables comes with a collection of modules that adds an ability to match complex combinations of packet
parameters or header fields that are not supported by a standard code. One of the modules adds the ability
to match any string in the packet's payload which can be quite useful to quickly build firewall rule to
block some new protocol that uses non-specific combination of ports and other parameters. This ability is
sometimes used to write rules to block network trojans or viruses with known signatures.

Thefollowing screenshot represents a custom service object that uses the capabilities of the string module.
Command-line options specific for this module are in the "Code String" field.

Note

Note: The code specified in the custom service object isused literally; no validation is done either
by the Firewall Builder GUI or the policy compilers.

Figure5.124.

%3 Custom Service

) Comment:
Name: string
Matches a string in a whole packet, works in iptables and
Platform: iptables % | requires patch-o-matic.

For more information look for patch-o-matic on

Code String: -m string --string test_pattarn )
hittpAawww.netfilter.org/

Protocol Name: | any [

Address Family: @ IPv4 IPvE
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The Custom Service dialog provides the following controls:

Name: Thisisthe name of the object.

Platform: Thisisapull-down menu that showsalist of al firewall platform targetsavailablein Firewall
Builder.

Code String: Thisisaline of codein thetarget firewall language. (Thisisthe heart of the custom service
object.)

Protocol Name: Usethis option if you want to restrict the custom service object to aparticular protocol:
TCP, UDP, or ICMP. Default is"any". For example, if thisfield is set to "tcp", then policy compiler for
iptables generates command with parameter "-p tcp" and then inserts code defined in the " Code String"
field of the custom service object.

Address Family: Specify IPv4 or IPv6. Policy compilers use information about address family to prop-
erly use the object while compiling IPv4 or IPv6 rule sets.

Comments: Thisis afree-style text field used for comments.

5.3.6.1. Using Custom Service Object in Rules

The following example uses iptables module "recent". Quoting from the iptables manual, this module
"alows you to dynamically create alist of IP addresses and then match against that list in afew different
ways'. We can use this module to throttle brute-force ssh scanning attacks where an attacker repeatedly
connects to the ssh daemon trying to guess login name and password. The full explanation of how to use
the custom service object in combination with swatch script on Linux to stop these attacks can be found
in the Firewall Builder Cookbook (Chapter 14). Here we focus only on the Custom Service object and
iptables rules that can be obtained with it.

Figure 5.125.

?.-5:3 Custom Service

Name: ssh with throttling S
Platform: iptables =

Code String: -dport 22 -m recent —-set

Protocol Name: | tcp w

Address Family: @ IPv4 IPvE

The code string defined in this object is"--dport 22 -m recent --set”. This matches port 22 (ssh), activates
the module and adds source address of the packet to the default list maintained by the module.

The second custom service object also matches port 22 and checks if the addressis already on thelist and
was seen during the past one minute twice:
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Figure 5.126.

?.-5:3 Custom Service

Name: ssh throttled to 2 per min S
Platform: iptables =

Code String: -dport 22 -m recent --rcheck --seconds 60 --hitcount 2

Protocol Name: | tcp w

Address Family: @ IPv4 IPvE

Note that our goal isto match protocol SSH (tcp port 22) and at the same time activate iptables module
"recent” and add some parameters for it. Both are done by means of a service object in Firewall Builder;
however placing two service objects in the "Service" field of arule joinsthem by alogical OR operation.
That is, if we were to put TCP service object "ssh" and custom service object that defines parameter for
module "recent” in the "Service" field of the same rule, we would end up with two iptables commands,
one matching tcp port 22 and another trying to use module "recent”. Since we need to match both in the
samerule, we have to add "--dport 22" to the code defined in the custom service object.

Now, the rules using these objects:

Figure5.127.
Source Destination Service Interface  Direction Action Time Options
0 Any Etwe Ossh throttled to 2 permin - All * Inbound | @ Deny Any =
1 any Erwe  @0schwith throttiing Al ®inbound ¥ Accept  any
Here are the iptables commands generated for these two rules:
# Rule O (gl obal)
#
$I PTABLES -N I n_RULE_O
$I PTABLES -A INPUT -i + -p tcp -mtcp --dport 22\
-mrecent --rcheck --seconds 60 --hitcount 2 -j In_RULE O
$I PTABLES - A I n_RULE_O -] LOG --log-level info --log-prefix "RULE O -- DENY "
$I PTABLES -A In_RULE_ 0O -j DROP
#
# Rule 1 (gl obal)
#
$I PTABLES -A INPUT -i + -p tcp -mtcp --dport 22 -mrecent --set \
-mstate --state NEW -j ACCEPT
#

First, we match port 22 and check if we have seen this source address during the past minute at least
2 times. If yes, module "recent” returns a match and the packet matches the first iptables rule. Iptables
passes control to therulesin chain "In_RULE_0" where the packet is logged and dropped. If the packet
does not match the conditions set for the module "recent"”, it does not match thefirst iptables rule and will
be inspected by the next one (generated for the original rule #1). If this is the opening packet of a new
session, it matches state "NEW" and will be permitted. Since module "recent" was also called in thisrule,
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the source address of the packet was added to the internal table of the module "recent" so it can be used
in the previous iptablesrule.

The custom service object alows you to inject arbitrary strings into the generated firewall configuration
in the place where port matching normally occurs. Another featurein Firewall Builder that also alowsfor
insertion of a code in the generated code is the custom action feature. The combination of custom service
with custom action provides for avery flexible system where you can compose pretty much any required
configuration lineif it is not otherwise supported by the standard means. Suppose instead of just dropping
SSH scan connections coming to our system, we want to slow them down, thus tying up the attacker's
resources. Iptables hasatarget just for that called TARPIT. Thistarget is specific for iptables and does not
exist on the other firewalls supported by Firewall Builder and there is no standard action for it. You can
use the custom action mechanism to generate an iptables command with thistarget. In the rule, the action
initisset to"Custom Action". Double-clicking the action in the rule opens a dialog with its parameters (if
any). The custom action object has one parameter: afree-form string where you enter the code you want
to appear in the generated command:

Figure 5.128.
Source Destination Service Interface  Direction Action Time Options
= & s e ) oy
o Any t‘.'°ssh throttled to 2 permin = All “Inbound  %"Custom  TARPIT  any #
r & -
1 Any t‘.'°ssh with throttling All ©Inbound o Accept Any

Y 2/
U,—’Customfwz 0

Custom string:

-] TARPIT

Here is what we now get when we compile this policy for iptables:

#

# Rule O (gl obal)

#

$I PTABLES - N I n_RULE_O

$I PTABLES -A INPUT -i + -p tcp -mtcp --dport 22 \
-mrecent --rcheck --seconds 60 --hitcount 2 -j In_RULE O

$I PTABLES - A I n_RULE_O -j LOG --log-level info --log-prefix "RULE 0 -- CUSTOM "

$I PTABLES -A In_RULE 0 -j TARPIT

#

# Rule 1 (gl obal)

#

$I PTABLES -A INPUT -i + -p tcp -mtcp --dport 22 -mrecent --set \
-mstate --state NEW -j ACCEPT

#

Now the first rule ends up sending the packet to the "TARPIT" target rather than to "DROP", which is
what we wanted.

5.4. Time Interval Objects

Timeinterval objects allow you to create arule that only matches during certain periods of time, such as
on weekend days, during work hours, or other periods. Time intervals operate based on the time as known
by the firewall device.
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Figure 5.129. Time Interval Dialog

'.Lli'. -
_H_D-Time Interval

c |
Name:| Winter Break 2009 v| Startdate: 12/19/2000 | ommer

ime:| 121 [+
Starttime:| 12:00 AM [~

v| Enddate: |1/4/2010 -

End time: |[12:00 AM

v Mon v Tue v Wed |v| Thu v Fri || Sat v Sun

Apply Close

Time intervals can be certain days of the week (only on Mondays, for example), only certain times, and/
or only during a certain range of dates. Y ou can combine these options to create an object that represents,
for example, Tuesday afternoons from 1 to 3 PM during March of 2011.

Name:

Thisis the name of the object.
Start date checkbox:

Indicatesthat thetimeinterval hasastarting date. If thisisnot checked, the Start datefield isinaccessible
and is not included in the object.

Start date:

Indicates the day the time interval will start.
Start time:

Indicatesthe beginning of thedaily interval. Only appliesto days after Start date (if specified) and before
End date (if specified) and on indicated days of the week. For example, if Sunday is not checked, then
the time interval does not apply on Sundays.

End date checkbox:

Indicatesthat thetimeinterval hasan ending date. If thisisnot checked, the End datefield isinaccessible
and is not included in the object.

End date:

Indicates the day the time interval will end.
End time:

Indicates the end of the daily interval. Only appliesto days after Start date (if specified) and before End
date (if specified) and on indicated days of the week. For example, if Sunday is not checked, then the
time interval does not apply on Sundays.

Mon, Tue, Wed, Thu, Fri, Sat, Sun

Indicates on which days of the week the time interval should be applicable. For example, if Mon is
checked and Tue is not, then the time interval object will apply to Mondays, but not Tuesdays.

Comments:

Thisisafree-style text field used for comments.
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In Figure 5.129, the object would be valid from the beginning of Dec. 19, 2009 and end the beginning of
Jan. 4, 2010. This might correspond, for example, to a "winter break" at some institution when access to
some networks could be restricted.

Another possibility isto limit recreational activities to non-work hours.

Figure 5.130. Time Interval Rule Example

Source Destination Service Interface Direction Action Time Options  Comment
0 EEinternaI-neM{:rk Any L“quake All 'z. v gaaﬂerhours «’E]
8})\#&9 kends

In thisrule, the "quake" protocoal is alowed from the internal network after hours and during weekends.
Otherwise, thefinal "deny al" rulein the rule set would prevent it during other times (during work hours).

5.5. Object Keywords

Keywords can be added to all object types and help you quickly find and organize the objects in your
object tree. To set the keywords for an individual object open the object for editing and then click on the
Keywords button in the lower right corner of the Editor panel.

For an example of how you could use Keywords, let's assume that you have two datacenters, onein New
York (NY) and one in London (LON). For objects that represent items in the datacenter you could add
akeyword, called "datacenter", to each of the objects. Y ou could also add another keyword, for example
"trusted” or "DMZ", to identify the security zone of the object.

Figure 5.131 shows the editor panel for an object called NY Datacenter-Net-1.

Figure5.131. Datacenter Network Object

Name: INT Net-1 Enter comment here

Address: [10.30.10.0

Netmask: [255.255.255.0

Keywords... I No keywords

Click the Keywords button to set the keywords for the active object. Thiswill bring up the dialog window
shown in Figure 5.132.
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Figure 5.132. Keywords Dialog

".Vee x| Dialog

All keywords Current keywords

Add >> |

<< Remove

I

p—

ok | cancel |
4

As you can see no Keywords have been configured yet, so there are no existing keywords that can be
assigned to the object. To create a new keyword type the name of the keyword in the text box labeled
"New Keyword:".

Inthisexamplewewant to add the "datacenter” and "trusted" keywordsto the network object. Figure 5.133
shows the dialog after the keywords have been entered. Click OK to apply the keywords to the object.

Figure 5.133. Keywords Dialog After Creating Some K eywor ds

8.0 X! Dialog

All keywords Current keywords
datzcenter datacenter
trusted trusted

Add =>

<< Remove

i

New Keyword: I Create
_' oK I Cancel |

£

Note

After you apply keywords to an object the keywords will be displayed in the Editor panel next
to the Keywords button.
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What if you have a lot of objects that need to have the same keywords applied? To apply a keyword to
muliple objects at the same time select the objects in the tree, remember to use the CTRL or Shift keysto
select more than one object, right-click on the selected objects and select Keywords, then Add and then
select the keyword you want to apply. Figure 5.134 shows applying the "datacenter" keyword to multiple
Network objects.

Figure 5.134. Applying Keywordsto Multiple Objects at Once

[&s] Networks
B9 LON Net-1

o LON Net-2

B Ny Net-1

[& Services Edit
| Time Duplicate ... *

Move ... k

Copy
Cut

Paste

Delete

Group

| Objects | Networks [ NY Net-1 = -
- Remave *
o
Name: NY  Unlock trusted

Address: [10.30.10.0

Netmask: |255.255.255.0

You can aso remove keywords from multiple objects by selecting multiple objects, right-clicking and
selecting Keywords -> Remove and then selecting the keyword that you want to remove.

After you have configured keywords for your objects you can type the keyword into the filter box at the
top of the object tree and only the objects that match that keyword, or have an object name that matches
the keyword, will be displayed.

Figure 5.135 shows the filtered view after the "datacenter” keyword has been typed into the filter box.
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Figure 5.135. Filtering Based on Keyword - datacenter

Filter: [da'..—'.u-!al:-: b4
Lihrary.| User j
Object
E ¥ User

=1 {2 Objects

E-[& Addresses
IT, LON DN5S-1
i, LON DN5-2
P NY DN5-1
i® NY DNS-2
| Networks
2 LON Net-1
5 LON Net-2
BE NY Net-1
EZ NY Net-2

Another exampleisshowninFigure5.136 whereall the objectsarebeing filtered for the "trusted" keyword.

Only objects that have had the "trusted" keyword applied will be displayed. In this example only one of
the two networks at each datacenter is considered trusted.

Figure5.136. Filtering Based on Keyword - trusted

Filter: |f|'l|‘-'|Tl'Jd ¥
L':brary.l User j
Object
= | User
EHiss] Objects
e Networks
Z¥ LON Net-1
¥ NY Net-1

5.6. Creating and Using a User-Defined Library
of Objects

The User library that comes with Firewall Builder isall you need if you are the only person administering
firewallsinyour enterprise. If you have several administrators, however, each with adifferent workstation,

then you may want to create a user library that you can distribute. That way, user-defined objects can be
created once, by one person.

Let's create and distribute a simple user-defined library. Start by selecting the New Object/New Library
option from the Object menu.
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The library pull-down menu switches to New Library. This library is empty by default except for the
standard folders.

Figure5.137. A New, Rmpty User-Defined Library

Filter:
Library: E Mew Library -
Object
4 @ New Library
Z3 Clusters
= Firewalls
b (Z5 Objects
I [E2] Services
El Time

Click the New Library icon to bring up the library dialog.

Figure5.138. Library Dialog

| ACME Library

Mame:  ACME Library

Color: —

The Library dialog has three controls: Name, Color, and Comments. Enter a new name for the library in
the Name field. (Here we are calling it ACME Library.) If you want, you can also specify a color for the
library. This helps you easily distinguish one library from another when you are working. In this case, we
have set the color to a shade of blue.

Figure5.139. ACME Library with Blue Background

Filter:

Library: [ ACME Library V]

Object

Use the normal object creation procedures to create objects in the library. Here we have created two Ad-
dress objectsthat represent web servers, ahost object with two interfaces that matches an email server and
anetwork object to match the local LAN.
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Figure 5.140. Library with User-Created Objects

Filter:

Library: [ ACME Library v]

o m

mmm

3 Mail Server

Click File/Save to save the object file.

To export the library to afile, select File/Export Library. The following dialog appears:

Figure5.141. Export Your Library

This will export a library to a file which can later be imported back into Firewall Builder
Choose libraries to be exported: @ Standard
P Deleted Objects
@ User
@ ACME Library
(]
L]
]
»
L]
| ]
L]
|
I
Make exported libraries read-only ]
| ]
"
[ ok ][ conel |
||
i |
]

If youwant to makethelibrary read-only, leave the M ake exported libraries read-only checked. Otherwise,
uncheck it.
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Click OK.

A file system Save dialog appears. Here you can specify aname and location for the file. Be sure thefile
has a .fwl file extension.

Figure 5.142. Save Dialog Box

@U" - v Favorites - | &f| ‘ h Favor o |

Organize v C=R4 (7]

47 Favorites ! Desktop Downloads
Shortcut ]a Sherteut
B Desktop 438 bytes 840 bytes

& Downloads £

= Dropbox . My Documents
= Recent Places J Shortcut l- & Shertcut
~| My Documents — 631 bytes F 394 KB

. Dropbox

4 Bl Desktop
4| Libraries
J 3 Documents
> J Music
* || Pictures

File name:  ACME Library.fwl -

Save as type: | Firewall Builder library files (*.ful) v]

“ Hide Folders l Save ] [ Cancel ]

Y ou can now move or e-mail the library to someone else.

To load alibrary, copy the file to the directory where you have Firewall Builder store your object files.
Then, select Import Library from the Firewall Builder Filemenu. (Y ou may haveto restart Firewall Builder
to get it to locate the file. Until then, the "Import Library" option may be grayed out.)

You can now use this library like any other library. Keep in mind that changes to one copy of the user-
defined library has no effect on other copies. To propagate changes, you have to redistribute the library.

5.7. Finding and Replacing Objects

Imagine you have an access policy that looks something like this:
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Figure 5.143. Policy Before the Find/Replace

Source Destination Service  Interface Direction  Actit

B guardian Any Any Bfloutside ¥ -
0 M net-192.168.1.0

¥ net-192.166.2.0
1 Any Any Any EElioopback % o
2 M net-192.168.1.0 EEguardian gissh Al b 4 v
3 E-E:_-guardian ginternalsen.rer £DNS All z. o
! Any £ guardian Any | All % -
5 Any Any ghauth | Al b4 )
6 Any gse reeran dmz Eiis mtp All '3. o
7 Bserveronamz  Binternal server E&Esmtp All b4 W
i Bserverondmz  TFnet-192.168.1.0 HEDNS Al b 4 v

Eiismtp

9 Bnet-192.168.2.0 Bnet-192.168.1.0  Any Al % @
10 Mnet-102.168.1.0  Any Any Al b4 v
11 Any Any Any All b4 -

Further, imaginethat you arereassigning al the |P addressesin 192.168.2.0/24 to be in the 192.168.3.0/24
subnet and that you need to modify the firewall rulesto match.

One way to handle this is to manually browse through every rule in your firewall, removing the .2.0
addresses where you find them and replacing them with the equivalent .3.0 addresses. Or, you could do
a Find and Replace operation.

Select Find Object from the Object menu to open the Find and Replace dialog, shown here:

Figure 5.144. Find/Replace Dialog

Find object Replace object Scope for search and replace :
[Name 2 Tree only S
[ v] Drop object here. Drop object here.

Use regular expressions Replace all Replace Replace & Find

To replace every net-192.168.2.0 object with the net-192.168.3.0 object, first create the new network ob-
ject. Then, drag (or Copy/Paste) anet-192.168.2.0 object into the Find object field and the net-192.168.3.0
object into the Replace object field. Then, set the Scope for search and replace pull-down menu to policy
of the opened firewall, as shown here:
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Figure 5.145. Objectsto Find and Replace

Find object Replace object Scope for search and replace :

E E [policyofthe opened firewall ¢]

net-192.166.2.0 net-192.166.3.0
Use regular expressions [ Replace all l [ Replace l [Fieplace & Find] [ Next l

Name

1F

net-192.168.2.0 »

Click Replace All to replace al instances.

Figure 5.146. Policy with Objects Replaced

Source Destination Service | Interface Direction = Actic

E.E:_-guardian Any Any Eeloutside & -
0 M net-192.168.1.0

M net-192.168.3.0
1 Any Any any EEloopback B &
2 B net-192.168.1.0 Sguardian dhssh Al < <
3 E.E:_-guardian ginternalsen.rer £DNS All 'z. al
4 Any Eguardian Any Al < -
5 Any Any hauth | Al < =
6 Any gsewer ondmz ﬁsmtp All 'z. al
7 gseweron dmz ginternalsen.rer ﬁsmtp All 'z. al
o Bserverondmz  P¥net-192.168.1.0 ZLDNS Al b4 v

ﬁsmtp

9 Bnet-192.168.3.0 Mlnet-192.168.1.0  Any | All < -
10 Bnet-192.1681.0 Any Any Al < <
11 Any Any Any Al < -

The Find object dialog has a number of controls you can use to constrain your searches:

Object parameter pull-down menu

Allows you to specify how you search for objects. You can search by name (usable on all objects),
address (usable on all addressabl e objects), TCP/UDP port (usable on TCP and UDP objects), Protocol
Number (usable on IP service objects) and ICMP type (usable on ICMP service objects).

Text field

Thetext field is populated automatically if you drag an object into the Find object field. Otherwise, you
can type the text in manually.

Use regular expressions

Checking the Use regular expressions checkbox causes the text field to be interpreted as a Perl regular
expression. You can only do searches based on aregular expression. Y ou cannot do replaces based on
aregular expression.

Search field

Drag an object into the field to find instances of that object.
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* Replacefield
Drag an object into the field to use it as the replacement object in a search and replace.
* Scope of search and replace

Allows you to specify whether a search or search and replace will cover just the object tree, the tree
and the policies of al firewalls in the object file, just the policies in the object file, or just the current
open policy.

e Buttons

The Next button finds the next instance of the object. It does not do a replace. Replace All replaces
al instances of the object in the given scope. Replace replaces the current instance. Replace & Find
replaces the current instance and jumps to the next one.
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Chapter 6. Network Discovery: A Quick
Way to Create Objects

One of the distinguishing features that Firewall Builder providesis support for automated object creation.
This helps populate the objects tree for large networks with lots of hosts and subnets. What might take
hours to do manually, the Discovery Druid wizard can help you do in minutes.

To start the Discovery Druid, select Tools/Discovery Druid.
The Discovery Druid supports three main methods for automated object creation:

» Reading the /etc/hosts file
» Performing network discovery using SNMP queries
 Importing the configuration of afirewall or router

Y ou choose the method on the first page of the Druid ( Figure 6.1.)

Figure6.1. Calling the Object Discovery Druid

r -

Choose discovery method used to collect information about network objects from
the list below and click 'Next' to continue.

Discovery method:
{*) Read file in hosts format

() Perfarm network discovery using SNMP

() Impaort configuration of a firewall or a router

) o - = -
<Back |( Mext> )[ Finish )( Cancel )

Just check the radio button next to the method you want to use and click Next.
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6.1. Reading the /etc/hosts file

This method imports the host records present in the standard /etc/hosts file or any other file that contain
records in the following format (this format is actually described in the manual page hosts(5)).

IP_Address host_name

The IP address must be separated from the host name with any number of spaces or tab symbols. Lines
starting with '# are considered comments and are ignored.

When you choose the import from /etc/hosts on the first page, the Druid asks you for the file path and

name on the next page. Once that information is entered, it reads the contents of that file and presents a
table of new networks (Figure 6.2).

Figure 6.2. Choosing the Filefor Import

Enter full path and file name below or click "Browse" to find it:

File in hosts format

| | [ e
hosts.txt] [ Browse... |
' “h - ©r .k

C < Back :‘I (( Mext> )( Finish |( Cancel )

r

Once you have chosen thefile, click Next to let the program read and parseit. The file should bein "/etc/
hosts" format; that is it should have an address and host name on each line, separated by any number of
white spaces. Hereis an example:
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192.2.0.1 testl
192.2.0.2 test2
10.1.1.2 serv2
10.1.1.3 serv3

Figure 6.3. Parsing a Filein Hosts For mat

"

Hosts file parsing ...

Stop

i b |
[ Save scan log to file )

Process log:

Discovery method:Read file in hosts format.
Parsing file: hosts.txt

Loading the list ...

done.

< Back Next > Finish ([ Cancel )
\—/

A

Once the program finishes importing, you can click Next to move on to the next page where you can
choose which of the addresses you want to use:
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Figure 6.4. Choosing the Addresses To Be Used

r 1

Choose objects you wish to use, then click 'Next":

servg (10.1.1.2) { == )
servd (10.1.1.3) P
testl (192.2.0.1) ==

test? (192.2.0.2)

" F Y ( ilter )
L Filter ... » ] 4 Remave Filter ’,

i N Y s Ay 4 Y
L Select All » ] 4 Unselect All 9 L Select All I¢ Unselect All )
< Back MNext = Finish | ( Cancel )

A

Y ou can select any number of addressesin the left panel and use buttons "-->" and "<--" to add or remove
them to the panel on the right. The "Select All" and "Unselect All" buttons help to work with large lists
of addresses.

138



Network Discovery: A
Quick Way to Create Objects

Figure 6.5. Choosing the Addresses To Be Used

"

Choose objects you wish to use, then click 'Next":

serv? (10.1.1.2)
servd (10.1.1.3)

testl (192.2.0.1)
test2 (192.2.0.2)

C Filter ... ) ( Remove Filter j
(" Select All ) [ Unselect All )

serv? (10.1.1.2)
servd (10.1.1.3)
testl (192.2.0.1)
test2 (192.2.0.2)

(" Select All ) ( Unselect All )

( <Back )

Y

) M 'i Finish ::' ( Cancel j

Choose the object library where new address objects should be created on the next page:
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Figure 6.6. Choosing the Object Library

r

Select target library

@ User j

i Y =P (oot %
L=< Back j.I': Next = } inish ) [ Cancel )

Once you click Finish, object are created and shown in the tree:
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Figure 6.7. New Address Objectsinthe Tree

Object
& Clusters 0 objects
[ Firewalls 0 objects
v [ Objects 7 objects
=] Address Ranges 0 objects
(0] Address Tables 0 objects
v [ Addresses 4 objects
I7, serv2 10.1.1.2
it, serv3 10.1.1.3
e, testl 192.2.0.1
I0, test2 192.2.0.2
1] DNS Names 0 objects
(=] Groups 0 objects
& Hosts 0 objects
2] Networks 0 objects
» [E Services B objects
= Time 0 objects

6.2. Network Discovery

Another powerful way to find addresses of subnets and hosts on the network isto use the SNMP crawler.
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Figure 6.8. Initial Parametersfor the Network Discovery Program

8o 4

This discovery method scans networks looking for hosts or gateways responding to
SMMP gueries. It pulls host's ARP table and uses all the entries found in it to create
objects. Scan starts from the host called "seed". Enter "seed" host name or address
below:

'Seed’ host

10.3.14.202|
Address verified

The scanner process can be confined to a certain netwaork, so it won't discover hosts
on adjacent networks. If you leave these fields blank, scanner will visit all networks it
can find:

Confine scan to this network:

Address: 10.3.14.0

Metmask: 255.255.255.0

"f_ < Back \""f Next = “" Cancel .

The Network Discovery program (sometimes referred to as the "Network Crawler") needs a host from
which to start. Thishost is called the "seed host"; you enter it in the first page of the Druid ( Figure 6.8).

The crawler implements the following algorithm (thisis a somewhat simplified explanation):

First, it runs several SNMP queries against the seed host trying to collect the list of its interfaces and its
ARP and routing tables. This host is then added to the table of discovered network objects, together with
the host's interfaces, their addresses and netmasks, and the host's "sysinfo" parameters. Then the crawler
analyses the routing table of that host; this allows it to discover the networks and subnets, which in turn
are also added to the list of discovered objects. Then it analyses the ARP table, which holds MAC and IP
addresses of neighboring hosts. It takes one host at a time from this table and repeats the same algorithm,
using the new host as a seed host. When it pulls an ARP table from the next host, it discards entries that

142



Network Discovery: A
Quick Way to Create Objects

describe objects it already knows about. However, if it finds new entries, it tries them as well and thus
travels further down the network. Eventually, it will visit every host on all subnets on the network.

Thisagorithm relies on hosts answering SNMP queries. If the very first host (the "seed" host) does not run
an SNMP agent, the crawler will stop on the first run of its algorithm and won't find anything. Therefore,
it is important to use a host which does run an SNMP agent as a "seed" host. Even if most of the hosts
on the network do not run SNMP agents, but a few do, the crawler will most likely find all of them. This
happens because it discovers objects when it reads the ARP tables from the host which answers; so even
if discovered hosts do not answer to SNMP queries, the crawler can discover them.

One of the ways to limit the scope of the network that the crawler visitsisto use the "Confine scan to the
network" parameter. Y ou need to enter both a network address and a netmask; the crawler will then check
if the hosts it discovers belong to this network and if they do not, discard them.
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Figure 6.9. Parametersfor Network Discovery: Page 1

®00 a

The scanner process can repeat its algorithm recursively using each new host it
finds as a new "seed". This allows it to find as many objects on your network as
possible. On the other hand, it takes more time and may find some objects you do
not really need. You can turn recursive scanning on below:

Eﬂun network scan recursively

The scanner process can find nodes beyond the boundaries of your network by
following point-to-point links connecting it to the Internet or other parts of WAN.

E[ Follow point-to-point links

The scanner process can distinguish virtual IP addresses created on hosts as static
"published" ARP entries or as secondary addresses on interfaces.

E‘Include virtual addresses

Analysis of ARP table vields IP addresses for hosts on yvour network. In arder to
determine their names, scanner can run reverse name lookup queries using your
name servers (DNS):

E[Run reverse name lookup DNS queries to determine host names

fr_«:BackT‘ff_Next}?‘ Finish ~ Cancel

A
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Figure 6.10. Parametersfor Network Discovery: Page 2
s JoNe 4
Enter parameters for SNMP and DNS reverse lookup queries below. (If unsure, just

leave default values):
SNMP query parameters:

SNMP 'read' community string: | public

number of retries: 1

[4 ¥ [4¥

timeout (sec): 2

Cancel

’f.qBack_\"’f_Next}_\‘

e

Thereare afew settingsthat affect the crawler's algorithm (see Figure 6.9 and Figure 6.10). Hereisthelist:

* Run network scan recursively

As was described above, the crawler starts with the "seed" host and then repeats its algorithm using
every discovered host as anew "seed". If this option is turned OFF, then the crawler runsits algorithm

only once and stops.
 Follow point-to-point links

If afirewall or router has a point-to-point interface (for example, PPP interface), then the crawler can
automatically calculate the IP address of the other side of this interface. It then continues the discov-
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ery process by querying a router on the other side. Very often, the point-to-point link connects the
organization's network to an | SP and you are not really interested in collecting data about your ISP net-
work. By default, the crawler does not cross point-to-point links, but this option, if activated, permitsit.

* Include virtual addresses

Sometimes serversor routers have more than one | P address assigned to the sameinterface. If thisoption
isturned on, the crawler "discovers' these virtual addresses and triesto create objects for them.

* Run reverse name lookup queriesto determine host names

If ahost discovered by the crawler answersto SNMP queries, it report its name, which the crawler uses
to create an object in Firewall Builder. However, if the host does not answer the query, the crawler
cannot determine its name and only knows its IP address. The crawler can use DNS to back-resolve
such addresses and determine host names if this option is turned ON.

e SNMP (and DNS) query parameters

You must specify the SNMP "read" community string to be used for SNMP queries. You can also
specify the number of retriesand atimeout for the query. (The number of retries and timeout parameters
also apply to DNS and reverse DNS queries.)

Once al parameters are entered, the crawler actually gets to work, which may take a while. Depending
on the size of the network and such parameters as the SNMP timeout value, scanning may take minutes
or even hours. The progress of the scanner can be monitored on the page in the Druid (Figure 6.11) and
(Figure 6.12). You can always stop the crawler using the "Stop network scan” button. Data does not get
lost if you do this as the Druid will use whatever objects the crawler discovered before you stopped it.

146



Network Discovery: A
Quick Way to Create Objects

Figure6.11. The SNMP Crawler Status

n0o a

Network discovery using SNMP ...

““““““( Stop

Save scan log to file

Process log:

Collecting data ...
SHNMPCrawler started at Sat May 2 22:30:12 2009
. Seed host: 10.3.14.202

Processing 10.3.14.202

ARP table

Walking atNetAddress table...

Walking atPhysAddress table...

Learned: 10.3.14.10 at 00:13:72:3A:20:42
Learned: 10.3.14.102 at 00:16:CB:AB:3C:A3
Learned: 10.3.14.16 at 00:1F:F3:C9:1A:7F
Learned: 10.3.14.181 at 00:0E:35:01:83:F8
Learned: 10.3.14.30 at 00:1F:5B:F8:ED:30
Learned: 10.3.14.42 at 00:13:72:3A:20:42
Learned: 10.3.14.43 at 00:40:63:E4:ED:5F
Learned: 10.3.14.44 at 00:1D:09:88:8E:94
Learned: 10.3.14.52 at 00:0C:29:63:8C:E2
Learned: 10.3.14.55 at 00:0C:29:9E:BD:32
Learned: 98.207.236.1 at 00:01:5C:22:88:81
Done fetching ARP table

Cot 11 entries

Adding 10 hosts to gueue

Skipping 1 hosts as duplicate, excluded or virtual
Cetting IPv4 addresses.

interface #9: 10.3.14.202

interface #1: 127.0.0.1

interface #8: &7 " il

WU W [P PR n—— . . W UL T Tl B Tata |

< Back Next = Finish
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Figure 6.12. The SNMP Crawler Status (More)

.00 4
Network discovery using SNMP ...

Stop

"f Save scan log to file “‘

Process log:

BN R TR AR FUERE RLARSEA D EAAEI ] Lafad TaoFof o o EMETID A P F IRl AEWETIE AN By SRR L

Timeout

Processing 10.3.14.102

ARP table

Walking atNetAddress table...
Processing 10.3.14.102

ARP table

Walking atNetAddress table...

Processing 10.3.14.181

ARP table

Walking atNetAddress table...

Processing 10.3.14.181

ARP table

Timeout

SNMPCrawler - done at Sat May 2 22:30:50 2009

Background process has finished
Background process has finished
Background process has finished
Background process has finished
Background process has finished
Background process has finished
Background process has finished

10.3.14.55 : 10.3.14.55
10.3.14.102 : 10.3.14.102
10.3.14.181 : 10.3.14.181 v

- [ { Cancel
< Back Finish ~ Cancel

i

The "Save scan log to file" button saves the content of the progress window to atext file and is mostly
used for troubleshooting and bug reports related to the crawler.

If the crawler succeeded and was able to collect information it needed to create objects, you can switch
to the next page where you choose and create objects.
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Figure 6.13. Creating Networ ks Using Gathered Information
o0 4

These are the networks found by the scanner process. Choose the ones you wish to
use from the list below, then click 'Next':

10.3.14.0/255.255.255.0 =
201:470:1F4:590:: /64 (—\
feB0:: /64 ==
fe80::a3:e2c

f- Filter ... \""f Remove Filter N"
(" Select All ) ( Unselect All ) (" Select All ) ( Unselect All )

{ A P
< Back Next = Finish Cancel

A

This part of the Druid is the same for all discovery methods.

The left column shows the networks that were discovered. The right column shows the network objects
that will be created. To start with, the right column is empty.

This page of the Druid also has the following buttons:
» Select All

Selects all records in the column.
» Unsdlect All
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Deselects all records in the column.
o Filter

Brings up afilter dialog. Filtering helps manage long lists of objects.
» Remove Filter

Removes the currently applied filter and shows all records in the table.

The Druid can filter records in the table either by their address, by their name, or by both. To filter by
address enter part of it in the "Address' field. The program compares the text entered in the filter dialog
with an address in the table and shows only those records whose address starts with the text of the filter.
For example, to only filter out hosts with addresses on the net 10.3.14.0 we could use the filter "10.3.14".
Likewise, to remove hosts "bear" and "beaver" (addresses 10.3.14.50 and 10.3.14.74) we could use the
filter "10.3.14.6". Note that the filter string does not contain any wildcard symbols like "*". The filter
shows only records that have addresses which literally match the filter string.

Filtering by the object name uses the POSIX regular expressions syntax described in the manual page
regex(7). For example, to find al records whose names start with "f" we could use the regular expression
"', The"~" symbol matchesthe beginning of the string, so thisregular expression matches any name that
starts with "f". To find al names that end with "somedomain.com"”, we could use the regular expression
" *somedomain.com$"

Once you have reviewed the discovered networks, decide which ones you want to turn into Network
objects. Then, copy those networks to the right column.

To populate the right column with objects, select the networks you want, then click the right arrow (-->)
to put them in the right column.
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Figure 6.14. Creating Networ ks Using Gathered I nformation (more)

®00 a

These are the networks found by the scanner process. Choose the ones you wish to
use from the list below, then click 'Next':

10.3.14.0/255.255.255.0 L == 10.3.14.0/255.255.255.0
201:470:1f4:590:: /64 ) : 201:470:1f4:590::/64
feB0:: /64 == ) fe80:/64

fe80::a3e2c fe80:a3:e2c

f: Filter ... “1!': Remove Filrerj]
(" Select All ) ( Unselect All ) (" Select All ) (" Unselect All )

< Back Next > ) [ Finish

Lo

A

Click Next. The discovered hosts list displays:
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Figure 6.15. Creating Hosts Using Gathered Information

00 4
Choose objects you wish to use, then click 'Next":
10.3.14.102 (10.3.14.102) =D
10.3.14.181 (10.3.14.181) —_—
L\ ==

10.3.14.52 (10.3.14.52)
10.3.14.55 (10.3.14.55)
ace.vk.crocodile.org (10.3.14.42)
baby.vk.crocodile.org (10.3.14.10)
beaver.vk.crocodile.org (10.3.14.40
capsule (10.3.14.16)

crash (10.3.14.44)
neo.vk.crocodile.org (10.3.14.43)
sveasoft (10.3.14.202)
tower.vik.crocodile.org (10.3.14.30)

<€ 3>

Ir Filter ... \Hr Remove Filrer:]
( Select All ) (" Unselect All ) (" Select All ) (" Unselect All )

[:<Back:][:Next>j] Finish

e

Again, populate the right column with the objects you want to create:
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Figure 6.16. Creating Hosts Using Gathered Information (More)

00 4
Choose objects you wish to use, then click 'Next":
10.3.14.102 (10.3.14.102) L == 10.3.14.102 (10.3.14.102)
10.3.14.181 (10.3.14.181) —_— 10.3.14.181 (10.3.14.181)
=

10.3.14.52 (10.3.14.52)
10.3.14.55 (10.3.14.55)
ace.vk.crocodile.org (10.3.14.42)
baby.vk.crocodile.org (10.3.14.10)
beaver.vk.crocodile.org (10.3.14.40
capsule (10.3.14.16)

crash (10.3.14.44)
neo.vk.crocodile.org (10.3.14.43)
sveasoft (10.3.14.202)
tower.vk.crocodile.org (10.3.14.30)

<€ 3>

|r Filter ... “Hr Remove Filrerj]
(" Select All ) ( Unselect All )

10.3.14.52 (10.3.14.52)
10.3.14.55 (10.3.14.55)
ace.vk.crocodile.org (10.3.14.42)
baby.vk.crocodile.org (10.3.14.10
beaver.wk.crocodile.org (10.3.14.4
capsule (10.3.14.16)

crash (10.3.14.44)
neo.vk.crocodile.org (10.3.14.43)
sveasoft (10.3.14.202)
tower.vic.crocodile.org (10.3.14.30

« € - >

( Select All Wff Unselect All )

I'f < Back \Hf Next > “1

Finish

A

Click Next. The final object list displays:
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Figure6.17. List of Objects

n0o a

Here you can change type of the objects to be created for each address discovered by
the scanner. By default, an "Address" object is created for the host with just one
interface with single IP address and "Host" object is created for the host with multiple
interfaces, however you can change their types on this page.

Ohject Interfaces | Type
10.3.14.102 (10.3.14.102) IPv4
10.3.14.181(10.3.14.181) IPv4
10.3.14.52 (10.3.14.52) IPv4
10.3.14.55 (10.3.14.55) IPv4
ace.vk.crocodile.org (10.3.14.42) IPv4
baby.vk.crocodile.org (10.3.14.10) P4
beaver.vk.crocodile.org (10.3.14.40) IPvd
capsule (10.3.14.16) 5 Haost
crash (10.3.14.44) 4 Host
neo.vk.crocodile.org (10.3.14.43) IPv4
sveasoft (10.3.14.202) 9 Host
tower.vk.crocodile.org (10.3.14.30) IPv4

Change type of selected objects:

f- Filter ... \""f Remove Filter \"
(" Select All ) ( Unselect All )

'f Address \‘"f Haost \r Firewall \‘

"f_«L:Beuclc?“'f_Next:»_“1 Finish

i

Here you can specify which type of object will be created for each discovered item: address, host, or
firewall. Here, we are changing the object "sveasoft (10.3.14.202)" from ahost to afirewall:
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Figure 6.18. Specify Type of Object

u

Here you can change type of the objects to be created for each address discovered by
the scanner. By default, an "Address" object is created for the host with just one
interface with single IP address and "Host" object is created for the host with multiple
interfaces, however you can change their types on this page.

| Object | Interfaces  Type |
10.3.14.102 (10.3.14.102) IPv4
10.3.14.181 (10.3.14.181) IPv4
10.3.14.52 (10.3.14.52) IPva
10.3.14.55(10.3.14.55) IPv4
ace.vk.crocodile.org (10.3.14.42) IPva
baby.vk.crocodile.org (10.3.14.10) |Pva
beaver.vk.crocodile.org (10.3.14.40) IPvd
capsule (10.3.14.16) 5 Host
crash (10.3.14.44) 4 Host
neo.vk.crocodile.org (10.3.14.43) IPva

| sveasoft (10.3.14.202) 9 Firewall
tower.vk.crocodile.org (10.3.14.30) IPva

Change type of selected objects:

( Address )[ Host )( Firewall )

( Filter ... j( Remove Filter :j
( Select All ) (" Unselect All )

( < Back )E MNext = 3 (" Finish ) ( Cancel )
p

Click Next. The target library control appears:
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Figure6.19. Target Library

00 3
Select target library
it User j
"r_ < Back x‘f Next = “’,1 Finish Cancel

A

Here you can specify which library the objects will appear in. Normally this would be User, unless you
have created a user-defined library. Click Next.

The wizard finishes processing, and your new objects appear in your library:
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Figure 6.20. Target Library

< | B kgt User T]

¥ & User
¥ [ Firewalls
v L sveasoft
br( ( ext)
lo { ext)
vlanl { ext)
B Policy
B NAT
™ Routing
v [ Objects
[ Address Ranges
[ Address Tables
¥ [ Addresses
iP 10.3.14.102
P 10.3.14.181
IP 10.3.14.52
IP 10.3.14.55
IP ace.vk.crocodile.org
IP baby.vk.crocodile.org
IP beaver.vk.crocodile...
IP neo.vk.crocodile.org
iP tower.vk.crocodile....
[ DNS Names
@ Groups
» [ Hosts
» [ Networks
b [ Services
[@ Time

Yy
HEE

6.3. Importing Existing Firewall Configurations
Into Firewall Builder

Existing firewall configurations can be imported into Firewall Builder using the Import Firewall wizard.
Import is supported for the following platforms.

* iptables

» Cisco |OS router access-lists
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e Cisco ASA / Cisco PIX (requires Firewall Builder V4.2 or greater)
« PF
6.3.1. Importing Existing Firewall Configurations

To start the Import Firewall wizard select the File -> Import Firewall menu item. Thislaunchesthewizard
as shown in Figure 6.21.

Figure6.21. Main Import Firewall Wizard

Import Firewall Configuration

Enter file name to import

File name: | ( Browse... )

Palicy import tries to parse given configuration file and preserve its legic as close as possible. However,
wery often target firewall configuration allows for more commands, options and their combinations than
importer can understand. Rules that importer could not parse exactly are colored red in the rule sets it
creates. Always inspect firewall policy created by the importer and compare it with the original. Manual
changes and corrections may be required. Comments in the rules that could not be parsed show
fragments of the original configuration parser did not understand.

P S
Cancel

To start theimport process, usethe Browse function to select thefilethat containsthefirewall configuration
that you want to import.

Note

iptables

The configuration file format must be in the iptables-save format. For example, run the "ipta-
bles-save > myfirewall.conf" command on the firewall you want to import, transfer that file to
the system running the Firewall Builder application and select thisfile in the import wizard.

Cisco IOS router access-lists

Cisco 10S router access-lists must be in the format displayed when the "show run" command is
executed. Copy the output from the "show run" command to a file on the system that Firewall
Builder is running on.
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Cisco ASA / Cisco PIX

PF

Cisco ASA and Cisco PIX configurations must be in the format displayed when the "show run"
command is executed. Copy the output from the "show run" command to afile an the system that

Firewall Builder is running on.

PF configurations must bein asingle pf.conf configuration file, Firewall Builder does not support
anchors with external files. All configurations must make use of the "quick" keyword. For more

information see Section 6.3.3.

After you have selected the configuration file to import click on the Continue button.

Firewall Builder will automatically detect the type of configuration file that is being imported and will

display apreview of the filein the window.

Figure 6.22. Import Firewall Wizard - Configuration Preview

Import Firewall Configuration

Firewall Builder will import all the rules defined in the iptables configuration. Discovered IP networks
and IP addresses used in the iptables rules will automatically have objects created in the object tree.

Each user defined chain will be created as its own Policy object in Firewall Builder.
The import process will also attempt to detect interface names and IP addresses based on -i and -0

parameters in the configuration, but you may have to update the firewall object with additional
interface information like IP addresses.

Firewall Platform: iptables

Click the Continue button. On the next page, shown in Figure 6.23, enter a name for the firewall object

that will be created.

# Generated by iptables-save v1.3.5 on Tue Jun 29 15:15:01 2010 M
“nat |
‘PREROUTING ACCEFT [51:7640] |
‘POSTROUTING ACCEPT [4:545) |
{OUTPUT ACCEPT [3:429] |
-A POSTROUTING -5 192.168.122.0/255.255.255.0 -j MASQUERADE |
COMMIT |
# Completed on Tue Jun 29 15:15:01 2010 |
# Generated by iptables-save v1.3.5 on Tue Jun 29 15:15:01 2010 |
“filter |
AINPUT ACCEPT [0:0] |
FORWARD ACCEPT [0:0] |
QUTPUT ACCEPT [735:80134] |
‘RH=Firewall=1=INPUT = [0:0] |
=& INPUT =i virbr0 =p udp =m udp - -dport 53 -j ACCEPT |
-A INPUT =i virbrD -p tcp -m tcp --dport 53 -j ACCEPT |
=A INPUT -i virbrD -p udp -m udp - -dport 67 -j ACCEPT !
=A INPUT =i virbrd -p tcp -m tcp --dport 67 -j ACCEPT

A INPUT =j RH=Firewall-1-INPUT

=A FORWARD -d 192.168.122.0/255.255.255.0 =0 virbrD =m state ==state RELATED ESTABLISHED =
j ACCEPT

-A FORWARD -5 192.168.122.0/255.255.255.0 -i wirbr0 -j ACCEPT

-A FORWARD -i virbrD -o virbr) -j ACCEPT

-A FORWARD -0 virbr0 -j REJECT -- reject-with icmp- port-unreac hable

A FORWARD -i virbr0 -j REJECT --reject-with icmp- pert-unreachable 3
-A FORWARD -j RH-Firewall- 1-INPUT =

’ Go Back \ ’ Continue ) "_Cantel \
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Figure 6.23. Import Firewall Wizard - Set Firewall Name

Import Firewall Configuration

Enter firewall object name

Firewall object name: |my_firewall|

The program can use objects that already exist in the "Standard Objects” library and user defined
libraries to represent addresses and services found in the configuration being imported. This helps
avoid duplicate objects.

™ Find and use existing objects

( GoBack ) ([ Commit ) ( Cancel )

Note

By default, the option to "Find and use existing objects’ is enabled. When this option is enabled
Firewall Builder will attempt to match elementsin in the firewall's configuration file with objects
that arealready configured in the Firewall Builder object tree. Thisincludesboth Standard Library
objects and objects the user has created.

For example, if animported firewall configuration file has an object or rulethat uses TCP port 22,
SSH, Firewall Builder will match that to the pre-existing Standard ssh object instead of creating
anew TCP service object.

After entering the firewall object name, click Commit. Firewall Builder will show a log of the import
process and will include any warning messagesin blue colored text and any error messagesin red colored
text.
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Figure 6.24. Import Firewall Wizard - Import Process L og

Import Firewall Configuration

Process log:

Ruleset: nat / PREROUTING

Default action: Accept |
Ruleset: nat | POSTROUTING

Default action: Accept

Ruleset: nat [ OUTPUT

Default action: Accept

Ruleset: filter / INPUT

Default action: Accept

Ruleset; filter | FORWARD

Default action: Accept

Ruleset: filter /| QUTPUT

Default action: Accept

Ruleset: filter / RH-Firewall-1-INPUT |
Default action: Deny

New interface: virbrQ

Warning: Line 20: Rule matches states ‘RELATED,ESTABLISHED'. Consider using automatic rule
controlled by the checkbox in the firewall settings dialog. Automatic rule matches in all
standard chains which may be different from the original imported configuration. This
requires manual checking.

Created branch Policy_wirbrl

Warning: Line 22: Creating branch ruleset ‘Policy_virbr0® to match inbound and outbound
interfaces -i virbro -o virbro

New interface: lo

Warning: Line 33: Rule matches states "RELATED,ESTABLISHEDY. Consider using automatic rule
controlled by the checkbox in the firewall settings dialog. Automatic rule matches in all
standard chains which may be different from the original imported configuration. This
requires manual checking.

Warning: Line 12: Added rule to reproduce default policy ACCEPT in filter/FORWARD
Warning: Line 11: Added rule to reproduce default policy ACCEPT in filter/INPUT

Warning: Line 13: Added rule to reproduce default policy ACCEPT in filter/OQUTPUT

(" save scan log to file ) Errors: 0 Warnings: &

' > f - B
Done ) Cancel )

Depending on the platform, thiswill either bethefinal step of thewizard or the user will be guided through
platform specific configuration activities.

Cisco ASA/PIXIFWSM

Note
Firewall Builder will not properly import objects whose names start with a number instead of a

letter. For example, an object group with the name "10-net” will not be imported, but the object
group with the name "net-10" will be imported.

6.3.2. iptables Import Example

For this example we are going to import a very basic iptables configuration from a firewall that matches
the diagram in Figure 6.25.
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Figure 6.25. Firewall Example

Internet
Router

linux-1 ‘ 1

Internal

Network

Firewall Builder imports iptables configs in the format of iptables-save. Script iptables-save is part of
the standard iptablesinstall and should be present on all Linux distribution. Usually this script isinstalled
in/sbin/.

When you run this script, it dumps the current iptables configuration to stdout. It reads iptables rules
directly form the kernel rather than from somefile, so what it dumpsiswhat is really working right now.
To import thisinto Firewall Builder, run the script to save the configuration to afile:

i pt abl es-save > |inux-1. conf

Asyou can seein the output below, the linux-1.conf iptables configuration is very simple with only afew
filter rules and one nat rule.

# Conpl eted on Mon Apr 11 21:23:33 2011

# Generated by iptables-save vli.4.4 on Mon Apr 11 21:23:33 2011
*filter

: I NPUT DROP [ 145: 17050]

: FORWARD DROCP [ 0: 0]

: QUTPUT DROP [ 1724: 72408]

: LOGDROP - [0:0]

-A INPUT -m state --state RELATED, ESTABLI SHED -j ACCEPT

-A INPUT -i ethl -s 10.10.10.0/24 -d 10.10.10.1/32 -p tcp -mtcp --dport 22 -mstate --s
-A FORWARD -m state --state RELATED, ESTABLI SHED -j ACCEPT

-A FORWARD -0 ethO -s 10.10.10.0/24 -p tcp -mtcp --dport 80 -mstate --state NEW-j ACC
-A FORWARD -0 ethO -s 10.10.10.0/24 -p tcp -mtcp --dport 443 -mstate --state NEW-j AC
-A FORWARD -j LOGDRCP

-A LOGDROP -j LOG

-A LOGDROP -j DROP

COW T

# Conpl eted on Mon Apr 11 21:23:33 2011

# Generated by iptables-save vli.4.4 on Mon Apr 11 21:23:33 2011
*nat

: PREROUTI NG ACCEPT [ 165114: 22904965]

: QUTPUT ACCEPT [ 20: 1160]

: POSTROUTI NG ACCEPT [ 20: 1160]

-A POSTROQUTI NG -s 10.10.10.0/24 -0 ethO -j
COW T

# Conpl eted on Mon Apr 11 21:23:33 2011

MASQUERADE

ate NEW -j

EPT
CEPT

If you are running Firewall Builder on a different system than the one that is running iptables copy
I i nux-1. conf from thefirewall to the system where Firewall Builder is running.
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Launch the Import wizard by selecting the File -> Import Firewall menu item.

Click Browsetofind | i nux- 1. conf.

Figure 6.26. Select File containing iptables-save data

Impart Firewall Configuration

Enter file name to import

File name: | jtmplfiptables-configs /linux-L.conf (" Browse... )

Policy import tries to parse given configuration file and preserve its logic as close as possible. However,
wery often target firewall configuration allows for more commands, options and their combinations than
importer can understand, Rules that importer could not parse exactly are colored red in the rule sets it
creates. Always inspect firewall policy created by the importer and compare it with the ariginal. Manual
changes and corrections may be required. Comments in the rules that could not be parsed show
fragments of the original configuration parser did not understand,

————
(" Continue ) ( Cancel )

Click Continue to move to the next window which shows a preview of the configuration file that will be

imported and the type of firewall that Firewall Builder has detected it to be.

Figure 6.27. Preview showing detected platform and configuration data

Import Firewall C

Firewall Builder will import all the rules defined in the iptables configuration. Discovered IP networks
and IP addresses used in the iptables rulles will autematically have objects created in the object tree.
Each user defined chain will be created as its own Policy abject in Firewall Builder,

The import process will also attempt to detect interface names and IP addresses based on -i and -0
parameters in the configuration, but you may have to update the firewall object with additional
interface information like P addresses.

Firewall platform

Firewall Platform: iptables is automatically
detected
# Completed on Mon Apr 11 21:23:33 2011 m
# Generated by iptables-save v1.4.4 on Mon Apr 11 21:23:33 2011 |
“filter
ANPUT DROP [145:17050] :
[FORWARD DROP [0:0] }
QUTPUT DROP [1724:72408] )
‘LOGDROP - [0:0] |
=A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT \
A INPUT =i ethl -5 10.10.10.0/24 -d 10.10.10.1/32 -p tep -m tep ~-dport 22 -m state --state ||
NEW -j ACCEPT \
-A FORWARD -m state --state RELATED, ESTABLISHED -j ACCEPT )
A FORWARD -0 eth0 -5 10.10.10.0/24 -p tep -m tep --dport 80 -m state --state NEW -j ACCEPT ||
-A FORWARD -o eth0 s 10.10.10.0/24 -p tcp -m tep —-dport 443 -m state —-state NEW - |
ACCERT |
-A FORWARD -j LOGDROP )
-A LOGOROP - LOG )
A LOCDROP -j DROP \
COMMIT \
# Completed on Mon Apr 11 21:23:33 2011 |
# Generated by iptables-save v1.4.4 on Mon Apr 11 21:23:33 2011 )
“nat
(PREROUTING ACCEPT [165114:22904565] :
QUTPUT ACCEPT [20:1160] <
POSTROUTING ACCEPT [20:1160] Click Continue
~A POSTROUTING -5 10.10.10.0/24 -o eth( -j MASQUERADE i

CoMMIT

(" Goack ) { Continue ) ( Cancel )

Next you need to enter anamefor thefirewall. Thisisthe namethat will be used in Firewall Builder to refer
to the firewall after it isimported. When you click the Commit button the configuration data will be read.
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By default, Firewall Builder attempts to detect if there are items, like IP addresses, used in the rules that
match existing items in the object tree. If there is a match the existing item is used, if there is no match
anew object is created. This feature can be disabled by unchecking the box next to "Find an use existing
objects’ which will result in objects being created for evry item used in the imported rules regardless of
whether it already exists in the object tree or no.

Figure 6.28. Entering the Name of the Firewall

Impart Firewall Configuration

Enter firewall object name

Firewall object name- |linux-1

The program can use objects that already exist in the *Standard Objects” library and user defined
libraries to represent addresses and services found in the configuration being imported. This helps
avoid duplicate objects

™ Find and use existing objects

-

( GoBack ) ( Commit ) ( Cancel )

After theimport iscomplete, Firewall Builder displaysalog showing all the actions that were taken during
the import. Warning messages are displayed in blue font and Error messages are displayed in red.

Figure6.29. Import Log with Status and Warning/Error M essages

Import Firewall Confi

Process log

2: Version: 1.4.4

4: New ruleset: filter /| INPUT

4: Default action: Deny

5: New ruleset: filter | FORWARD

5: Default action: Deny

6: Mew rulese: filter /| OUTPUT

6: Default action: Deny

7: New ruleset: filter | LOGDROP

7: Default action: Deny

& Warning: Rule matches states "RELATED,ESTABLISHED', Consider using autematic rule
contralled by the checkbox in the firewall sémings dialeg. Autematic rule matches in all
standard chains which may be different from the original imperted configuration. This
requires manual checking.

9. Mew interface: ethl

10: Warnimg: Rule matches states "RELATED,ESTABLISHED'. Consider using automatic rule
controlled by the checkbox in the firewall settings dialog. Automatic rule matches in all
standard chains which may be different from the original imported configuration. This
requires manual checking.

11: New interface: ethD

18: Version: 1.4.4

20 New ruleset: nat { FREROUTING

20 Default action: Accept

21: New ruleset: nat [ QUTPUT

21: Default action: Accept

22: New ruleset: nat | POSTROUTING

22: Default action: Accept

(" Save scan log to file ) Errors: O Warnings: 2

{ Done ) [ Cancel )
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Theprogramtriestointerpret the configuration filerule by ruleand recreatesthe equivalent rulein Firewall
Builder. The progress window displays warning and error messages, if any, as well as some diagnostics
that shows network and service objects created in the process.

Note

Firewall Builder detected that there are rules in the iptables configuration that allow RELATED
and ESTABLISHED traffic through the firewall. This behavior can be controlled by a setting in
Firewall Builder, so awarning message is shown.

Click the Done button to complete the firewall import.

After theimport is completed, the newly created firewall object will be displayed in the object tree. If you
expand the Objects system folder, as shown in Figure 6.30, you can also see the Address and Network
objects that were created during the import process.

Figure 6.30. Imported Firewall and Created Objectsin Object Tree

v | Firewalls

LOGDROP
Policy
NAT
Routing
eth
ethl
v | Objects
[=] Address Ranges
| Address Tables
v [C] Addresses
£, h-10.10.10.1
| DNS Names
=1 Groups
| Hosts
v [E] Networks
€% net-10.10.10.0/255.25

B [ e ) i

6.3.2.1. Common iptables Post-Import Actions

After thefirewall object is created in the object tree there are typically afew more steps required in order
to be able to manage your firewall configuration using Firewall Builder.

Interfaces

There is not enough information in the iptables configuration for Firewall Builder to deterministically
determine what interfaces and |P addresses are configured on the firewall. During the import if a rule
containseither "-i" or "-0" interface references Firewall Builder will add theinterfaceto thefirewall object,
but some interfaces may not be used in rules and therefore will not be detected.

In the example configuration that was imported for linux-1, both the ethO and ethl interfaces were used
in the configuration, so the firewall object includes these interfaces. By default Firewall Builder marks
these interfaces as Unnumbered.

To update the ethO interface, double-click it to open it for editing. Figure 6.31 shows how to set alabel for
the interface and to identify that it should have a static | P address.
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Figure 6.31. Editing Parametersfor ethO

Add label identifying
the role of the
interface (optional)

El Name: eth0 |_'Management interface

Label: |outside

' Dedicated failover interface
Security level 0 - (#) Static IP address
() Address is assigned dynamically
() Unnumbered interface

Network zone

__Advanced Interface Settings ... _\

Set the interface
type to Static IP
address

Right-click the interface and select New Address to add an | P address to the interface as shown in Fig-
ure 6.32. Set the IP address and netmask to match your environment.

Figure 6.32. Setting | P Addressfor ethO

v [ Firewalls * EFnet-10.1
v Bm linux-1 4
El LOGDROP 55 net-10.1
E Policy 5
[g NaT Any

% Routing -
__ eth0 (outside) Edit Right-click and select

B ethl 4 !
» ] Objects Copy New Address

» (& Services Cut
Time

Delete

B New Interface
™ New Address
ig; New Address IPvb

1=,
Name: linux-1:ethd:ip
N N i
CEEE 192.0.2.1 Set the IP address
Netmask: | 255.255.255.0 and netmask values
( DNS Lookup... )

Y ou may also need to add additional interfacesto the firewall object depending on what Firewall
Builder was able to detect from the iptables rules. To add a new interface right-click the firewall
object (in our example linux-1) and select New Interface. Add the interface name and label and
set the type. The default typeis Static | P address.

Rules

During the import of the linux-1.conf file. Firewall Builder displayed a warning message that there were
rulesdefinedto allow RELATED and ESTABLISHED traffictothefirewall. Instead of having to explicitly
have arulefor this, Firewall Builder has a configuration option controlling this behavior.

To view the configuration option controlling RELATED and ESTABLISHED traffic double-click on the
firewall object and click on the Firewall Settings button in the Editor Panel. The dialog window will open
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with the Compiler tab selected. About halfway down the window is the checkbox that controls RELATED
and ESTABLISHED traffic, which is enabled by defaullt.

Figure 6.33. Firewall Settings Option for Controlling RELATED and
ESTABLISHED Traffic

Compiler  Installer  Prolog/Epilog  Logging  Script  IPve

Compiler.
Comipiler command line options:
Output file name

If output file name is left blank, the file name is constructed of the firewall object name and extension ".fw"
Script name on the firewall

Generated script can be copied to the firewall machine under different name. If this field is left blank, the file name does not

change.
Qotion 1 | Assume firewall is part of any' W Detect shadewing in palicy rules
RELDH[_II_OEI’]DOE{.nd M Accept TCP sessions opened prior to firewall restart Ignare empty groups in rules
ESTABLISHED ™ Accept ESTABLISHED and RELATED packets before the first rule Enable support for NAT of locally originated connections
traffic Doop packets Bt 40 associied WIS [ur g cham Clamp MSS 10 MTU
| Bridging firewall ! Make Tag and Classify actions terminating
Default action on 'Reject’ ﬂ Add rules to accept IPvB Meighbor Discovery

packets to IPve policies
Use module "set” for run-time Address Table objects imodule is only available in iptables v 1.4.1.1 and later)

Always permit ssh access from the management workstation with this address:

Install the rule for ssh access from the management workstation when the firewall script is rum with the “block”™ command

(" Help ) ok (" Cancel )

Since the default isto allow RELATED and ESTABLISHED traffic, the imported rules 0 and 2 are not
necessary. To remove these rules right-click the rule number and select Remove Rule.

Figure 6.34. Removing Unnecessary Rulesfor RELATED and ESTABLISHED

Source Destination Service Interface
l‘ New Group By linux-1 @) ESTABLISHED All
L' Change color » 2550 1P ho10.1010.1 Khssh | erh1
Insert New Rule Any @} ESTABLISHED All
a_zwe Eelaw 55.0 Any o hip = outs
4 Move Rule Up st 255.0 Any Tfu https |E¢lnuts

Note

The specific rule numbers will vary based on your configuration, but the rules created for
matching RELATED and ESTABLISHED traffic are identifiable by the use of the predefined
ESTABLISHED objct in the Service field of therule.

NAT rules
To view theimported NAT rules, double-click the NAT object under the linux-1 object in thetree. In this

example, thereisasingle source NAT rule that translates inside addresses to the ethO (outside) interface
of the firewall.

Figure 6.35. NAT Rules

Original Src Original Dst | Original Srv | Translated Sre | Translated Dst | Translated Srv | Interface In | Interface Out | Action
0 .z“i'net— 10.10.10.0/255.255.255.0 Any Any |§Imnﬂde Original Original Auto Auto Translate
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User-Defined Chains

6.3.3.

If your iptables configuration includes user-defined chains, Firewall Builder will create anew Policy object
for each user chain and will use the Branch feature to jump from the main Policy to the user chain Policy.
In our example linux-1.conf configuration there is a user chain called LOGDRORP that has 2 rules. The
first rule logs the packet and the second rule drops it.

To view the rules in the LOGDROP policy, double-click the LOGDROP policy object located under the
linux-1 firewall object. Thiswill open the rulesin the Rules Editor as shown in Figure 6.36.

Figure 6.36. Rulesin LOGDROP policy

Source | Destinatiom  Service | Interface | Direction | Action Time Options Comment

0 Any Any Any All raﬂ'ﬂoth Continue Any = Chain LOGDROP.
IS o E

Any Any Any All ?3 Both abcnv Any r_:ham E%GDR'DP-

I o iwben i Do

Information Regarding PF Import

Most firewall platformslikeiptables, Cisco ASA, etc. aredesigned based on afirst match and exit paradigm
and these firewalls also usually have an implicit "deny all" rule asthe last rulein the firewall. This means
that anything that is not explicitly allowed is denied. Firewall Builder is also designed with this approach
and we even add an explicit "deny all" rule as our final entry in the firewall rules to enforce this behavior.

PF isabit unique in that it does not require first match and exit behavior. Y ou can force match and exit
behavior by using the "quick" keyword, but by default traffic in a PF firewall will traverse al rules and
each time arule is matched the action or other parameters are updated. Once the entire rule set has been
evaluated the packet is checked to see what parameter values have been set and and the firewall will act
based on those parameters.

When Firewall Builder generates a PF policy, we aways use the "quick" command and we add a "block
all" command at the end of the configuration file. This makes PF behave the same way as other firewalls
that we configure which helps to maintain consistency across platforms. The problem that arises is when
we need to import a pf.conf configuration that has "block al" at the top of the configuration and that does
not make use of the "quick" command. Since we don't generate rules this way we don't have a way to
import configurations that use this format.

Example of PF configuration that IS NOT supported

Thefollowing is an example of a pf.conf style that cannot be imported into Firewall Builder.

bl ock in |og

pass out keep state

pass in on enD proto tcp fromany to self port 22 keep state
pass in on enD proto udp fromany to self port 53 keep state

Example of PF configuration that IS supported

The following is an example of a pf.conf style that is supported for importing into Firewall Builder.

pass out keep state

pass in quick on enD proto tcp fromany to self port 22 keep state
pass in quick on enD proto udp fromany to self port 53 keep state
bl ock in |og
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Chapter 7. Firewall Policies

This chapter describes working with policies. Chapter 10 describes compiling and installing a policy.

7.1. Policies and Rules

Each firewall object has severa sets of rules associated with it: access policy rules, Network Address
Tranglation (NAT) rules, and routing rules.

» Access policy rulesfilter traffic, controlling access to and from the firewall machine and the machines
behind it. An access policy rule set is sometimes just called a"policy."

* NAT rules describe address and port transformations that the firewall should make to packets flowing
through it.

* Routing rules establish static routesin the firewall.

Firewall software varies widely in the way it can process packets. For example, some firewalls perform
address and port transformations first and then apply policy rules, while some others do it the other way
around. There are many other variations and features specific to particular implementations. In Firewall
Builder though, you work with an abstract firewall that |ooks and behaves the same regardl ess of the target
firewall platform. Y ou can build and install firewall policesfor one platform, then switch the target and use
the exact same policies to generate rules for an entirely different platform. (This assumes both platforms
support the features you need.)

Firewall Builder compensatesfor differencesin implementation between firewall platforms. For example,
Cisco PIX appliesits access list rules to the packet before it performs address and port transformations
according to the NAT rules. As aresult, a policy rule that controls access to a server behind the firewall
doing NAT should be written using the firewall object instead of the server object. The meaning of such
aruleis not obvious at a glance since you have to keep in mind all the NAT rules as well as remember
that this policy rule controls access not to the firewall machine, but rather to the server behind it. Firewall
Builder takes into account these variations like this by using smart algorithms to transform rules defined
inthe GUI into rulesthat achieve the desired effect in the target firewall platform. Using Firewall Builder,
you write your rules asif NAT translation happens before the access rules are applied.

7.2. Firewall Access Policy Rule Sets

Figure 7.1. Access Policies

Source Destination Service Interface Direction Action Comment

0 Any Any Jﬂjoutside @Inbound @ Deny  anti spoofing rule
ﬁnet-192.168.1.0

1 Any Any Any 1858 oopback @Both ! Accept

2 ﬁnemgzwsa.m T;;'fssn All @Botn ! Accept SSH Access to firewall is permitted

3 ﬁnet-mewa.m %DNS All @Both ! Accept Firewall uses one of the machines

4 Any Any All @Both ODBH‘E All other attempts to connect to

5 ﬁnet- 192.166.1.0 Any Any All @Both /! Accept
g Any Any Any Al @Both @ oeny

Access policy rules provide access control because they define which packets are permitted and which
are denied. A firewall access policy consists of a set of rules. Each packet is analysed and its elements
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compared against elements in the rules of the policy sequentially, from top to bottom. The first rule that
matches the packet has its configured action applied, and any processing specified in the rule's configured
options is performed.

Each rule has a standard set of rule elements against which packet characteristics are compared. Theserule
elements, displayed asfieldsintherule, includethe packet's source address (Source), its destination address
(Destination), its protocol and port numbers (Service), the interface it is passing through (Interface), its
direction of travel (Direction), and the time of its arrival (Time). For example, if a packet entering the
firewall has a source address that matches the object in the Source field of the rule, its destination address
matches the object in the Destination field, its protocol and port numbers match the object in the Service
field, theinterfaceit passesthrough matchestheinterface object in the Interfacefield, its direction matches
that specified in the Direction field, and the time of its arrival matches that specified in the Time field,
then the firewall takes the actions specified in the Action field and applies the options specified in the
Options field. A field where avalue of "Any" or "All" is specified is considered to match all packets for
that rule element.

For example, in Figure 7.1, rule #0 is "anti-spoofing": it denies all packets coming through the outside
interface with source address claiming to be that of the firewall itself or internal network it protects. This
rule utilizesinterface and direction matching in addition to the source address. Rule#2 saysthat connection
from the internal network (network object net-192.168.1.0) to the firewall itself (object firewall) using
ssh isalowed (action Accept). The "Catch all" rule #6 denies all packets that have not been matched by
any rule above it. The access policy in Figure 7.1 is constructed to allow only specific services and deny
everything else, which is agood practice.

By default, arule matches on specified Source, Destination, and Service rule elements, matching al inter-

faces and traffic directions. If you want to restrict the effect of the rule to particular interfaces or traffic
directions, you must specify the restriction in the rule.

Source and Destination

The Source and Destination rule elements alow you to match a packet to a rule based on the packet's
source and destination | P address.

Configure these rule elements by dragging some combination of addressable objects into the field from
the object tree.

* Specify a specific I1Pv4 address by dragging and dropping an 1Pv4 address object.
» Specify a specific IPv6 address by dragging and dropping an 1Pv6 address object.
 Specify all the IP addresses on a host by dragging and dropping a host object.
 Specify arange of 1P addresses by dragging and dropping an address range object.
 Specify a particular subnet by dragging and dropping a network object.

» Specify an address configured as DNS "A" record for a given host name by dragging and dropping
DNS name object.

» Specify a set of different object types by simply dragging and dropping multiple addressable objects
into the field.

» Define a group object composed of different address objects and drag and drop the group object into
thefield.
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7.2.3.

7.2.4.

Section 5.2 describes how to work with address objects.

In addition, you can exclude, or "negate," a source or destination address by dragging it into the field,
then right-clicking and selecting Negate from the context menu. In the example presented in Figure 7.2,
the RFC 1918 address range object has been excluded from the rule; as a result, the rule matches any
destination address except addresses within the private address space.

Figure 7.2. Destination Matches Any RFC 1918 | P Address

Source Destination Service | Interface | Direction | Action Time | Options | Comment

a ﬁprivate net E‘gn‘dma-nets Any All @Bﬂth GDE”Y Any Egl

Service

The Service rule element matches packets based on the packet's | P service, as defined by protocol and port
numbers. To match on a service, drag a service object from the object tree into the Service field. More
information on service objectsis availablein (Section 5.3.

As in the Source and Destination rule elements, you can exclude, or "negate" a service by dragging its
object to the Service field, then right-clicking and selecting Negate from the context menu.

Interface

The Interface rule element matches packets based on which firewall interface the packet traverses. (Note
that this rule element refers to firewall interfaces, not host interfaces.) By default, al rules created in
Firewall Builder affect all firewall interfaces. (Thisistruein all target platforms.) For cases where you
want a rule to match on only a particular interface or set of interfaces, you can drag a firewall interface
object or set of firewall interface objects into the field.

Direction

The Direction rule element matches the direction a packet istravelling as it traverses the interface. There
are three traffic direction settings for policy rules:

A direction of Inbound matches traffic that isingressing through a firewall interface.
A direction of Outbound matchestraffic that is egressing through afirewall interface.

A direction of Both matches traffic either ingressing or egressing from the firewall. When you use the
Both direction in arule and compile the rule, Firewall Builder converts the rule into to two rules: one
for direction Inbound and onefor direction Outbound. Firewall Builder then validates each rule to make
sure they both make sense by looking at the defined source and destination addresses, dropping one of
therulesif necessary.

If you build arule with afirewall object in the Destination field and with direction of Both, theresult for
PF platforms should be arule with passin, which isequivalent to adirection of Outbound in the original
Firewall Builder rule. For iptables platforms, theruleisplaced inthe INPUT chain. If thefirewall object
isdefined in the Sourcefield of therule, then Firewall Builder automatically changes the direction Both
to Outbound and processes the rule accordingly.

This automatic change of the direction is only performed when the direction is Both. If the direction
is Inbound or Outbound, Firewall Builder complies with the setting without changing the rule. (Thisis
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how anti-spoofing rules are constructed, for example, because in rules of that kind, the firewall object
and the objects representing addresses and networks behind it are in the Source field, yet the direction
must be set to Inbound.)

Note that traffic direction is defined with respect to the firewall device, not with respect to the network
behind it. For example, packets that leave the internal network through the firewall are considered "in-
bound" on firewall's internal interface and "outbound" on its external interface. Likewise, packets that
come from the Internet are "inbound" on the firewall's external interface and "outbound" on its interna
interface. Figure 7.3 illustrates directions for packets entering or exiting the firewall interface.

Figure7.3. Traffic Directions

Inbound Outbound
interface i interfac
Internal Netwaork ethd eth1
Internet
Qutbound Inbound
Firewall

Many supported firewall platforms allow for rules to be written without explicitly specifying a direction
of "in" or "out"; for example, pass quick prototcp .. .. in PF configuration or iptables rules in the FOR-
WARD chain without the -i interface or -o interface clauses. Firewall Builder always tries to use this
construct for ruleswith direction Both, unless addresses in the source and destination indicate that therule
can be made more specific.

Figure 7.4. Modifying the Direction of a Policy Rule

Interface | Direction Artinn Tima Mntinns | Comment

Beth0 ) Inbound % Inbound

All @ outbound  # Outbound

Al Bnbound 4" Both

Al 4% Both Compile rule X
All 4%Both e
All 4%Both @ Accept Any

The Action is the action taken on a rule that matches on the Source, Destination, Service, Interface, Di-
rection, and Time fields.

The policy rule action can be any of the actions types listed below. Not all firewalls support every action;
however, Firewall Builder is aware of the capabilities of each platform and allows only the options valid
for the specified firewall target. Note also that the same action may be referred to by a different name on
different target platforms.

Some actions have parameters. For these actions, Firewall Builder opensthe action dialog when you select
the action for you to specify the setting. To changethe parameter setting for an existing action, double-click
theactioniconintheAction field or right-click it and sel ect Parameters from the context menu. This opens
the dialog for the action, where you can change the parameter setting.

* Accept:
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Allows the packet through the firewall. No subsequent rules are applied. This action has no parameters.
Deny:

Silently drops the packet. No subsequent rules are applied. This action has no parameters.
Reject:

The packet is dropped and the firewall reacts to the packet in the way you specify; for example, the
firewall can send a TCP RST message or one of a number of ICMP messages. No subsequent rules
are applied. This action has one parameter: when you select Regject as the action, the action dialog
automatically opensfor you to specify the response to be sent. Figure 7.5 shows the supported responses
for the Reject action.

Figure 7.5. Responses for the Regect Action

If rule action is ‘Reject’, this option defines Firewall's reaction to the packet matching the rule
TCPRST [

ICMP admin prohibited
TCMP host prohibited
ICMP host unreachable
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ICMP Erotocol unreachable

Cutput

Find

Editor

Help

Accounting:

Counts packets matching the rule, but makes no decision on the packet. Even if the packet matches, the
inspection process continues with subsequent rules. For iptables this action has one parameter whichis
the name of the rule chain that will be created. Traffic that matches this rule will have a target of the
defined accounting user chain. In this case the traffic is neither accepted nor denied, so in order for the
traffic to be passed through the firewall another rule must be defined with the Action set to Accept.
Queue:

Supported only for iptables and ipfw target platforms. Passes the packet to a user-space process for in-
spection. Itistransated into QUEUE for iptablesand the divert for ipfw. Thisaction hasno parameters.
Custom:

Supported for iptables, ipf, and ipfw target platforms. Allows you to specify an abitrary string, for
example defining iptables module 'recent’ parameters as shown in Section 5.3.6. This action has one
parameter; when you select Custom as the action, the action dialog automatically opens for you to
specify the custom string.

Branch:

Supported only for iptables and PF target platforms, which provide suitable syntax for allowing control
to return to the higher-level rule set if the branch cannot make afinal decision about the packet. Used to
branch to adifferent rule set. For iptables, this action is translated into a user-defined chain. The name
of the chain is the name of the Policy rule set object that the branch jumps to. For PF, this action is
translated into an anchor with the same name asthe Policy rule set that the branch jumpsto. Thisaction
has one parameter: when you select Branch as the action, the action dialog automatically opensfor you
with a drop areato drag-and-drop the Policy rule set which will be branched to.
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» Continue:

Continue is, essentially, an empty action. Y ou can use this option when you want to assign an option,
such aslogging or packet marking, to a matched packet but take no other action in that rule. Thisaction
has no parameters.

Oniptables systems, using just the Continue action results generates arule that hasno -j target defined.
If the action is set to Continue and the logging option has been applied, the generated rule has the -j
LOG target set.

Figure 7.6. Rule Actions
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packet p-ErmittV
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incoming packet

packet is dropped
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TCP RET packet is sent back to sender
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Firewwall

Policy actions can be combined with rule options specified in the Options rule el ement to have the firewall
perform multiple operations within a single rule. For example, you can tag, classify, and accept a packet
within a single rule by setting the Tag and Classify options and setting the action to Accept. For more
information on configuring policiesto perform multiple operations, see Section 7.5.6.

Time
The Time rule element allows you to restrict a match to a particular time interval. To match against a

particular time, define atime interval object as described in Section 5.4 and drag the time interval object
into the Time rule element.

Options and Logging

The Options rule element alows you to enable and disable logging, set logging values, and set certain
options (such as tagging and classifying) to be applied when a packet matches the rule. Not all firewalls
support all log settings or a full set of options; however, Firewall Builder is aware of the capabilities of
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each platform and shows only the options valid for the specified firewall target. Note that options apply
only to the current rule.

Theright-click Options context menu contains three selections:

Rule Options:

Opens the Options dialog, which allows you to set logging values and supported options for the current
rule. The options and log settings available vary with the target platform.

Logging On:

Enableslogging for packets matching thisrule. If the target firewall platform does not support selective
logging of packets, log settings are disabled in the Options dial og.

Logging Off:

Disableslogging for packets matching thisrule. If thetarget firewall platform does not support selective
logging of packets, this menu item is disabled.

At the bottom of the context menu, the Compile Rule selection allows you to perform quick rule compi-
lation.

Rule options may include the following, depending on the target platform:

General:

Depending on the target platform, general settings may include whether inspection should be stateless
rather than stateful (for some targets, state tracking options are located located on a Stateless or State
Tracking tab), sending ICMP "Unreachable" packets masquerading as being from the original destina-
tion, keeping information on fragmented packets to be applied to later fragments, and/or whether to
assume that the firewall is part of the "any" specification.

Logging:

Depending on the target platform, log settings may include the log level, logging interval, log facility,
log prefix, the Netlink group, and/or a checkbox to disable logging for the current rule.

Route:

Supported only for ipfilter and PF targets. For iptables, this option is deprecated. Directs the firewall to
route matching packets through a specified interface. For PF and ipfilter, you can specify the interface
and next hop. This information is translated into the route option. You can aso specify whether to
reroute the packet, reroute the reply to the packet, or make the changes to a copy of the packet, allow-
ing the original packet to proceed normally. This information is translated into the route-to, reply-to,
and dup-to options, respectively. The PF platform also supports a fast-route option, translated as the
fastroute option, and supports selecting from a set of load-balancing alogrithms.

State Tracking:

Allows you to specify a number of options for tracking the progress of a connection. Keeping state
can help you develop rule sets that are simpler and result in better packet filtering performance. For
iptables, ipfilter, and ipfw target platforms, this option alows you to make packet inspection to be
stateless rather than stateful, which is the default. (For these platforms, this option is located on the
General tab.) PF targets support a number of additional state tracking settings. The Force " keep state”
setting directs the firewall to make a state entry even if the default for the rule is to be stateless. The
Activate sour ce tracking setting enables tracking the number of states created per source IP address.
TheMaximum number of sour ce addr esses setting control s the maximum number of source addresses
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that can simultaneously have state table entries; thisisthe PF max-sr c-nodes option. The M aximum of
simultaneous state entries setting control s the maximum number of simultaneous state entries that can
be created per source |P address; thisisthe PF max-sr c-states option. Note that thislimit controls only
states created by this rule. State tracking is not supported for Cisco FWSM, Cisco Router IOS ACL, or
Cisco ASA/ Cisco PIX target platforms.

Tag:

Supported only for iptables and PF platforms. Associates a tag, or mark, with the packet. When you
enablethis option, you must specify a TagService object which definesthe tag to be applied to matching
packets.

For iptables, the Tag operation is trandated into a MARK target with corresponding --set-mark pa-
rameter and, optionally, additional rule with a CONNMARK --save-mark target. If the option that
activates the CONNMARK target is used, the compiler also adds a rule at the very top of the policy
to restore the mark. Rules are placed in the INPUT, OUTPUT, and FORWARD chain of the mangle
table, which ensures that DNAT happens before rules in the mangle table interact with the packet. The
PREROUTING chain in the mangle table is executed before the PREROUTING chain in the NAT
table, so placing tagging rules in the PREROUTING chain would make them fire before DNAT. The
POSTROUTING chain of the mangle table, as well asits FORWARD and OUTPUT chains, work
before corresponding chains of the NAT table. In all cases, the goal isto make sure DNAT rules process
the packet before, and SNAT rules process the packet after, filtering and tagging rules.

For PF, this option is translated into the tag option.
Classify:

Supported only for iptables, PF, and ipfw. Allows the firewall to define a QoS class for the packet that
matchestherule. Itistrandated into CLASSIFY for iptables, with the --set-class parameter. For PF, it
istransated into queue. The compiler for ipfw can use pipe, queue, or divert, depending on how the
actionisconfiguredin Firewall Builder. When you enabl e this option, you must specify aClassify string.

limit:

Supported only for iptables. Implementstheiptableslimit module, directing thefirewall to performrate-
limiting on the connection. This option is useful for preventing, for example, TCP SYN flood attacks.
Y ou specify the maximum average matching rate; this trandates into the iptables --limit rate option,
limiting incoming connections once the limit is reached. Y ou can also specify a burst level; thisis the
maximum initial number of packets to match. The burst number is incremented by one every time the
rate-limit is not reached, up to this number; this value trandates into the iptables --limit-bur st option
Y ou can also reverse the meaning of the rate-limit rule (that is, accept everything above a given limit)
by checking the Negate checkbox.

connlimit;

Supported only for iptables. Implements the iptables connlimit module, directing the firewall to restrict
the number of parallel TCP connections for this source/destination pair. You specify the maximum
number of existing parallel connections; this trandates into the iptables --connlimit-above option. Y ou
can aso specify anetwork mask to limit the number of connectionsto networks of a particular size; this
value trandates into the iptables --connlimit-mask option Y ou can reverse the meaning of the connec-
tion-limiting rule (that is, accept everything above a given limit) by checking the Negate checkbox.

hashlimit:

Supported only for iptables. Implements the iptables hashlimit module. The hashlimit matching op-
tion is similar to the rate-limiting option, implemented per destination | P or per destination-IP/destina-
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tion-port tuple. You must provide a name for this hash-limiting entry specify the rate and burst level.
You can aso select the mode of the module, which specifies whether to match on IP address alone
(srcip or (dstip) or on an address/port combination (srcport or dstport). The htable-size setting con-
trols the number of buckets of the hash table. The htable-max setting controls the maximum number of
entries in the hash table. The htable-expir e setting controls the interval (in milliseconds) after which a
has entry expires. The htable-gcinterval setting controlstheinterval (in milliseconds) between garbage
collection operations.

On some older iptables systems, this module is named dstlimit. If your target platform is one of these
systems, check the checkbox

e Mirror rules:

Supported only for Cisco Router IOS ACL. Directs the compiler to create arule reversing the specified
source and destination address and service fields, which can be used to match "reply" packets for ad-
dress and service characteristics in packets matched by thisrule. Detailed information about mirror rule
settingsis provided in the Rule Options dialog for this platform.

Figure 7.7 shows the Tag tab of the Options diaog for the iptables platform.

Figure 7.7. iptables Options Dialog
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If the options of a particular rule have been changed from their default values, a E appearsin the Option
field for that rule. Keep in mind that not all rules have the same default options. For example, by default a
Deny ruleis stateless, because there is no reason to keep state on a connection that won't be allowed. So,
if you turn on state for a Deny rule, you'll seetheicon. An Accept rule, on the other hand, has the opposite
behavior. By default, state is kept for Accept rules, so no icon appears when stateis on. In other words, if
you turn state keeping off, then if you change the default behavior for that rule, theicon is displayed.

You can set multiple options and combine them with the policy's action so that the firewall performs
multiple operations within a single policy rule. For example, where supported, you can tag, classify, and
accept a packet within a single rule by configuring the Tag and Classify options and setting the action to
Accept. For more information on configuring policies to perform multiple operations, see Section 7.5.6.

Working with Multiple Policy Rule Sets

Every firewall object created in Firewall Builder begins with asingle policy rule set. For many firewalls,
thisis all you need. However, Firewall Builder allows you to create multiple access policy rule sets for
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asingle firewall object and, if your platform supports it, branch between the rule sets. This can help you
modularize your policy.

In the following example, the firewall object "fw" hasthree policy rule sets: Policy, Policy 2, and mgmt:

Figure 7.8. Firewall with Multiple Policy Rule Sets

- OF fwt
" ] etho
E| Palicy
E Policy_2
E| mgmt
B NAT
%% Routing

To create an additional rule set, right-click the firewall object in the tree and select Add Policy Rule Set
from the context menu.

All policy rule sets have configurable parameters. To seeapolicy rule set's parameters, openit in the editor
by double-clicking it in the tree.

Figure 7.9. Policy Rule Set Dialog (iptables)

% Rule set

Comment:
Mame: |Paolicy

@ filter+mangle table

This is IPv4 rule set -

mangle table

| Top ruleset

Thisdialog has aName, IPv4/IPv6 setting and a Top ruleset checkbox. For iptablesfirewalls, thereisalso
apair of radio buttons that indicates whether the policy should affect filter+mangle tables or just mangle
table.

The IPv4/IPv6 pull-down menu lets you select whether the rule set should be compiled for 1Pv4 only
(ignoring any |Pv6-related rules), IPv6 only (ignoring any IPv4-related rules), or for both IPv4 and 1Pv6.
If both IPv4 and IPv6 are selected, the compiler automatically places each rule into the correct part of
the configuration.

When multiple rule sets have been defined, one rule set is tagged as the "top" rule set by checking the
Top rule set checkbox when the rule set is added. The top rule set is the primary rule set assigned to the
device. Only one rule set of each type can be marked as the top rule set. The top rule set is always used

(if it has any rules). Other rule sets are only used if they are the targets of branching. Scripts are generated
asfollows for target platforms.
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« iptables: Rulesdefinedinthetop rule set are placed into the built-in INPUT, OUTPUT, and FORWARD
chains. Rules defined in rule setswhere the Top rule set checkbox is not checked are placed into a user-
defined chain with the same name as the rule set.

* PF: Rules defined in rule sets other than the top rule set are placed into an anchor with the name of
therule set.

» Cisco IOSACLs: If therule set is not the top rule set, rules are placed into an access list and the rule
set name is prefixed to the accless list name; this access list is not assigned to interfaces using the ip
access-group command. Top rule sets generate ACLs with names consisting of a shortened interface
name plus traffic direction. Only these lists are assigned to interfaces.

Y ou fork processing between rule sets using the Branch rule action. In the exampl e, thisrule causes packets
headed for the fw-mgmt host to be passed to the mgmt rule set.

Figure 7.10. Passing a Packet to the" mgmt" Rule Set

1 any Biw-mgmt  Any Al B Fimgmt

A packet directed to the mgmt rule set leaves the main rule set and begins matching against rulesin the
mgmt rule set. If it matches in the mgmt rule set, then the specified action is taken. If it does not match
in the mgmt rule set, processing is passed back to the calling rule set.

7.3. Network Address Translation Rules

Note

Aswith access policy rule sets, you can create multiple NAT rule sets. However, in older versions
of Firewall Builder, it was not possible to branch between rule sets; only the rule set marked as
"top" was used in v3.x. Beginning with Release 4.0, Firewall Builder supports building branches
in NAT rule sets.

7.3.1. Basic NAT Rules

Addresstranglation is useful when you need to provide Internet access to machines on theinternal network
using private address space (10.0.0.0/8, 172.16.0.0/12, and 192.168.0.0/16, as defined in RFC 1918). Pri-
vate addresses are not routable on the Internet, which means clients out on the Internet cannot connect to
servers with private addresses. Conversely, machines on the network using one of these addresses cannot
connect to servers on the Internet directly. In order to allow internal machines to establish connections
with external machines, thefirewall must convert the private addresses to public addresses, and vice versa.
In other words, the firewall must perform Network Address Trangation (NAT). In Firewall Builder, NAT
rules are added in the NAT rule set, located under the firewall object in the tree:

Figure7.11. NAT Rule Set

- B w2
+ gl br0
+ [EE| eth0 ( ext)
+ gl lo
B Policy
8 naT
3 Routing
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Figure 7.12. Network Address Trandation Rules
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Asinfirewall policies, NAT rules areinspected by the firewall in the order they appear in the policy. Each
NAT rule consists of the following rule elements:

» Origina Src

An address object to compare to the the source address of the incoming packet.
* Origina Dst

An address object to compare to the the destination address of the incoming packet.
 Origina Srv

One or more service objects to compare to the packet's service.
» Trandated Src

If the original source, destination, and service all matched, this object becomes the new source address
of the packet.
* Trandlated Dst

If the original source, destination, and service all matched, this object becomes the new destination
address of the packet.
» Trandated Srv

If the original source, destination, and service all matched, this object isthe new service (port number)
of the packet.
* InterfaceIn

The inbound interface for the NAT rule. On iptables systems this will result in the "-i" parameter be-
ing set. The default is Auto, which means Firewall Builder will attempt to determine the appropriate
interface(s) the rule should include.

Thisoptionisavailablein Firewall Builder Release 4.2 and later.
* Interface Out

The outbound interface for the NAT rule. On iptables systems this will result in the "-0" parameter
being set. The default is Auto, which means Firewall Builder will attempt to determine the appropriate
interface(s) the rule should include.

This optionis availablein Firewall Builder Release 4.2 and |ater.
* Options

Thisfield lets you specify platform-specific options for the packet. Right-click in the field and select
Rule Optionsto see optionsfor your platform. Click Help in the Options dialog to see help for available
parameters for your platform. See Section 7.2.7 for more information.

» Comment

Hereis how it works:
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The original packet is compared with NAT rules, one at atime, starting with the topmost rule. Once a
rule that matches a packet's source address, destination address and service is found, the firewall takes
parameters from the second half of that rule and makes the indicated substitutions. Some rule elementsin
thefirst half of the rule may be set to match "any", which means that that element matches no matter what
isin the packet. Somerule elementsin the second half of the rule may be set to original, which means that
parameter is not changed even if the rule matches. (No substitution happens for that element.)

In addition to making the substitution, the firewall also makes arecord in itsinternal table of the original
and modified values. The firewall uses this information to perform a reverse translation when the reply
packet comes back.

The NAT rulesin the screenshot (Figure 7.12) tell the firewall to do the following:
* Rule#0:

If the original packet originated on the internal subnet 192.168.2.0/24 and is destined for the internal
subnet 192.168.1.0/24, then there is no need to trandlate the packet.
* Rule#l:

If a packet is headed to the Internet from either the 192.168.2.0/24 or 192.168.1.0/24 subnet, then the
source | P address should be set to the | P address of the firewall's "outside" interface.
* Rule#2:

If any packet wasoriginally destined for the"outside" interface on thefirewall, the destination | P address
should be rewritten to be the | P address of the "server on dmz" host IP (in this case, 192.168.2.10).

Some firewall platforms support negation in NAT rules. If it is supported, this feature can be activated
by right-clicking the rule element in the NAT rule. Section 7.5.8 shows what firewall platforms support
negation in NAT.

You can create NAT rules and edit them using the same methods as described in Section 7.5

Source Address Translation

Using NAT to trandate private |P addresses to public, and vice versa, is often called "masguerading”.
When configured this way, the firewall rewrites the source |P address of each packet sent by internal
machines to the Internet, replacing the private 1P address with the address of its external interface.

In Firewall Builder, thistype of NAT ruleis composed as shown in Rule 1 in Figure 7.12.

In this rule, objects representing internal networks are placed in Original Src and the firewall's outside
interface object is placed in Trandated Src, indicating that we want the source address of the packets to
be trandated. As before, we do not need to worry about reply packets, because the underlying firewall
software keeps track of translations done for all the connections opened through the firewall and rewrites
addressesin all reply packets automatically.

In Figure 7.12, Rule 1 uses the firewall interface object in the Translated Src, which means the source
address of the packet will be substituted with the address of firewall outside interface. If thereis more than
one external interface, the decision of which interface to use is made by the firewall's routing table.

One of the consequences of this design is that rule #1 on Figure 7.12 provides translation for packets
coming from internal subnets going out to the Internet.

Note

Interface object can be used in the NAT rules even if the address of this interface is obtained
dynamically and is not known beforehand.
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Figure 7.13. Trangdations done to packets going in different directions. (A) when
firewall object isused in TSrcin the NAT rule; (B) when interface ethl isused in
TSrcintheNAT rule; (C) when host object with address 192.0.2.50isused in TSrc

inthe NAT rule
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Firewall

Translated packet 3:

Src: 192.0.2.22
Dst: 66.218.85.168

DMz
eth2: 10.2.1.1

Packet 2 intact:
Src: 10.3.14.100
Dst: 10.2.1.20

Packet 1 intact:
Sre:10.3.14.100
Dst: 10.3.14.20
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7.3.2.1. Examples of Source Address Translation Rules

Firewall

Translated packet 3:
Src: 192.0.2.50
Dst: 66.218.85.168

DMz
eth2: 10.2.1.1

Translated packet 2:
Sre:182.0.2.50
Dst: 10.2.1.20

Translated packet 1:
Sre:182.0.2.50
Dst: 10.3.14.20

This section demonstrates examples of NAT rules that manipul ate the source address and ports of packets.

7.3.2.1.1. Basic Source Address Translation Rule

Source address tranglation is useful when you need to let machines using private address space (for exam-
ple, asdefined in RFC 1918) accessthe Internet. The firewall manipul ates the source address of 1P packets
to make them appear to come from one of the public addresses assigned to the firewall instead of coming
from the actual, private address on the internal network.

In the following examples we will use afirewall object configured as follows:

Figure 7.14.

- B w2
+ B br0

- B etho ( ext)

P fw-2:ethO:ip

+ B lo
B Policy
B NAT
%% Routing
Object Type: IPv4 addrass
Object Name: fw-2:eth0:ip
192.0.2.1/255.255.255.0

External interface of the firewall

Theexternal interface of thefirewall isethQ, it hasastatic | P address 192.0.2.1 (thisisan example address,
normally external interface would have a publicly routable address).
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The simplest source address trandlation rule looks like this:

Figure 7.15.
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We put the interface of the firewall into Translated Src and an object representing the internal network in
the Original Src element of the rule. This tells the firewall to replace the source address of packets that
match the "Original" side of the rule with the address of the interface ethO.

Thisrule trandates into the following simple iptables command:

# Rul e O (NAT)

#

$I PTABLES -t nat -A POSTROUTING -0 ethO0 -s 172.16.22.0/24 \
-j SNAT --to-source 192.0.2.1

Note that Firewall Builder uses the chain POSTROUTING for the source address trandlation rules. It will
use PREROUTING for the destination translation rules.

For PF, Firewall Builder uses nat rule:

# Rule 0 (NAT)
#
nat on enO proto {tcp udp icnp} from 172.16.22.0/24 to any -> 192.0.2.1

Finally, for PIX, Firewall Builder knows to use globa pool in combination with the "nat" command and
automatically determines which interfacesto associate global and nat commands with:

! Rule 0O (NAT)

!

gl obal (outside) 1 interface

access-|ist i1d43442X30286.0 permt ip 172.16.22.0 255.255.255.0 any
nat (inside) 1 access-list id43442X30286.0 tcp 0 O

Note that the generated PIX configuration has been optimized and the "global" command takes address
from the interface "outside" regardless of how this address is assigned, statically or dynamically.

7.3.2.1.2. Source Address Translation Using Interface with Dynamic Address

The generated configurations in the previous examples used the |P address of the external interface for
tranglation. Let's see what configuration Firewall Builder will produce if the external interface has a dy-
namic address that is not known at the time when configuration is generated.

183



Firewall Policies

Figure 7.16.
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52| eth0 ( dyn ext)
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- Name: |etho Management interface
v | This interface is external (insecure)
+ &g lo Label:
B Policy
B NAT 0 Regular interface
% Routing @ Address is assigned dynamically
- = w2+
= twl i 0 Unnumbered interface
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The NAT rule looks exactly the same as in examples above: we still put interface ethO in Trandlated Src
even though its address is unknown.

iptables usestarget MASQUERADE when the source NAT isrequested with adynamic interface. Firewall
Builder generates the following command:

# Rule O (NAT)
#
$I PTABLES -t nat -A POSTROUTING -0 ethO -s 172.16.22.0/24 -] MASQUERADE

PF supports special syntax for the dynamic interface, (en0), which makesit take the address of theinterface
automatically:

# Rule 0O (NAT)
#
nat on en0 proto {tcp udp icnp} from 172.16.22.0/24 to any -> (en0)

There is no difference in the generated PIX configuration because fwbuilder optimizes it and uses the
"global (outside) 1 interface” command which takes the address from the outside interface regardless of
whether the address is assigned statically or dynamically.

7.3.2.1.3. Port Translation

Firewall Builder can generate configurations for the NAT rules that manipulate not only addresses, but
also ports and port ranges. Consider this hypothetical example where we want to squeeze a source port
range from the whole unprivileged range 1024 - 65535 to the rather limited range 10000 - 20000 on all
connections from internal network to the server on the DMZ:

Figure7.17.

Original Sre Original Dst DOriginal Srv Translated Src | Translated Dst  Translated Srw Interface In | Interface Our | Action
> 5 Ten ea
0 m¥internal net |3 dmz_server 57 TCP high ports Original Original 3 sport range 10000-20000 Auto Auto Translate

TCP Service object "sport range 10000-20000" is defined as follows:
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Figure 7.18.

IcE' P
P
TCP Service

Source Port Range |
Name: | sportrange 10000-20000

Start:) 10000 :

Fags: U A P R S F End:| 20000 | =
Mask: Destination Port Range

Settings: Start:| 0 =

Established End:| 0 -

For iptables, Firewall Builder generates the following command for thisrule;

# Rule O (NAT)

#

$I PTABLES -t nat -A POSTROUTING -0 eth+ -p tcp -mtcp -s 172.16.22.0/24 \
--sport 1024:65535 -d 192.168.2.10 -j SNAT --to-source : 10000- 20000

Thisrule matches source port range " 1024-65535" and original destination address 192.168.2.10 and only
translates source ports to the range 10000-20000. Firewall Builder generated a SNAT rule because the
object in the Translated Source requested a change in the source port range. If this object had zerosin the
source port range but defined some non-zero destination port range, the program would have generated a
DNAT rule to trandate destination ports.

7.3.2.1.4. Load Balancing NAT Rules

Many firewall platforms can use NAT to perform simple load balancing of outgoing sessions across a pool
of IP addresses. To set thisup in Firewall Builder, we start with an address range object:

Figure 7.19.

Ei Address Range

Comment:
Name: extrange

Range Start: [192.0.2.10

Range End: [192.0.2.20

Wethen useit in the "Translated Source" of the NAT rule:

Original Src Original Dst | Original 5rv | Translated Src | Translated Dst | Translated Srv | Interface In | Interface Out | Action
0 = )
.E‘-I'un(ernal net Any Any %..s ext range Qriginal Original Auto Auto Translate

Here iswhat we get for the iptables firewall:
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# Rule O (NAT)

#

$I PTABLES -t nat -A POSTROUTING -0 eth+ -s 172.16.22.0/24 \
-j SNAT --to-source 192.0.2.10-192.0. 2. 20

In case of PIX, fwbuilder builds complex global pool to reflect requested address range:

! Rule O (NAT)

!

gl obal (outside) 1 192.0.2.10-192.0.2.20 netmask 255.255.255.0
access-|ist id54756X30286.0 permt ip 172.16.22.0 255.255.255.0 any
nat (inside) 1 access-list id54756X30286.0 tcp 0 O

For PF, compiler converted range 192.0.2.10-192.0.2.20 to the minimal set of subnets and produced the
following configuration line:

# Rule O (NAT)
#
nat proto {tcp udp icnp} from 172.16.22.0/24 to any -> \
{ 192.0.2.10/31 , 192.0.2.12/30 , 192.0.2.16/30 , 192.0.2.20 }

It is possible to use a network object of smaller size in Trandlated Source which is equivalent to using a
small address range:

Figure7.21.

ﬁ Network

MName: |extaddrblock =]

Address: |192.0.2.0

MNetmask: 255.255.265.224

We can useit intherulejust like the range object:

Figure 7.22.

Original Sre Original Dst | Original S5rv - Translated Src Translated Dst | Translated Srv | Interface In  Interface Out | Action

0 .'5‘|nremal net Any Any .i‘eu addr block Original Original Auto Auto Translate

Thisyields for PF:
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7.3.3.

# Rule 0 (NAT)
#
nat proto {tcp udp icnp} from 172.16.22.0/24 to any -> 192.0.2.0/27

Unfortunately, the smaller network object in Translated Source is not supported for iptables because in
iptables, SNAT target can only accept a single IP address or arange of addresses, but not a subnet spec-
ification.

PF supports different modes of load balancing for rules like this. To add configuration parameters that
control this, openthe NAT ruleoptionsdialog by double-clickinginthe"Options" column of the NAT rule:

Figure7.23.

fw-3 / NATRule / 0

Pool type

default
bitmask
random static-port
@ source-hash

round-robin

When the "source-hash" option is checked, the generated command becomes

# Rule 0 (NAT)
#
nat proto {tcp udp icnp} from 172.16.22.0/24 to any -> 192.0. 2.0/ 27 source-hash

Destination Address Translation

Suppose we have a network using private IP addresses behind the firewall, and the network contains a
server. We need to provide access to this server from the Internet in a such way that connections will be
established to the address of thefirewall. In this case we need destination address of packetsto berewritten
so packets would reach the server on internal network. The simplest rule that transl ates destination address
of incoming packets looks like the one on Figure 7.12, Rule 2.

Basically thisrule says "if destination address of the packet matches the external address of the firewall,
replace it with the address defined by the object server on dmz'. If we had used the "firewall" object as
the original destination, instead of the interface, then all external interfaces would be mapped to the DMZ
server. Figure 7.26 (A) illustrates this. Thered, green, and blue packets cometo the firewall from different
subnets and all have destination addresses that match address of the corresponding interface. If it were
not for our NAT rule, packets like that would have been accepted by the firewall and sent to a process
expecting them. However, the NAT rule comesto play and changes destination address of all three packets
to 10.3.14.100 (the address of server). Packets with this address do not match any address belonging to
the firewall and therefore get sent out of the firewall according to the rules of routing.

A rule that does not specify any service for the trand ation translates addresses in packets of all protocols.
This approach can make somerulesimpractical because they will translate and bounce any packetsthat are
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headed for the firewall, making it impossible to connect to the firewall itself using telnet or any other pro-
tocol. Thisisespecially inconvenient since, aswe saw earlier, trand ation happensfor packets coming from
all directions; thismeansthat you won't be able to connect to the firewall even from inside of your network.
To aleviate this problem we just add an appropriate service object to the rule as shown in Figure 7.24:

Figure 7.24. Trandation Limited to Packets of HT TP Protocol

Original Src  Original Dst Original 5rv  Translated Src | Translated Dst Translated Srv | Interface In  Interface Out | Action

. TCP
0 Any By firewall-pix & htp

Original .i"mup server Original Auto AULo Translate

Rule#0in Figure 7.24 haslimited scope because of the service object "http" in Original Service; it matches
and performs address translation only for packets of HTTP protocol, while other packets are processed by
TCP/IP stack on the firewall as usual. Very often we only want to translate address for packets coming
from particular side of the firewall, typically from the Internet, and do not change other packets. Rule #0
on Figure 7.25 achievesthis goal by using firewall'sinterface object in Original Destination. Only packets
with destination address the same as that of interface ethl of the firewall match this rule and get their
address trandlated. Packets coming from other directions will have different destination address and won't
match the rule (see Figure 7.26 (B) ).

Figure 7.25. Destination Address Translation Rule Using Firewall Interface

Original Src | Original Dst | Original Srv  Translated Sre | Translated Dst Translated Srv | Interface In | Interface Out  Action

0 Any ’.Ecloutsn:le A http

Translate

Original ¥ http server Original Auto Auto

Figure 7.26. Trandations done to packets going in different directions. (A) when
firewall object isused in ODst in the NAT ruleand (B) when interface ethl isused
in ODst in the NAT rule

A Original Packet 1:
Src: 66.218.85.168
Dst: 192.0.2.22
Outside
eth1:192.0.2.22

DMZ
eth2: 10.2.11

Original Packet 2:
Sre: 10.2.1.20
Dst: 10.2.1.1

Inside Firewall

eth0: 10.3.14.1

@ Translated Packet 1
Src: 66.218.85.168
Dst: 10.3.14.100

@ Translated Packet 2
Sre: 10.2.1.20
Dst: 10.3.14.100

@ Translated Packet 3

Sre: 10.3.14.20
Dst: 10.3.14.100

Original Packet 3:
Sre: 10.3.14.20
Dst: 10.3.14.1

B Criginal Packet 1:

Sre: 66.218.85.168
Dst: 192.0.2.22
Outside
eth1:192.0.2.22

DMz
eth2: 10.2.1.1

Original Packet 2:
Sre: 10.2.1.20
Dst: 10.2.1.1

Inside Firewall

eth0: 10.3.14.1

Original Packet 3:
Sre: 10.3.14.20
Dst: 10.3.14.1
@ Translated Packet 1
Src: 66.218.85.168
Dst: 10.3.14.100

7.3.3.1. Examples of Destination Address Translation Rules in Fire-

wall Builder

This section demonstrates examples of NAT rules that manipulate the destination address and ports of

packets.
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7.3.3.1.1. Configuring NAT for the Server using an IP address Belonging to the
Firewall

In cases where we have no public IP addresses to spare, we can till use NAT to permit access to the
server. Inthis case, wewill use addressthat belongsto thefirewall's external interface. Hereis a screenshot
showing the firewall object, itsinterfaces, and an address object that belongs to the external interface:

Figure 7.27.

- B w2t
+ #l brd
- B etho ( ext)
IP fw-2:ethO:ip

+ ‘gl lo

B Policy

NAT

% Routing -

Object Type: IPv4 addrass
Object Name: fw-2:eth0:ip
192.0.2.1/255.255.255.0

External interface of the firewall

We can either use an interface object or a corresponding address object in the rule. The following two
examples of rules are equivalent:

Using an interface object:

Figure 7.28.
Original Src | Original Dst  Original Srv | Translated Src  Translated Dst | Translated Srv | Interface In | Interface Out | Action
— TCP . -
0 Any Iigletho a ey ftp Original ¥ server  Original Auto Auto Translate
TCP
&} smtp

Using an address object:

Original Src  Original Dst Original Srv | Translated Src | Translated Dst | Translated Srv | Interface In | Interface Out * Action
P . TCR . .
0 Any :__ guardian:ethQ:ip a%ftp Original W server  Original Auto Auto Translate

TER
& 7} SMEp

The external interface ethO of the firewall hasjust one I P address; therefore, these two variants of the NAT
rule are equivalent.

If the firewall has multiple public IP addresses, then you can add them as additional address objectsto the
external interface object and then use them in the NAT rules. All address objects attached to an interface
are equivalent from a NAT rule standpoint.

Both NAT rules demonstrated in this example provide translation for the destination address of the packet
so it can reach the server behind the firewall. We still need a policy rule to actually permit this kind of
connection. Thisrule can be added to the global policy as follows:
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Figure 7.30.

Source Destination | Service Interface | Direction | Action Time Options | Comment
0 P TCP

Any wue SETVEr aiafip Al G Inbo @Accepl Any

TCR
A 7% smtp

Y ou aways need a combination of the NAT rule and a policy rule to do both address transl ation and then
permit the translated packet.

Hereiswhat Firewall Builder generates for iptables using these NAT and policy rules:

# Rul e O (NAT)

#

$I PTABLES -t nat -A PREROUTING -p tcp -mtcp -mmultiport -d 192.0.2.1 \
--dports 21,25 -j DNAT --to-destination 172.16.22.100

# Rule O (gl obal)

#

$| PTABLES -A FORWARD -i + -p tcp -mtcp -mnultiport -d 172.16.22.100 \
--dports 21,25 -mstate --state NEW -j ACCEPT

For PF:

# Rule 0 (NAT)

#

#

rdr on ethO proto tcp fromany to 192.0.2.1 port 21 -> 172.16.22.100 port 21
rdr on ethO proto tcp fromany to 192.0.2.1 port 25 -> 172.16.22.100 port 25

# Rule O (global)

#

#

pass in quick inet proto tcp fromany to 172.16.22.100 port { 21, 25}

These are rather standard destination translation rules. Let's see what Firewall Builder generates for the
same rules in the GUI when target firewall platformis set to "PIX":
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cl ass-map i nspection_defaul t
mat ch defaul t-inspection-traffic

pol i cy-map gl obal policy
cl ass inspection_default
inspect ftp
i nspect esntp

servi ce-policy global _policy global

clear config access-li st
cl ear config object-group
clear config icnp

clear config tel net

clear config ssh

obj ect-group service outside.id13228X30286.srv.tcp.0 tcp
port-object eq 21

port-object eq 25

exit

I Rule O (global)

|

!

access-list outside_acl _in remark O (gl obal)

access-list outside_acl _in permt tcp any host 172.16.22.100 obj ect-group
out si de. i d13228X30286. srv. tcp. 0

access-list inside_acl _in remark O (gl obal)

access-list inside_acl _in permit tcp any host 172.16.22.100 obj ect-group
out si de. i d13228X30286. srv. tcp. 0

access-list dnme50_acl _in remark O (gl obal)

access-list dnme50 _acl _in permit tcp any host 172.16.22. 100 obj ect - gr oup
out si de. i d13228X30286. srv. tcp. 0

access-group dnz50 acl _in in interface dnz50
access-group inside_acl _in in interface inside
access-group outside_acl _in in interface outside

I NAT conpiler errors and warni ngs
|

clear xlate

clear config static
clear config gl oba
clear config nat

|
! Rule 0O (NAT)
|
|
access-|ist id13242X30286.0 permt tcp host 172.16.22.100 eq 21 any

static (inside,outside) tcp interface 21 access-list id13242X30286.0 tcp 0 O
access-|ist id13242X30286.1 permt tcp host 172.16.22.100 eq 25 any

static (inside,outside) tcp interface 25 access-list id13242X30286.1 tcp 0 O

PIX configuration is considerably more complex. First, protocol inspectors have been activated to set up
protocol support. TCP ports were arranged in an object group that is then used in al rules. Access lists
were created and attached to all interfaceswith "access-group” commands. Destination address translation
in PIX configuration is done using "static” commands, which use small access lists to match packets that
should be translated. All of this, however, was generated from exactly the same rules and objects in the
GUI. All we did is change thefirewall platform in the firewall object dialog and make sure network zones
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and security levels were configured properly. We did not have to configure two interfaces for each NAT
rule for PIX: Firewall Builder automatically determined which interfaces it should use for the "static"
command.

7.3.3.1.2. Configuring NAT for the Server Using a Dedicated Public IP Address

Suppose for some reason you do not want to add an address that should be used for NAT to an interface
of the firewall. Y ou can use any address object in the "Original Destination" even if this address object is
not attached to the interface of the firewall. The problem with thisis that the firewall must "own" public
address used for NAT in order for it to answer ARP requests for this address from the upstream routers. If
thefirewall does not "own" the address and does not answer ARP requests, the router will not know where
to send packets with this address in destination. To help you solve this problem, Firewall Builder can
automatically add avirtual addressto the firewall'sinterface when you use an addressin aNAT rule. This
is controlled by a checkbox Add virtual addresses for NAT in the "Script" tab of the firewall's platform
"advanced" settings dialog. If this checkbox is turned on, and you use an address object that does not
belong to any interface of the firewall, the program adds a code fragment to the generated script to create
virtual address of the interface of the firewall to make sure NAT rule will work. If thisis not the desired
behavior, you can turn this automation off by unchecking this option.

If you use this feature, the NAT rules look exactly the same as shown above, except address objects are
taken from the Objects/Addresses branch of the tree instead of the interfaces of the firewall. In case of
iptables, generated script adds virtual addresses to the firewall with alabel that startswith "FWB:" prefix.
This helps the script identify and remove addressesit controls when you remove them in Firewall Builder
GULI.

7.3.3.1.3. NAT Rules Using an Address of Dynamic External Interface

In all previous examples, the external interface of the firewall had a static | P address that was used in the
destination address translation rules. But what if the address is dynamic and not known at the time when
Firewall Builder processes rules? Let's see what happens.

Configuration of objects used in this example:

Figure 7.31.
.
=Rl R
=t fw-1-1 g{[lnterface
[5z] etho ([ dyn ext) k
+ 5| etht . ) ~ Ct
O Name: [ethD Management interface
v| This interface is external (insecure)
+ &g lo Label:
B Policy
NAT 0 Regular interface
% Routing @ Address is assigned dynamically
- w2t
== fwl "; 0 Unnumbered interface
+ ZE b }
- @l eth0 ( ext) b’ gy 5 Bl 19

4 4

The only difference is that interface ethO of the firewall is dynamic and has no IP address. In order to
build NAT rules we use thisinterface in Origina Destination (the rule looks exactly the same as rulesin
the previous examples):

Figure 7.32.

Firewall Builder uses the method specific to the target firewall platform that allows it to use an interface
awith dynamic address in policy and NAT rules. For example, the iptables script generated by Firewall
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Builder runs commands that retrieve the actual address of the interface and assign it to the shell variable.
This variable is then used in iptables commands to build policy and NAT rules. OpenBSD PF permits
using of interface namein rules, PIX has special syntax for "nat", "static" and "access-list" commands that
also permit using interface in place of the address.

Here is generated iptables script:

getaddr() {
dev=$1
nanme=%$2
L="$IP -4 addr show dev $dev | grep inet | grep -v :°
test -z "$L" && {
eval "S$nane="""
return

}
a FS=$I FS
| FS=" /"
set $L
eval "S$nane=$2"
| FS=$0 FS
}

getaddr ethO i _ethO

# Rul e O (NAT)

#

test -n "$i _eth0" && $I PTABLES -t nat -A PREROUTING -d $i_ethO \
-j DNAT --to-destination 172.16.22.100

It defines function getaddr() that retrieves IP address of a given interface and assigns it to a variable, in
this example to i_eth0. The script checksiif this variable has a non-empty value and usesit in -d clause of
iptables command to match destination address of incoming packet. The generated script checksthe value
of thisvariable because, if someinterface does not have any address at the moment when script is executed,
it should not try to run an incorrect iptables command or, worse, install an iptables rule matching "any".
Either way, the machine would end up with firewall configuration that would have a meaning different
from what was intended.

In PF we can use the (en0) clause to make the firewall match address of an interface without having to
retrieve the address manually:

# Rule 0 (NAT)
#
rdr on enO proto {tcp udp icnp} fromany to (en0) -> 172.16.22.100

The generated PIX configuration uses interface clause to match address of the interface:

! Rule 0 (NAT)

!

access-|ist 1d29402X30286.0 permt ip host 172.16.22.100 any

static (inside,outside) interface access-list id29402X30286.0 tcp 0 O
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7.3.3.1.4. Port Translation

The rules shown in the examples above translated only the destination address of packets. Sometimes the
server uses different ports as well, and the firewall should convert from the standard port numbers to the
ones used by the host. For exampl e, the web server might be running on port 8080, but we may want clients
to accessit using standard port 80. Here is how to do this.

First, we create a TCP service object that defines destination port 8080:

Figure 7.33.
Tg.‘x'rcp Service
Source Port Range C
Namea: |tcp-8080 -
Start:| 0
Fags== U A P R S F End: 0 <
Mask: Destination Port Range
Settings: Start: 8080 |2
Established End:| 080 2

This service object does not have any source port specification. Only the destination port is defined. Now
we can useit in the NAT rule asfollows:

Figure7.34.

Original Src | Original Dst | Original Srv | Translated Src | Translated Dst  Translated Srv | Interface In | Interface Out | Action

0 — TCP = TCcP
Any .:ﬂglethﬂ a g http Original | server s tcp-8080 Auto Auto Translate

Firewall Builder generates the following iptables script for thisrule:

# Rule O (NAT)

#

$I PTABLES -t nat -A PREROUTING -p tcp -mtcp -d 192.0.2.1 --dport 80 \
-j DNAT --to-destination 172.16.22.100: 8080

It uses -j DNAT --to-destination <address>:<port> to translate both destination address and destination
port.

Here is how thislooks for PF:

# Rule O (NAT)
#
rdr on en0 proto tcp fromany to 192.0.2.1 port 80 -> 172.16.22. 100 port 8080

PIX ruleslook like this:
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! Rule 0 (NAT)
!
!

access-list id37125X30286.0 permt tcp host 172.16.22.100 eq 8080 any

static (inside,outside) tcp interface 80 access-list id37125X30286.0 tcp 0 O

7.4. Routing Ruleset

Though not strictly afirewall function, Firewall Builder also letsyou configure the routing tables of Linux,
BSD, Cisco ASA/PIX and Cisco |OS firewalls. Routing rules are ignored for other firewalls.

Construct these rules the same way you construct access policy or NAT rules, by dragging the appropriate
objects into the rules. When you run the compiled script on the target firewall, the routing rule set rules
create static routes in the firewall.

Note

When executing afirewall script, all existing routing rules previously set by user space processes
are deleted. To see which rules will be deleted, you can use the ip route show command. All
lines not including "proto kernel" will be deleted upon reload of the firewall script.

If you want to use ECMP (Equal Cost Multi Path) routing rules with your iptables-based firewall, make
sure your kernel is compiled with the CONFIG_IP_ ROUTE_MULTIPATH option. See Section 7.4.2 for
instructions on creating multiple paths to a destination.

Figure 7.35. A Routing Rule

Destination Gateway Interface | Metric Options Comment

0 B¥net-192.168.1.0 IP guardianzeth1ip inside 0

» Destination

Can be any addressable object (hosts, addresses, address ranges, groups, networks.) The default desti-
nation ("Default") is 0.0.0.0/0.

* Gateway

Can be an IP address, an interface, or a host with only one interface.
* Interface

Specify an outbound interface for packets. Thisinterface must be a child interface of the firewall. This
option is not available for BSD firewalls.

* Metric

The metric of the route. The default metric for PIX is 1, soa"0" in aruleis automatically changed to
1 at compilation. Thisoption is not available for BSD firewalls.

« Comment

A free-form text field.
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7.4.1.

7.4.2.

Note

RedHat seems to reset routing rules explicitly upon system startup. Therefore, it's hard to distin-
guish interface routes from routes set up by the user. On RedHat systems, you need to include
the interface basic routing rules into your Firewall Builder routing setup.

IF YOU DO NOT FOLLOW THIS HINT, YOUR MACHINE WILL FREEZE ANY NET-
WORK TRAFFIC UPON START OF THE FIREWALL SCRIPT. This means, for ex-
ample, if ethO has network 192.168.3.0/24 attached to it, you need to add a route with
Destination=Network(192.168.3.0/24), Gateway empty, and | nterface=ethO.

This problem was encountered on RedHat 8.0, but other versions and distributions might be af -
fected too. (Debian sarge and SUSE Linux work fine without interface routing rules being includ-
ed in Firewall Builder routing rules.)

Handling of the Default Route

"Default route” is special in that it is critical for your ability to access the firewall machine when it is
managed remotely. To make sure you do not cut off access accidentally by not adding default to the routing
rulesin Firewall Builder, Firewall Builder treats the default route in a specia way.

If the default route is configured in the routing rule set in Firewall Builder, then the default route found
in the routing table is deleted and replaced with the one configured in Firewall Builder. However, if there
is no default route in the routing rule set in Firewall Builder configuration, then the original default route
found in the routing table is not deleted.

Additionally, the script checksiif the installation of routing entries was successful and rolls changes back

in case of errors. This ensures that the firewall machine will not be left with no default route and therefore
no way to accessit remotely.

ECMP routes

Firewall Builder supports ECMP routes in Linux-based firewalls using iptables. To create an ECMP rule
simply specify several rules with different paths (i.e., different combinations of Gateway and Interface,
for the same Destination and with the same metric).

In this example, there are three different paths to HostA.

Figure 7.36. ECMP Routing Rule

'V/ waTl -

l : Destination Gateway Interface Metric Options Comment

+ - ] loopback 0 Bhosta.  BHoste Binside 0 first possible route
g Policy -
5 NAT 1 Bhostn,  BHostc 0 second possible route
%+ Routing 2 B Hosta B¥etha 0 third possible route

Rules are automatically classified in ECMP rules and non-ECMP. The ECMP rules are written out in a
separated section of the firewall script after the "normal” routing rules.
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7.5. Editing Firewall Rule Sets
7.5.1. Adding and Removing Rules

Figure 7.37. M odifying Policy Rules

‘% % / User / Clusters / linux-cluster / Policy

Source Destination Service  Interface Direction Action Time Options Con
(I RIS T e i - Any Hethu @“’IDOUI"DEW Any %
| A g e Any All it Outbor @) Accept Any
Change color > No color I;Inbour gﬁccem Any
2 Both Accept Any
4 InsertRule M Red *U'Bt}lh @ rccent A
. Add Rule Below Orange *Gamh ® oo
Remove Rule Yellow i pt Any §
¢ Creen 4¥Both  @Deny Ay B
Move Rule up H*# I Blue
Move Rule down 3% Purple
Copy Rule Cray
Cut Rule

Paste Rule Above
Paste Rule Below

Disable Rule

Compile rule X

Rules can be added, removed, or moved around in the rule set using the Rules menu or the context menu
shown in Figure 7.37. To open the context menu, right-click the rule number in the (the first column of
therule).

Using these functions, you can add new rules above or below the currently selected rule in the policy,
remove rules, move the current rule up or down, or use standard copy and paste operations on policy rules.
Functions are appied to all selected rules.

Thefollowing rule-related functions are avail able in the Rules menu and the associated right-click context
menu:

* New Group

Groups contiguous rules together for easier handling. A group of rules can be collapsed in the display
so that only the group name appears. This can makeit easier to work with rule setsthat have many rules.
The New Group command opens a dialog that |ets you create and name the new group. The currently
selected rule is automatically added to the group. Section 7.5.7 provides information on working with
rule groups.

» Add to the group

This context menu selection appears only if you right-click a rule directly above or below an existing
group. If selected, the current rule is added to the indicated group. Section 7.5.7 provides information
on working with rule groups.

» Remove from the group
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The context menu selection appears only if you right-click a rule that is currently in a group. This
selection removes the rule from the group. If you remove arule from the middle of a group, the group
splitsinto two groups, one above and one below the selected rule. Both groups have the same name as
the original group. Section 7.5.7 provides information on working with rule groups.

» Change Color

This menu item allows you to assign a color to the rule background. Assigning colorsis agood way to
group rules visually according to function.
* Insert Rule

Inserts new rule above the current one.
* Add Rule Below

Inserts a new rule below the current one.
* RemoveRule

Removes the selected rule from the rule set.
* Move Rule Up

Moves the selected rule up by one position. The keyboard shortcut is " Ctrl-PgUp" on Linux and Win-
dows or "Cmd-PgUp" on Macintosh. If you select several consecutive rules and use this menu item, all
selected rules move together.

* Move Rule Down

Moves current rule down by one position. Keyboard shortcut is" Ctrl-PgDown" on Linux and Windows
or "Cmd-PgDown" on Macintosh. If you select several consecutive rules and use this menu item, all
selected rules move together.

e Copy Rule

Copies the current rule to the clipboard.
» CutRule

Copies current rule to the clipboard and removes it from the rule set.
* Paste Rule Above

Inserts the rule from the clipboard above the current one.
 Paste Rule Below

Inserts the rule from the clipboard below the current one.
» Disable Rule

Marks the rule as disabled; this makes the policy compiler ignore it.
e Compilerule

This menu item compiles the selected rule and shows the result in the editor panel at the bottom of the
main window.

7.5.2. Adding, Removing, and Modifying Objects in Poli-
cies and NAT Rules

To add objects to a policy or NAT rule, you can either drag the objects from the obect tree and drop
them into the corresponding rule element, or use a copy and paste operation. Objects can be copied into
clipboard from the object tree or from another policy rule; in either case, use the right-click context menu
or the main menu Edit option.
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Right-clicking when the cursor is over the rule elements "Source","Destination” or "Service" opens a
context-sensitive pop-up menu ( Figure 7.38). The same context menu appears when you hover the mouse
over the "Original Source", "Original Destination”, "Origina Service', "Trandated Source", "Translated
Destination" and "Translated Service" rule elementsin aNAT rule.

Figure 7.38. Modifying Objectsin a Policy Rule

& % / User / Clusters / linux-cluster / Policy

Source E"d_" o] ~ ice | Interface Direction Action Time Options  Comm
B linux—clus i BEletho  § Inbour @Deny Any  F

1 E linux-clus  Copy All i Outbor () Accept Any

2 I® icmp Cut All I Inbour (@) Accept Any

3 @linux-clus  Paste All 4¥Both (@ Accept Any

4 [=net-10.1, Delete Al 4¥Both @ Accept Any

5 E¥net-10.1,  wihore used All 4¥Both (@ Accept Any

6 Any Reveal in tree All 4¥Both @Deny Ay 5

Negate

Compile rule X

This menu provides items for the following functions:
 Edit

This menu item opens the currently selected object in the dialog area.
* Copy

The object is copied into clipboard.
e Cut

The object is copied into clipboard and removed from the rule.
e Paste

The object on the clipboard is pasted into the field in the the rule. A copy of the object stays on the
clipboard, so it may be pasted multiple times.
» Delete

The object is deleted (actually moved to the "Deleted Objects” library).
* Where used

Opensadialog that showsalist of wheretheruleisusedin al rule setsin the current firewall. In addition,
simply clicking on an object puts ared rectangle around that object everywhere it occursin the rule set.
* Reved intree

Showstheobject initslocationin the appropriatetree. Simply clicking onthe object doesthe samething.
* Negate

All objects in the selected rule element are negated. The rule element "Source" is negated in rule #1
in screenshot Figure 7.38.
e Compilerule

This menu item compiles selected rule and shows the result in the editor panel at the bottom of the
main window.
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7.5.3. Changing the Rule Action

To change arule action, right-click in the Action field and select the new action from the context menu (
Figure 7.39). Depending on the action selected, the Action dialog may open for you to specify parameter
Settings.

Figure 7.39. Modifying the Action of a Policy Rule

Direction  Action Time

& Inbou @ Accept
@ veny
O Reject
Accounting

B (2 Quee
& N s Custom

¥ (B orench
e

ﬁ& Bath |

a¥ean (

Paramned ters

CompileRule %

ﬁ@'aoth @Reiecmcp RST Ay
ﬁgﬁoth @Accept Any

Rule actions are described in detail in Section 7.2.5.

7.5.4. Changing Rule Direction

To change the traffic direction for a rule, right-click in the Direction field and select the new direction
from the context menu (Figure 7.40).

Figure 7.40. Modifying the Direction of a Policy Rule

Interface Direction Artinn Tima Mntinns  Comment
BEeth0  § Inbound ¥ Inbound

Al @ outbound  # Outbound

All Binbound 4" Both

Al % Both Compile rule X

All ﬁﬂ' Both I ALLEDUANY

All 4%Both @ Accept Any

P - . e

Traffic directions are described in detail in Section 7.2.4.

7.5.5. Setting Rule Options and Logging

To change the options and log settings associated with a rule, right-click in the Options field and select
a menu tiem from the context menu. Enable or disable logging by right-clicking the Options field and
selecting Logging On or Logging Off, respectively, from the context menu. Set rule options or change log
settings by opening the Options dialog. Y ou can do this by double-clicking within the Options field of the
rule or by right-clicking the Options field and selecting Rule Options from the context menu.
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7.5.6.

Figure 7.41. Rule Optionsfor Policies

Options Comment

B ¥ Rule Options
& Logging On
Logging Off
Compile rule X

Rule options and log settings are described in detail in Section 7.2.7.

Configuring Multiple Operations per Rule

Suppose you have a scenario where you want the firewall to perform a number of operations on packets
that match a particular firewall rule. For example, you might want packets matching the rule to be marked
(tagged), classified and then accepted. Instead of defining multiple single-action rules to accomplish this
behavior, Firewall Builder allows you to combine a set of rule options with an action in a single rule.
The ability to specify multiple operations for a single rule helps keep the number of required rules to a
minimum, and keeps your rule set simpler and more readable.

Sometarget firewall platforms, such as PF, natively support performing multiple operations per rule. Other
firewall platforms, such asiptables, do not explicitly support configuring multiple operations per rule. For
these platforms, Firewall Builder automatically transformsthe configured policy into however many rules
arerequired by the target platform.

7.5.6.1. Configuring an iptables rule to Accept and Classify

Let'slook at an example where traffic matching a particular rule, such as the one shown in Figure 7.42.
This rule matches SSH traffic destined to a specific address.

Figure 7.42. Basic rule with no options set

Source Destination Service Interface Direction Action Options Comment

= »
0 Any !!’_j_ My_Server _JET',ssr'. All ,ﬁ.\“ Both @ﬁ.ccept Allow 55H to server

The way the rule is currently defined traffic matching the rule will be accepted and no other operations
will be performed. However, if in addition to accepting the traffic you also want to classify the traffic into
classful gdisc for use with tc, then you need to use the Classify rule option to define the classify value that
should be set for traffic matching the rule.

In this example we will use a gqdisc value of 1:20 which matches a value configured in tc for prioritizing
SSH traffic.

Steps for adding classify string to matching traffic.
1. Right-click on Options section of rule and select Rule Options
2. Click on Classify tab in the Editor panel at the bottom of the screen

3. Enter the value 1:20 in the text box for the Classify string as shown in Figure 7.43
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Figure 7.43. Entering classify string in Editor panel

General  Logging  limit  connlimit  hashlimit =~ Tag Classify Route

Classify string:

1:20

Noticethat the Classify icon and classify string value are now displayed in the rule's Options column. This
lets you quickly and easily see what options have been configured for a particular rule.

Figure 7.44. Rule with Classify option set

Source Destination Service Interface Direction Action Options Comment
T v )
O any P My sever Hhssh Al 4% eoth @Accep: i‘;'gl.zrn Allow SSH ta server

Using the Section 10.2 feature you can see that this rule will result in the following iptables commands
being generated.

$| PTABLES -A FORWARD -p tcp -mtcp -d 192.168.2.10 --dport 22 -mstate --state NEW\
-j ACCEPT

# Allow SSH to server

$| PTABLES -t mangle -A POSTROUTING -p tcp -mtcp -d 192.168.2.10 --dport 22 -mstate \
--state NEW -j CLASSIFY --set-class 1:20

7.5.6.2. Configuring a PF rule to Tag packets
In this example traffic matching a rule on a PF firewall should be tagged with atag value that identifies
that the traffic is from an internal network that entered the firewall inbound on itsinternal (em1) network
interface.

First, a TagService object needs to be created that will identify the tag value that should be applied to the
matching traffic. In this case the tag value will be set to "Internal_Net".

1. Inthe object tree right-click on the TagServices folder and select New TagService
2. Enter aname for the TagService object
3. Enter the tag value that should be applied, in this case "Internal_Net"

The TagService should like like Figure 7.45.
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Figure 7.45. TagService object settings

Name: Internal_Met

Code:  Internal_Met

Next, the rule shown in Figure 7.46 matches the internal network traffic inbound on networking interface
eml needs to be created.

Note

If weset the Action to Accept for thisrulethe packetswill betagged, but they will also be accepted
and no other ruleswill be processed. To tag the packets, but have thefirewall continue processing
the packets against additional rules we need to set the Action to Continue.

Using the Continue action will allow you to define rules farther down in the policy that make use

of the tag. Depending on the version of PF that you are using, this will result in ether "pass’ or
"match” rules being generated by Firewall Builder.

Figure 7.46. Basic rule without tag being set

Source Destination | Service Interface Direction Action Options  Comment
0 i _ ™, .
&= Internal LAN  Any Any Ellnﬂldt" g!y Inbound | Continue

To set the tag value that will be added to packets that match this rule, do the following:
1. Right-click on the Options column of the rule and select Rule Options
2. Click on the Tag tab in the Editor panel at the bottom

3. Drag-and-drop the TagService object created earlier from the object tree to the the drop target in the
Editor panel as shown in Figure 7.47

Figure 7.47. Setting the TagService object tousein therule

State Tracking Logging Limits TCP =Tag~ Classify Route

Tag service object:

i

Internal_Net

After the TagService object has been added to the rule, the final rule should look like Figure 7.48.
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Figure 7.48. Completed tag rule for PF

Source Destination | Service nterface Direction Action Options Comment

= j e
0 F:_'?!nt:-'rnal LAN Any Any Elmaldp & Inbound () Continue &7 Internal_Met Tag internal traffic

Using the Section 10.2 feature you can see that this rule will result in the following PF command being
generated.

# Tag internal traffic
pass in on enl inet from 192.168.1.0/24 to any tag Internal Net |abel "RULE O --

On morerecent versions of PF using the Continue Actioninarulewill result in the "match" keyword being
used. Here's an example of the same rule from above, but with a configuration generated for a firewall
that is running PF 4.7.

# Tag internal traffic
match in on enl inet from 192.168.1.0/24 to any tag Internal _Net no state | abel "RULE O ;-

7.5.7. Using Rule Groups
7.5.7.1. Creating Rule Groups

If you have arule set with quite a few rules, it can be useful to lump some of them together into rule
groups. A rule group is a contiguous set of rules that you have grouped together and assigned a name to.
Once you have agroup, you can collapse it down visually to save screen real estate, then pop it back open
when you need to look inside.

Rule groups only affect how the rules are displayed visually. They have no affect on how the rule set is
compiled or how it works on the firewall.

Let'slook at asimple example of using rule groups.

Figure 7.49 shows a fragment of a set of rules. There are two rules for packets destined for ethO, several
rules for packets destined for ethl, and a couple rules for eth2-destined packets.

Figure 7.49. Rules without Grouping

Source Destination

Any EEetho
Any EEletho
Any EEleth
Any HEleth1
Any EEleth
Any EEeth
Any EEetht
Any EEleth2
Any EEleth2

A -

S0 = | o &N =S
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The eth2 rules take up a lot of space, so let's group them together. We can then collapse the group so it
uses less space.

To create the group, right-click in the rule number cell of thefirst "eth1" rule and select New group. (You
don't have to click thefirst rule. Any rulein the group will do.)

Figure 7.50. Creating a Group

Any EEletho

el
Mew group

Rule 2

Change color  »

Insert Rule

G = & WK =

Add Rule Below

MY mnmom THaalm

A dialog appears. Enter the name of the group. This name is for your convenience only, so it can be
anything. Here we're naming the group after theinterface, but a more descriptive name can be more useful.

Figure 7.51. Naming a Group

M

Enter group name:

eth] |

| X cancel || & ok |

RS -

Now we have agroup with one entry. Thisdoesn't provide much value, so let'sadd other rulesto the group.
Y ou can add as many rules as you want, but they must al be contiguous in the rule set.

Figure 7.52. Group with One Entry

Source Destination £

Any EEletho

Any EEletho
- eth1 (1 rules)
|

|| Any [EEetns
Any EEeth1
Any EEeth
Any EEeth
Any EEeth
Any EEleth2
Any EEleth2

= =

G = ;| &= K
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To add more rules, right-click arule adjacent to the rule in the group, then select Add to the group ethl.

Figure 7.53. Adding a Ruleto a Group

Source  Destination &

0 Any EEletho

Any  EEletho

- eth1 (1 rules)
|

|| Any EEetnt

a s
Mew group

Add to the group eth1

—_

{4 I - B

Do that to the rest of the "eth1" rows, and we now have a populated group. Y ou can select several conse-
gutive rules and add them to the group at once.

Figure 7.54. A Group of Rules

Source Destination £

Any  EEletho

Any EEetho
- eth1 (5 rules)

= =

Any HEleth1
Any EEloth1
Any et
Any EEeth
Any EEletn1
Any EEleth2
Any EEleth2

(== I = - TR+ I S - R

To collapse the group, just click thelittle minus (-) or atriangle icon (depends on the OS and visua style)
in the upper left of the group.

Figure 7.55. Collapsed Group

Source Destination £

0 Any EEetho
Any EEetho
- eth1 (5 rules)
7 Any EEleth2
8

Any EEleth2

The group now takes up less room on your screen, though it has not changed in function.
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7.5.7.2. Modifying Rule Groups

Y ou can modify arule group after you have created it. Options are as follows:
» Renaming a Group

To rename a group, right-click the group name (or anywhere on the gray bar that heads the rule, and
select Rename group. Then, change the name in the dialog and click OK.
» Add more rulesto agroup

You can add an existing rule to a group if the rule is directly above or below the group. Simply right-
click the rule and select Add to the group ethl.
* Remove arulefrom agroup

To remove a rule from the group while leaving it in the rule set, right-click in the number of the rule
(left-most column) and select Remove from the group. Y ou can only remove the first or thelast rulein
the group. Rules in the middle of the group can not be removed from it.

* Remove arule completely

You can remove arule in agroup entirely by right-clicking the number of the rule (left-most column)
and selecting Remove rule. This will remove the rule from the rule set entirely and works the same
regardless of whether the rule is amember of agroup or not. If you want to move the rule to anther part
of the rule set, select Cut rule instead, and then paste the rule el sewhere.

7.5.8. Support for Rule Elements and Features on Vari-
ous Firewalls

Certain fieldsintherulesare only availableif the target firewall platform supports them. For example, the
iptables firewall provides controls for logging of matched packets, while Cisco PIX does not; PIX always
logs every packet it drops. Where possible, the policy compiler tries to emulate the missing feature. For
example, OpenBSD PF does not support negation natively, but the policy compiler provides aworkaround
and tries to emulate this feature for PF. Another example is policy rules with "Outbound" direction. Cis-
co PIX supports only inbound access lists, so the policy compiler emulates outbound Access Lists while
generating configuration for PIX. Table 7.1 represents alist of fieldsin the rules and which firewall plat-
forms support them. Information about these fields and featuresis available for Firewall Builder GUI that
disables corresponding menu items and hides associated policy elements when they are not supported.

Table 7.1. Rule Features Available on Different Platforms

Firee |Source |Desti- |Service |Time |Direc- |Action |Log- Com- |[Nega- |Nega-
wall nation Inter- |tion ging/ |ment |[tion inftion in
Plat- val Op- Policy |NAT
form tions rules |rules
iptables |+ + + + + + + + + +
ipfilter |+ + + - + + + + + -

pf + + + - + + + + + +
Cisco |+ + + - + + - + - -

PIX

7.6. Compiling and Installing Your Policy

See Chapter 10 for full details on compiling and installing your firewall policy.

207



Firewall Policies

7.7. Using Built-in Revision Control in Firewall
Builder

Note

Linux and *BSD users must install RCS before using revision control in Firewall Builder.

Firewall Builder GUI has built-in revision control system that can be used to keep track of changesin the
objectsand policy rules. If adatafile has been added to the revision control system, every timeit is saved,
the system asks the user to enter a comment that describes changes done in the file in this session and
storesit along with the data. The program also assigns new revision number to the datafile using standard
software versioning system with major and minor version numbers separated by a dot. When you open
this datafile next time, the program presents alist of revisions alongside with dates and comments, letting
you choose which revision you want to use. Y ou can open the latest revision and continue working with
the file from the point where you left off last time, or open one of the older revisions to inspect how the
configuration looked like in the past and possibly create a branch in the revision control system. Here we
take a closer ook at the built-in revision control system.

We start with aregular data file which we open in the Firewall Builder GUI as usual. Note that the name
of thefile appearsin thetitle bar of the main window, hereit is test2.fwhb:

Figure 7.56.

E Hirewal B miders= tes 2]
! Fil= Edit Object Rules Tools Window Help

=

Bl @R

guardian / Poli

4k

<: | & |\ User

Source | Destination Servii
- . User 3 )
\f 1 Firewalls 0 E-_:-.'guardlan Any Any
- B guardian 1 Any Any Any
B outside [ dyn ext) Any .:-.:::guardian Esssh
+ BF| loopback 2 £Useful_
Paolic
? NATY Itnﬂpim; rec
£ | 3 Eguardian An An
% Routing J Yy y
+ [J] Objects 4 Any Any Any
+ 7] Services
[ Time

Y ou can always see additional information about the file using main menu File/Properties. There is not
much the program can report about this file that we do not know aready. It shows full path where it is
located on the file system and the date and time of last modification, but otherwise since it has not been
added to the revision control system, there is no additional information it can report.
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Figure 7.57.

E HE"FTOpErLes x

Location:  /home/vadimiest2.fwb

Time of last modification: Sun Feb 22 19:28:20 2009 (1235359760)

Revision Control:
Revision:
Locked by user:

Revision history:

To start tracking revisions of this datafile, use menu File/Add Fileto RCS, the program creates all neces-
sary files and reports result in a pop-up dialog. If for some reason adding file to the revision control has
failed, the program reports error in the same pop-up dialog. Section 15.6 has a list of typical problems
that may occur at this point.

Table7.2.

:_’{ File | Edit Object Rules Tt
New Object File 4

File /home/vadimiest2.fwb has been added to RCS.

Cpen... Ctrl+O
Open Recent (A

Save Ctrl+5
Save As...

Close

Properties Ctrl+l

| AddFileto RCS |

Mammit

A few things have changed in the GUI after the file has been added to the revision control system. First,
in addition to the file name, the title bar now also shows its revision. The initia revision number after
checkinis1.1.
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Figure 7.58.
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The File/Properties dialog shows that the file is now being tracked by the revision control system and that
its current revision is 1.1. Thereis only one revision in the history and the comment is "Initial revision”,
which is added automatically by the program.

Figure 7.59.

E NESETORErnes: x

Location:  /homeivadimitest2.fwb

Time of last modification: Sun Feb 22 19:28:20 2009 (1235359760)

Revision Control:

Revision: 1.1
Locked by user:

Revision history:

Revision 1.1

revision 1.1
Initial revision

Let's see how the revision control system keeps track of the changes in the data file. To demonstrate this,
we are going to make a change in one of the objects, save the object file and check it in (this creates new
revision). Then well close the object file. Then, we'll open both revisions to see the differences.

Here istherule set of the new firewall. It is very ssimple and consists of just five rules:

guardian / Policy

Source | Destination Sanvice interface  Diraction Action Time Options Comment
0 EQ\larﬂlaﬂ Any Any B tside - - Amy L antl spoaling rule
1 Any Any Any Bisopac: B ¥ Any

Any Ef_m_l-m".-“‘ Bash All % o Any S5H Access to the host; usedul ICM
2 £Uf‘f_l|’| | ICMP I,p“'a ping |i?q|ﬁ?‘5|

B ping request

3 !—I_!—'.gua'\:lla'l Any Any All % u Ay
4 Any Any Ary Al % Any HE
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Now we add one morerule (to permit HTTP to the firewall). Thisisrule #3; it is colored yellow:

Figure 7.61.
guardian / Policy

Source  Destinalion Senvice Inledace Dieclion Action Time Options Comement
o F:J.gunr:: .mj Aty Any Slonzioe L any ®d5  anli spooling rue
1 Ay ATy Ay Boopoack B e ARy

any  [PEpuardian |Besn A % v Any SSH Access 10 e Rost; usaful ICK
2 2 Usatul ICMP ypes; ping request

E‘B:Ing requast

3 any  Eiguardan |t Mo % Y Ay
4 Egu:lr:j :|r|: Ay Any Al % o Any
5 Any Any Any A % - Any | B

Now we save thisfile using File/Save and exit the program. Before we can do that, however, the program
tries to check thefile in to the RCS and presents a dialog where we can add a comment to document the
change we made. We enter the comment and click Check filein to complete the operation. Thefileis now
checked in and the program exits.

Figure 7.62.
guardian / Policy
Source | Destination Service Interface  Direction | Action Tir
o Any Any Houtsice ¥ L £
1 e S ogirecord Tor the new revision x| #
Checking file /home/vadim/test2.fwb in RCS :
2

Log record for this revision:
Added rule to permit HTTP to guardian| i
= £
2

Do not ask me anymore, always check files in with empty log
Check file in Cancel

Now we restart the program and open the samefile using File/Open. Since thefileisnow in revision con-
trol, the program presents the dialog with the list of its revisions. Each revision has a comment associated
with it, shown at the bottom of the dialog. Note also that each revision also shows the user name of the
user who checked it in, which is very useful in amulti-user environment.
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Table7.3.

RESHIEPTEvieEw RESHIEPTEv EwW

Revision Date Author Locked by H Revision Date Author Locked by =
test2.fwb test2.fwb
1.1  2009-03-07 18:49:37-08 vadim 1.1 2009-03-07 16:49:37-08 vadim
1.2  2009-03-07 19:23:51-06 vadim 1.2 2009-03-07 19:223:51-08 vadim
b =]
RCS log: revision 1.1 RCS log: revision 1.2
Initial revision Added rule to permit HTTP to guardian
[ Cpen l [q;en read—onlyl [ Cancel [ Open ] [q:nen read—onlyl [ Cancel l

If we chooserevision 1.2 (the latest) and click Open, we see the rule that permits HTTP to the firewall:

Figure 7.63.
HrewalllBmiders = restZihwh; rev 2y
Help
guardian / Policy

Source | Destination Service Interface  Direction Action Time
0 .E-.:::guardian Any Any Houtside * L An
1 Any Any Any B |00pback % o An
Any E-'::.'guardian esh All % o An

2 & Useful_ICMP

wping request
any  Eguardian <hitp Al % v An
.E-.:::guardian Any Any All % o An
Any Any Any All 3 L An

If we choose revision 1.1 and open the file, we get this policy (note revision number in the main window
title bar, itis 1.1):
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Figure 7.64.
HirewallF Bl ders=S Fest2 v, rew =1 |
Help
guardian / Policy

Source | Destination Service Interface Direction = Action Time
0 E-_::.'guardian Any Any Hloutside ¥ @ Any
1 Any Any Any 5-'-|Inopback % L2 Any
Any .:-.:::guardian Pech All % L2 Any

2 S Usetul_ICMP

Itn.ﬁping request
E-_::.'guardian Any Any All % L2 Any
4 Any Any Any All % Any

The rule to permit HTTP to the firewall is not there because we opened the earlier revision of the data
file. Essentially, werolled back the change we madeinrev 1.2. If we only opened the earlier fileto take a
quick look, we can now just close the file, then open the latest version to continue working. However, if
we wanted, we could compile and install the old revision. Note that this can break thingsif some protocols
were added to the firewall rules later, but this can be useful if you need to test things as they were few

days ago.

However, if wewant to roll back the change and continue without it, all we need to do is make the change
in this revision (1.1) and then save and check it in. Thiswill create a branch in RCS and we will be able
to continue working with it later. The previous change, checked in asrev 1.2 will always be there, and we
will always be able to revert to it if we want. The program does not merge branches, merging changesin
XML filesisacomplex task and is hot implemented at this time.

To illustrate creation of a branch, we are making a change to the revision 1.1 of the data file as shown
on the next screenshot:
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Figure 7.65.
EirewalFE miders=S rest v srev 11|
Help
guardian / Policy
Source | Destination Service Interface  Direction Action Time
] .:-.:::guardian Any Any §|outside * L An
1 Any Any Any B |00pback % o An
Any E-_::.'guardian esh All % o An
) & Useful_ICMP
Eﬂping request
Lﬂsmtp
.:-.:::guardian Any Any All % o An
Any Any Any All % L An

We then save and check this file in with an appropriate comment. To check it in we use File/Commit.
We then close the file using File/Close and reopen it again using File/Open. This accomplishes the same
operation asin the example above in this document, except we do not close the program. When we try to
open it, the program shows the branch and new revision 1.1.1.1 that we just created. Note that the time of
therevision 1.1.1.1 islater than the time of revision 1.2:

Figure 7.66.

0 RCSHEPTeview 3
Revision Date Author Locked by | =
test2 fwb

- 1.1 2009-03-07 15:49:37-08 vadim
1.1.1.1 2009-03-07 19:41:07-08 vadim
1.2 2009-03-07 19:23:51-08 vadim

4 L3

RCS log: revision 1.1.1.1
Permit smtp to guardian

Cpen Open read-only Cancel

Now if we open rev 1.1.1.1, continue working with and check new changes in, the program will create
revision 1.1.1.2 and so on.

This section demonstrates how the built-in revision control systemin Firewall Builder GUI can be used to
document changesin thefile. It can also be used to roll back changesto apreviousrevision both temporary
or permanently. Using RCS helps establish accountability if several administrators can make changes to
the policy of firewalls because RCS keepstrack of the user name of the user who checked changesin. RCS
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in Firewall Builder works on all supported OS, that is Linux, FreeBSD, OpenBSD, Windows and Mac
OS X. OnLinux, *BSD and Mac OS X it relies on system-wide installed rcs package, while on Windows
rcstools areinstalled as part of the Firewall Builder package. In general, it's useful to always use revision
control even in simple cases when only one administrator uses the tool. The ability to document changes
and roll back if necessary greatly improves the process of security policy management.
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Firewall Builder 4.0 introduced support for firewall clusters. Firewall Builder helps you create configu-
ration for iptables, PF, or PIX rules and in some cases cluster configuration as well. The following state
synchronization and failover protocols are supported at this time:

Table 8.1. Supported State Synchronization and Failover Software

(O] State Synchro- Failover
nization
Linux conntrackd vrrpd, heartbeat, keepalived, OpenAlS
OpenBSD/Free- pfsync CARP
BSD
Cisco ASA (PIX) |PIX state sync pro- |PIX failover protocol
tocol
Cisco |IOS Router  |None None

Firewall Builder automatically generates policy rules to permit packets of these protocols when it sees
firewall cluster configured with one of them. You can use cluster object and its interfaces instead of the
member firewall objects or their interfacesin policy and NAT rules and the program will substitute correct
addresses when it generates iptables script or PF or PIX configuration.

Note

Cisco 10S router firewall objects can be used in a cluster, but Firewall Builder does not support
afailover protocol for 10S router clusters, so no rules are automatically created for this type of
cluster.

Detailed description of the Cluster object is provided in Section 5.2.3.

8.1. Linux cluster configuration with Firewall
Builder

Detailed walk-through examples for different Linux, BSD and PIX cluster configurations can be found in
Firewall Builder Cookbook chapter Section 14.4

High Availability (HA) configurations on Linux can be built using different software packages, such
as vrrpd (VRRPD home page [http://off.net/~jme/vrrpd/]) or heartbeat (Linux-HA home page [http://
www.linux-ha.org/]). Firewall Builder focuses on the firewall configuration and provides independent
way of configuring iptables rules for Linux HA clusters and can be used with any HA software package,
including home-grown scripts and packages that will appear in the future. At this time Firewall Builder
does not generate configuration or command line for the HA software.

Like with all other supported firewall platforms, interface objects that belong to a cluster object serve to
establish association between actual interfaces of the member firewalls. Cluster interface object should
have the same name as corresponding member firewall interfaces. It should have Failover Group child
object configured with interfaces of the member firewalls. You can create Failover Group object using
context menu item "Add Failover Group”, the menu appears when you right mouse click on the cluster
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interface object. If you create new cluster using "New object” menu or toolbar button, the wizard that
creates new cluster object will create Failober Group objects automatically. Hereishow it should ook like:

Figure 8.1. Failover group objects and mapping between cluster and member

interfaces
Ba linux-test-1
Policy
El NAT
© User Routing
[ Clusters B etho
%nux-cluster IR linux-test-1:eth0:ip
;:;Te Sync Group I8y linux-test-1:eth0:ip6
icy B ethl
NAT 1P linux-test-1:eth1:ip
R:huélﬂg I8y linux-test-1:eth1:ip6
e = o
P linux-cluster:eth0:ip
E}j linux-cluster:ethO:memb.?
B ethl
P linux-cluster:ethl:ip linux-test-2
E}j linux-cluster:ethl:memb.! E lo
= o B etho
B linux-cluster:lo:members 1P inux-test-2:eth0:ip

Note that the name of the cluster interface should match the name of the member interfaces exactly, even
if it may appear that HA software running on the firewall creates new interface such as eth0:0. Heartbeat
daemon creates what |ooks like interface "eth0:0" when it becomes active and assumes virtual ip address.
The"eth0:0" isin fact alabel on the secondary ip address on the interface "ethQ" which you can seeif you
use command "ip addr show dev ethQ". Here is an example of the output of this command taken on the

I8y linux-test-2:eth0:ip6
B ethl
!e. linux-test-2:ethl:ip
I8y linux-test-2:eth1:ip6
Policy
NAT
Routing

(]

firewall running heartbeat that was active at the moment:

# ip addr show dev ethO

2: et h0: <BROADCAST, MULTI CAST, UP, LONER UP> ntu 1500 qdi sc pfifo_fast state UNKNOM gl en

l'i nk/ ether 00:0c:29:1e:dc:aa brd ff:ff:ff:ff:ff:ff
inet 10.3.14.108/24 brd 10. 3. 14. 255 scope gl obal et hO

inet 10.3.14.150/24 brd 10. 3. 14. 255 scope gl oba

inet6 fe80::20c: 29ff:fele:dcaal/ 64 scope |ink
valid_|ft forever preferred_|ft forever

secondary ethO: 0

1000

Secondary |P address 10.3.14.150 that was added by heartbeat is highlighted in red. The "eth0:0" at the
very end of the output isthe label assigned to this address, thislabel makesit appear as another inetrfacein
the output of ifconfig, however it isnot real inetrface. Here is the output of ifconfig on the same machine

at the same time when it was active in the HA pair:
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# ifconfig
et hO Li nk encap: Et hernet HWaddr 00: Oc: 29: 1e: dc: aa

i net addr:10. 3. 14.108 Bcast: 10. 3. 14.255 Mask: 255. 255. 255. 0
inet6 addr: fe80::20c:29ff:fele:dcaal/ 64 Scope: Link

UP BROADCAST RUNNI NG MULTI CAST MrU: 1500 Metric:1

RX packets: 242381 errors: 0 dropped: 0 overruns: 0 frane: 0

TX packets: 41664 errors: 0 dropped: 0 overruns: 0 carrier:0

col l'i sions: 0 txqueuel en: 1000

RX byt es: 40022382 (40.0 MB) TX bytes: 5926417 (5.9 MB)
Interrupt: 18 Base address: 0x2000

et h0: 0 Li nk encap: Et hernet HWaddr 00: Oc: 29: l1e: dc: aa

i net addr:10. 3. 14.150 Bcast: 10. 3. 14.255 Mask: 255. 255. 255. 0
UP BROADCAST RUNNI NG MULTI CAST MrU: 1500 Metric:1
Interrupt: 18 Base address: 0x2000

It isimportant to understand the distinction because iptables does not recognize eth0:0 as an interface and
doesnotalowitin"-i" or"-0" clause. Firewall Builder followsthe samerulesasthetarget firewall platform
it prepares configuration for. Thismeansyou should build configuration in fwbuilder usinginterface " ethQ"
and not "eth0:0".

Each cluster interface should have aFailover Group child object configured with corresponding interfaces
of the member firewalls. Configuration of this object implements interface mapping illustrated by Fig-
ure 8.1 and is shown below:

Figure 8.2. Failover Group object configuration

J User [ Clusters | linux-cluster [ ethD J linux-cluster:eth0:mi

Firewall Interface  Status
Name: linux-clusterethQ:members Ba linux-test-2 FH ethD OK
' al B linux-test-1 B eth0 OK

Type: heartbeat

Qutput |

Find

Edit protocol parameters Manage Members

|-Editor

Firewall Builder GUI proides away to configure some parameters for the failover protocols heartbeat and
OpenAl S Click Edit protocol parameters button to open dialog for this:

Table8.2.

Figure 8.3. Editing parametersfor the |Figure8.4. Editing parametersfor the

heartbeat protocol

(s NN &) .1 heartbeat protocol settings

[ heartbeat Parameters ]

|| Use unicast address for heartbeat
Address 224.0.10.100

Port number (udp): 694

£ox)( cancel
- AN .

OpenAl S protocol

A5 i1 openais protocol settings

[ openais Parameters |

Address 226.94.1.1

Port number (udp): 5405

(0K ( Cancel )
. - AN J
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Firewall Builder only supports multicast or unicast heartbeat configuration. Y ou can enter the address and
port number in the dialog. If you turn checkbox "Use unicast address" on, generated iptables commands
will match source and destination addresses of the corresponding interface of both member firewalls. If this
checkbox is off, it is assumed heartbeat is configured to use multicast and generated iptables commands
will only match this multicast address in both INPUT and OUTPUT chains.

As with heartbeat, you can configure ip address and port number for the OpenAlS protocol. There is no
unicast option here.

Cluster object should aso have State Synchronization group child object. Create it using context menu
"Add State Synchronization Group" item if this object does not exist. In this object you need to configure
member interfaces that should be used for state synchronization. On Linux, state synchronization is done
using conntrackd daemon (conntrack-tools home page [http://conntrack-tools.netfilter.org/]). Configure
State Synchronization group object with interfaces of the member firewalls used to pass conntrackd pack-
ets:

Figure 8.5. State synchronization group object in thetree

B linux-test-1

Policy

B NAT
User Routing

[E Clusters B etho

linux-cluster

I®  linux-test-1:eth0:ip
By Sstate Sync Group

1By linux-test-1:eth0:ip6

ey B = el

e 1P, linux-test-1:eth1:ip

R;]h“émg I8y linux-test-1:eth1:ip6
e

= o
'1?. linux-cluster:ethO:ip

ﬂ linux-cluster:ethO:memiy...

B ethl
P linux-cluster:eth1:ip _‘ linux-test-2
B linux-cluster:ethl:memb... = lo
= o B etho
Q linux-cluster:lo:members !i.-‘. linux-test-2:eth0:ip
1By linux-test-2:eth0:ip6
B ethl

I® linux-test-2:eth1:ip
1By linux-test-2:eth1:ip6
Policy
NAT
Routing

The State Synchronization group object should look like this:

Figure 8.6. State synchronization group object parameters

{ Wser | Clusters | linux—cluster | State Sync Group

Firewall Interface  Status
Name: State Sync Group Be linux-test-1 S ethl OK
o] Bm linux-test-2 @ ethl OK

Type: conntrack

Qutput |

Find

[_ Editor

Edit protocol parameters { Manage Members
v & g

Member firewalls and their inetrfaces appear in the panel in the right hand side of the dialog. Firewall
Builder uses this information to automatically generate iptables rules to permit conntrackd packets. Fire-
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wall Builder assumes conntrackd is configured to send synchronization packets over dedicated interface
(which generally is a good idea anyway). You may use internal inetrface of the firewall for this purpose
as well. See examples of conntrackd configuration in Firewall Builder CookBook. Y ou can configure ip
address and port number for the conntrack as well.

Figure 8.7. Editing parametersfor the Conntrack state synchronization protocol

[ NN ) 11 conntrack protocol settings

[ conntrack Parameters |

| Use unicast address for conntrackd

Address: 225.0.0.50

Port number (udp): 3780

Ii. oK ) (Cancel )

8.2. OpenBSD cluster configuration with Fire-
wall Builder

Documentation for BSD clusters coming soon...

8.3. PIX cluster configuration with Firewall
Builder

Firewall Builder supports PIX "lan based" failover configuration. Unlike in Linux or BSD, where each
interface of the firewall runsits own instance of failover protocol, PIX runs one instance of failover pro-
tocol over dedicated interface. PIX can also run state synchronization protocol over the same or another
dedicated interface. These dedicated interfaces should be connected via separate switch and do not see
regular traffic. Hereis how thisisimplemented in Firewall Builder:

Like with all other supported firewall platforms, interface objects that belong to a cluster object serve to
establish association between actual interfaces of the member firewalls. Cluster interface object should
have the same name as corresponding member firewall interfaces. It should have Failover Group child
object which should be configured with interfaces of the member firewalls. Y ou can create Failover Group
object using context menu item "Add Failover Group", the menu appears when you right mouse click on
the cluster interface object. Here is an example of correct interface mapping between cluster and member
firewals:
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Figure 8.8. Failover group objects and mapping between cluster and member

interfaces

ﬂ clusterl
By state Sync Group
Policy
NAT
Routing
B Ethernet0.101
Q clusterl:e0.101:member
B Ethernet0.102
Q clusterl:e0.102:member
B Ethernetl
EE clusterl:el:members
B Ethernet2
= Failover group

Bs pixl
Policy
NAT
Routing
B Ethernet0

Ethernetl

/' P pix1:Ethernetl:ip

Ethernet0.101
/vE '1?, pix1:Ethernet0:Ethern...
Ethernet0.102
/'E P pix1:Ethernet0:Ethern...
=]

B Ethernet2
; 1P pix1:Ethernet2:ip

B pix2

Policy
NAT
& Routing
4 Ethernet0
B Ethernet0.101

P pix2:Ethernet0:ip
B Ethernet0.102

IP pix2:Ethernet0:Ethern...
B Ethernetl

1P pix2:Ethernetl:ip
B Ethernet2

P pix2:Ethernet2:ip

The Failover Group object "clusterl:e0.101:members’ is configured with interfaces "Ethernet0.101" of
both members:

Figure 8.9. Example of failover group object

J/ nest objects / Clusters /[ clusterl [ Ethernet0.101 / cluster 1:e0.101:members

Firewall Interface Master Status
MName: clusterl:eD.101:members B pixl @ Ethernet.101 oK
Ba pix2 B Ethernet0.101 oK

Type: e

Output

Find

| Editor

Interface that is configured for the failover on the member firewall should be marked as "Dedicated
Failover". Use checkbox with this name in the interface object dialog to do this.

Cluster interface that corresponds to the failover interface of the members should be configured with
protocol "PIX failover protocol”. Click on the "Edit protocol parameters” button to edit timeout, poll time
and the key.

Cluster interfaces that represent regular interfaces of the members also must have failover group objects;
that is where you add interfaces of the member firewalls. There is no need to configure protocol in these
failover groups because PIX does not run it over these interfaces. Regular interfaces should not be marked
as "Dedicated Failover".

Cluster object should have State Synchronization group child object. Create it using context menu "Add
State Synchronization Group" itemif this object doesnot exist. I n this object you need to configure member
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interfaces that should be used for state synchronization. Y ou can use separate dedicated interfaces or the
same interfaces used for failover. If these are separate, corresponding interface objects of the member
firewalls must be marked as "Dedicated Failover".

One of themember firewall interfaces used in the State Synchronization group must be marked as" master".
Thisiswhere you define which PIX unit isgoing to be the primary and which is going to be the secondary
inthe HA pair.

Here is an example of the state synchronization and failover using the same interface Ethernet2:

Figure 8.10. Example of the state synchronization and failover using the same
interface Ethernet2

Bs pixl
Policy
1 clusterl NAT
h State Sync Group Routing
ey B Ethernet0
NAT B Ethernet0.101
Routing P pix1:Ethernet0:Ethern...

B Ethernet0.101
Q clusterl:e0.101:merybers

= | EthemetD.lPE . B Ethernetl
clusterl:e0.102:membgrs P pix1:Ethernetl:ip

B Ethernerl

Ethernet2
B clusterl:el:members -“‘"'Hap et )
B5 Ethernet2 i, pix1:Ethernet2:ip

—
| Failover group
Bn pix2
Policy

NAT
Routing
B Ethernet0
B Ethernet0.101
IP pix2:Ethernet0:ip
B Ethernet0.102
P pix2:Ethernet0:Ethern...
B Ethernetl
P pix2:Ethernetl:ip
B Ethernet2
P pix2:Ethernet2:ip

\ B3 Ethernet0.102

iP pix1:Ethernet0:Ethern...

|
-~

The State Synchronization Group object " State Sync Group" is configured with interfaces "Ethernet2" of
both members:

Figure 8.11. Example of state synchronization group object

{ vest objects J Clusters / clusterl | State Sync Group

Firewal interface Master  Status
Name:  State Sync Group Ba pixl B Ethernet? Master OK
= o] Ba pix2 B Ethernet2 oK

Type: | PIX state synchronization

Ouiput |

Find

- Edit protocol parameters ) P Manage Members

[ Editor

Dedicated failover interfaces of the member firewalls must have |P addresses and these addresses must
be different but belong to the same subnet.

Built-in policy installer treats PIX clustersin a specia way:

222



Cluster configuration

 For the PIX cluster, built-in installer installs generated configuration only on the master PIX unit. It
determines which one is the master by looking in the StateSyncGroup object (state synchronization
cluster group).

 Diaogwhere user enters authentication credential s and other parametersfor theinstaller hasacheckbox
that makes installer initiate copy of the configuration to the standby PIX if installation was successful.

8.4. Handling of the cluster rule set and mem-
ber firewalls rule sets

Normally, only the cluster object should have non-empty policy, NAT and routing rule sets, while member
firewall objects should have empty rule sets. In this case, Firewall Builder policy compilerswill userules
they find in the cluster. However, if a member firewall has rule set object of any type (Policy, NAT,
Routing) with the name the same as the name of the cluster object and the same type, then compilers will
use rules from the member firewall and ignore those found in the cluster. They aso issue a warning that
looks like shown in Figure 8.12:

Figure 8.12. A warning shown when arule set that belongs to the member firewall
overridesrule set that belongsto the cluster

! g test-linux Any ¢»DNS Al 4% Both (@) Accept Any
2 addr1 B test-linux Any All 4#%Both (@ Accept Any
I? addr2
9 i net-192.168.1.0 Any Any All 4¥Both @ Accept Any g
| ()
J User [ Clusters / test-linux f Policy / rule #8 E

linux-1/ Policy / rule 8 *

linux-1:to_fw:: warning: ignoring cluster rule set "to_fw" because member firewall "linux-1"
has rule set with the same name.

SIPTABLES -A INPUT -5 1.1.1.1 -m state —-state NEW -] ACCEPT

$SIPTABLES -N Cid10555X73163.0

SIPTABLES -A OUTPUT -5 1.1.1.1 -m state —state NEW -j Cid10555X73163.0

$IPTABLES -A Cid10555X73163.0 d 1.1.1.1 -j ACCEPT

SIPTABLES -A Cid10555X73163.0 -d 192.168.1.1 -] ACCEPT

SIPTABLES -A Cid10555X73163.0 -d 192.168.2.254 -j ACCEPT

$IPTABLES -A Cid10555X73163.0 -d 192.168.2.1 -j ACCEPT

SIPTABLES -A INPUT -5 20.20.20.20 -m state -—-state NEW -j ACCEPT

Qutput

Find

Editor

Suggested use case for this feature is to create a small non-top rule set in the cluster which can be used
as a branch using a rule with action "Branch" to pass control to it. The cluster can define some rulesin
this rule set, these rules are going to be common for al member firewalls. However if for some reason
you want to implement these rules differently for one member, you just create rule set with the same name
in it and add some different rules there. Of course two members can have the rule set with this name and
both will override the one that belongs to the cluster. The warning is only given if member firewall rule
set is not empty. If it exists and has the same name as the one that belongs to the cluster, but has no rules,
then the warning does not appear.
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9.1. General principles

Firewall Builder 4.0 introduced support incremental management of the configuration of interfaces. It
can add and remove I P addresses, create and destroy VLAN interfaces, and add and remove bridge ports
and bonding interface members. Incremental management means generated scripts can add or remove
interfaces or addresses only when needed, without having to completely remove configuration and then
re-add it back.

For example, in case of | P addresses of interfaces, the script checksif the address configured inthe Firewall
Builder GUI redlly exists on the interface it should belong to. If it is not there, the script adds it, but if it
exists, the script does nothing. Running the script again therefore does not disturb the configuration at al.
It is not going to remove addresses and then add them back. The same happens with VLAN interfaces,
bridge ports, and bonding interfaces.

Tip

If someone reconfiguresinterfaces, VLANS, or | P addresses on the machine, just run the Firewall
Builder-generated script again and it will restore configuration to the state defined in the GUI
without removing everything down first and reconfiguring from scratch. The script runs only

those commands that are necessary to undo the changes made by hand.

Not all of these features are available on every supported OS. Table 9.1 shows this:

Table9.1.
Feature Linux OpenBSD  |CiscolOS |Cisco ASA
FreeBSD (PIX)
| P address management yes yes yes yes
Incremental 1P address management yes yes no no
VLAN interfaces yes yes no no
Incremental management of VLAN interfaces | yes yes no no
Bridge ports yes yes no no
Incremental management of bridge ports yes yes no no
Bonding interfaces yes no no no
Incremental management of bonding interfaces |partial no no no
MTU Configuration no yes no no
Cluster configuration: carp and pfsync on Open- |yes yes no yes
BSD, interface configuration for failover on PIX,
interface configuration for clustering protocols
on Linux

The most completeimplementation isavailable on Linux where generated script can incrementally manage
IP addresses, VLAN interfaces, bridge ports, and partially bonding interfaces.
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9.2. IP Address Management

9.2.1.

» The generated script includes shell code to manage | P addresses of interfaces if checkbox "Configure
interfaces’ isturned on in the " Script" tab of the firewall object "advanced" settings dialog. By defaullt,
it isturned off.

» The script uses the ip tool on Linux which should be present on the firewall. The script checksif it is
available and abortsif it cannot find it. The script usesifconfig to manage addresses on BSD machines.

» The script checksif 1P address configured in the GUI exists on the firewall and adds it if necessary.

« |If the script finds an address on the firewall that is not configured in the fwbuilder GUI, it deletesit.

IP Address Management on Linux

The generated script includes shell code to manage I P addresses if the checkbox "Configure interfaces” is
turned on in the " Script” tab of the firewall object "advanced” settings dialog. By default, it is turned off.

The script uses ip tool which should be present on the friewall. The script checks if it is available and
aborts if it can not find it. The path to this tool can be changed in the "Host OS" settings dialog of the
firewall object. The script then checks if the IP address of each interface configured in the GUI exists on
the firewall and adds it if necessary. If the script finds ip address on the firewall that is not configured in
the Firewall Builder GUI, it removesiit.

If the checkbox "Clear ip addresses and bring down interfaces not configured in fwbuilder" is turned on
in the "Script" tab of firewall settings dialog, the script deletes all ip address of all interfaces that are not
configured in Firewall Builder GUI and bringsinterfacesthat are missing in Firewall Builder but are found
on the firewall down. The goal is to ensure that firewall rules operate in the environment that matches
assumptions under which they were generated. If the program generated rules assuming some address does
not belong to the firewall, but in reality it does, packets may show up in the wrong chain that will lead to
the wrong behavior of the firewall. This feature is off by default.

The generated script recognizes command line parameters "start”, "stop”, "reload”, "inetrfaces" and
"test_inetrfaces’. When the script runs with the parameter "inetrfaces’ it performs only inetrface config-
uration as described above. The command-line parameter "start” makes it do that and then load iptables
rules. Parameter "test_inetrfaces" makes the script perform al the checks of 1P addresses and print com-
mands that it would use to add and remove addresses but not actually execute them.

The generated script can manage both 1Pv4 and 1Pv6 addresses.

Toillustrate how I P address management works, consider example Figure 9.1. Interface ethO hastwo | Pv4
and two |Pv6 addresses:
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Figure 9.1. Example Configuration with Several 1Pv4 and | Pv6 Addresses

Ba linux-test-1-s * iptables(- any =) / linux24
Policy top ruleset ipv4
NAT top ruleset ipv4
Routing top ruleset ipv4
E‘

! linux-test-1-s:ethl:ip 10.3.14.108/255.255.255.0
!, linux-test-1-s:ethd:ip-1 192.0.2.1/255.255.255.0
i g linux-test-1-s:eth0:ip6 feB0::20c:29ff:fele:dcaa /64
i ¢ linux-test-1-s:ethO:ipve 2001:db8:1f0e:162::2/32

B ethl
P linux-test-1-s:ethl:ip 10.1.1.1/255.255.255.0
I8; linux-test-1-s:eth1:ip6 fe80::20c:29ff:fele:dcb4 /64
= o loopback
I?  linux-test-1-s:locip 127.0.0.1/255.0.0.0
“i'; linux-test-1-s:locipb =1/128

Initial configuration of the addresses on the machine looks like this;

root @i nux-test-1:~# i p addr
1: |l o: <LOOPBACK, UP, LONER UP> ntu 16436 qdi sc noqueue state UNKNOAN
|'i nk/ | oopback 00: 00: 00: 00: 00: 00 brd 00: 00: 00: 00: 00: 00
inet 127.0.0.1/8 scope host |o
inet6 ::1/128 scope host
valid_ |ft forever preferred_|ft forever
2: eth0: <BROADCAST, MULTI CAST, UP, LOAER_UP> ntu 1500 qdi sc pfifo_fast state UNKNOM gl en
|'i nk/ ether 00:0c:29: 1e:dc:aa brd ff:ff:ff:ff:ff:ff
inet 10.3.14.108/24 brd 10. 3. 14. 255 scope gl obal et hO
inet6 fe80::20c:29ff:fele:dcaal 64 scope |ink
valid_ |ft forever preferred_|ft forever
3: ethl: <BROADCAST, MILTI CAST, UP, LOAER UP> ntu 1500 qdi sc pfifo_fast state UNKNOM gl en
link/ether 00:0c:29:1e:dc:b4 brd ff:ff:ff:ff:ff:ff
inet 10.1.1.1/24 brd 10.1.1.255 scope gl obal ethl
inet6 fe80::20c:29ff:fele:dcb4/64 scope |link
valid_ |ft forever preferred_|ft forever

1000

1000

IPv4 address 10.3.14.108 and IPv6 address fe80::20c:29ff:fele:dcaa/64 configured in fwbuilder are al-
ready present on the machine, but the other 1Pv4 and |Pv6 addresses are not. First, lets see what happens
when the script generated by fwbuilder runs with command line parameter "test_interfaces":

root@inux-test-1:~# /etc/fwlinux-test-1-s.fw test_interfaces
# Adding ip address: ethO 192.0.2.1/24

i p addr add 192.0. 2.1/ 24 dev ethO

ifconfig ethO up

# Adding ip address: ethO 2001: db8: 1f Oe: 162: : 2/ 32

i p addr add 2001: db8: 1f Oe: 162: : 2/ 32 dev et hO

ifconfig ethO up

The script detected existing addresses and did nothing about them but printed commandsit would execute
to add missing addresses. We can now run the script with parameter "interfaces’ to actually reconfigure
the machine, then run it again to demonstrate that after addresses were added, the script is not going to
make any unnecessary changes:
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root @i nux-test-1:~# /etc/fwlinux-test-1-s.fw interfaces

# Adding i p address: ethO 192.0.2.1/24

# Adding i p address: ethO 2001: db8: 1f Oe: 162: : 2/ 32

root @i nux-test-1: ~#

root @i nux-test-1:~# /etc/fwlinux-test-1-s.fw test_interfaces
root @i nux-test-1: ~#

| P address management works both ways: if the administrator deletes an address in the Firewall Builder
GUI, the script will remove it on the machine. To illustrate this, | am going to remove the second 1Pv4
and |Pv6 addresses from the same interface ethO object and then recompile the script and run it again on
the machine:

Figure 9.2. Configuration after Additional I1Pv4 and IPv6 Addresses Have Been
Removed

Ba linux-test-1-s * iptables(- any =) / linux24
Policy top ruleset ipv4
MNAT top ruleset ipv4
Routing top ruleset ipv4
P inux-test-1-s:eth0:ip 10.3.14.108/255.255.255.0
I8y linux-test-1-s:eth0:ip6 fe80::20c:29ff fele:dcaa /64
= ethl
P Jinux-test-1-s:eth1:ip 10.1.1.1/255.255.255.0
I8y linux-test-1-s:eth1:ip6 fe80::20c:29ff:fele:dcb4/64
= o loopback
P Jinux-test-1-s:lo:ip 127.0.0.1/255.0.0.0
I8y linux-test-1-s:l0:ip6 =1/128

root @i nux-test-1:~# /etc/fwlinux-test-1-s.fw test_interfaces
# Renoving ip address: ethO 192.0.2.1/24

i p addr del 192.0.2.1/24 dev ethO

ifconfig ethO up

# Renoving ip address: ethO 2001: db8: 1f Oe: 162: : 2/ 32

i p addr del 2001: db8: 1f Oe: 162:: 2/ 32 dev et hO

ifconfig ethO up

As you can see, the script would delete these addresses on the machine to bring its actual configuration
in sync with configuration defined in Firewall Builder.

Note

The script does not delete "scope link" and "scope host" addresses from inetrfaces.

When you change the IP address of an interface in a Firewall Builder object and then run the
generated script on thefirewall, the script first adds new address and then removesthe old address
from the interface.

This flexible incremental management of |P addresses helps simplify basic configuration of the firewall
OS. One can use standard OS script and configuration files to configure the machine with just one IP
address of one interface, used for management, and let the script generated by fwbuilder manage all other
IP addresses of all interfaces. With this, Firewall Builder becomes a configuration GUI for the whole
network setup of the firewall machine.
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9.2.2. IP Address Management on BSD

Firewall Builder usually generates a firewall script file to configure system parameters such as network
interfaces, | P addresses, static routes. Starting with Firewall Builder V4.2, FreeBSD firewalls can be con-
figured to generate system settings in rc.conf format. Section 12.6.1.1 explains how to configure Firewall
Builder for FreeBSD firewalls using rc.conf format.

All configuration information shown below assumes the standard behavior where Firewall Builder gener-
ates afirewall script to manage system settings.

The generated script includes shell code to manage ip addresses if checkbox "Configure interfaces' is
turned on in the "Script" tab of the firewall object "advanced" settings dialog. By default, it is turned off.

The script uses the ifconfig utility to add and remove | P addresses. The path to ifconfig can be changed in
the "Host OS" settings dialog of the firewall object. The script checks if the IP address of each interface
configured in the GUI exists on the firewall and adds it if necessary. If the script finds the IP address on
the firewall that is not configured in the Firewall Builder GUI, it removes it. The goal is to ensure that
firewall rules operate in the environment that matches assumptions under which they were generated.

The generated script can manage both IPv4 and | Pv6 addresses.

Toillustrate how | P address management works, consider the example Figure 9.3. All interfaces have both
IPv4 and | Pv6 addresses:

Figure 9.3. Example Configuration with Several IPv4 and | Pv6 Addresses

Bs openbsd-test-1-s5 * pfi4.3) / openbsd
Policy top ruleset ipvs
NAT top ruleset ipvé
Routing top ruleset ipv4
= emo
P openbsd-test-1-s:em0:ip 10.1.1.50/255.255.255.0

P openbsd-test-1-s:iem0O:ip-1  192.0.2.12/255.255.255.0
i 3 openbsd-test-1-s:em0:ip6 feB0::20c:29ff:.feB3:4d2f/64
i ¢ openbsd-test-1-s:em0:ip6-1 2001:db8:1f0e:162::20/32

B o0 loopback
I openbsd-test-1-s:loD:ip 127.0.0.1/255.0.0.0
i g openbsd-test-1-5:100:ip6 217128
i ¢ openbsd-test-1-s5:lo0:ip6-1 fe80::1/64
B pcno
IP  openbsd-test-1-s:pcn0ip 10.3.14.50/255.255.255.0

“'_i'; openbsd-test-1-5:pcn0:ip6 feB0::20c:29ff.-feB3:4d25/64

Initial configuration of the addresses on the machine looks like this:
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# ifconfig -a
| 00: fl ags=8049<UP, LOOPBACK, RUNNI NG, MULTI CAST> ntu 33208
groups: |lo
inet 127.0.0.1 netmask Oxff 000000
inet6 ::1 prefixlen 128
inet6 fe80::1% o0 prefixlen 64 scopeid 0x4
ags=8843<UP, BROADCAST, RUNNI NG, SI MPLEX, MULTI CAST> nt u 1500
Il addr 00: Oc: 29: 83: 4d: 25
groups: egress
medi a: Et hernet autosel ect (autoselect)
inet 10.3.14.50 netmask Oxffffff00 broadcast 10.3.14. 255
inet6 fe80::20c: 29ff: fe83:4d25%cn0 prefixlen 64 scopeid Ox1
enD: fl ags=8843<UP, BROADCAST, RUNNI NG, SI MPLEX, MULTI CAST> ntu 1500
Il addr 00: Oc: 29: 83: 4d: 2f
medi a: Et hernet autosel ect (1000baseT full -dupl ex, nast er)
status: active
inet 10.1.1.50 netmask Oxffffff00 broadcast 10.1.1.255
inet6 fe80::20c: 29ff:fe83:4d2f %enD prefixlen 64 scopei d 0x2
enc0: flags=0<> ntu 1536
pfl og0: flags=141<UP, RUNNI NG PROM SC> ntu 33208
groups: pflog

pcn0: f

Interface pcnO already has IPv4 and IPv6 addresses that match those configured in Firewall Builder, but
interface emO only hasone | Pv4 address and only link-local 1Pv6 address and does not have other addresses
configured in Firewall Builder. Lets see what happens when the script generated by Firewall Builder runs
on the machine:

# [etc/fw openbsd-test-1-s.fw

Activating firewal|l script generated Tue Feb 23 16:39: 30 2010 by vadi m
net.inet.ip.forwarding: 0 -> 1

# Adding ip address: enD 192.0.2.12 netnask OxffffffO00

# Adding ip address: enD 2001: db8: 1f Oe: 162: : 20 prefi xl en 32

#

The script detected existing addresses and did nothing about them. 1t aso added missing addresses. Here
iswhat we get:
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# ifconfig -A
| 00: fl ags=8049<UP, LOOPBACK, RUNNI NG, MULTI CAST> ntu 33208
groups: |lo
inet 127.0.0.1 netmask Oxff 000000
inet6 ::1 prefixlen 128
inet6 fe80::1% o0 prefixlen 64 scopeid 0x4
pcn0: fl ags=8843<UP, BROADCAST, RUNNI NG SI MPLEX, MULTI CAST> ntu 1500
Il addr 00: Oc: 29: 83: 4d: 25
groups: egress
medi a: Et hernet autosel ect (autoselect)
inet 10.3.14.50 netmask Oxffffff00 broadcast 10.3.14. 255
inet6 fe80::20c: 29ff: fe83:4d25%cn0 prefixlen 64 scopeid Ox1
enD: fl ags=8843<UP, BROADCAST, RUNNI NG, SI MPLEX, MULTI CAST> ntu 1500
Il addr 00: Oc: 29: 83: 4d: 2f
medi a: Et hernet autosel ect (1000baseT full -dupl ex, nast er)
status: active
inet 10.1.1.50 netmask Oxffffff00 broadcast 10.1.1.255
inet6 fe80::20c: 29ff:fe83:4d2f %enD prefixlen 64 scopei d 0x2
inet 192.0.2.12 netmask Oxffffff00 broadcast 192.0. 2. 255
inet6 2001: db8: 1f Oe: 162: : 20 prefi xl en 32
enc0: flags=0<> ntu 1536
pfl og0: flags=141<UP, RUNNI NG PROM SC> ntu 33208
groups: pflog

| am going to run the script again to demonstrate that after addresses were added, it is not going to make
any unnecessary changes:

# [etc/fw openbsd-test-1-s.fw

Activating firewal|l script generated Tue Feb 23 16:39: 30 2010 by vadi m
net.inet.ip.forwarding: 1 -> 1

#

| P address management works both ways: if the administrator deletes an address in the Firewall Builder
GUI, the script will remove it on the machine. To illustrate this, | am going to remove the second 1Pv4
and | Pv6 addresses from the same interface em0 object and then recompile the script and run it again on
the machine:

Figure 9.4. Configuration After Additional 1Pv4 and 1Pv6 Addresses Have Been
Removed

Ba openbsd-test-1-s * pfi4.3) / openbsd
Policy top ruleset ipvs
NAT top ruleset ipva
Routing top ruleset ipv4
B emo
IP  openbsd-test-1-s:em0:ip 10.1.1.50/255.255.255.0
“'_i'; openbsd-test-1-5:em0:ip6 feB0::20c:29ff:.fe83:4d2f/ 64
= o0 loopback
IP  openbsd-test-1-s:lo0:ip 127.0.0.1/255.0.0.0
“5; openbsd-test-1-s:lo0:ipb 1/128
“; openbsd-test-1-s:lo0:ip6-1 fe80::1/64
B pcno

P openbsd-test-1-s:pen0:ip 10.3.14.50/255.255.255.0
“Q; openbsd-test-1-5:pcn0:ip6 fe80::20c:29ff:-feB3:4d25/64
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# [etc/fw openbsd-test-1-s.fw

Activating firewall script generated Tue Feb 23 16: 46:26 2010 by vadi m
net.inet.ip.forwarding: 1 ->1

# Renoving ip address: enD 192.0.2.12 netmask Oxffffff00

# Renpving ip address: enD 2001: db8: 1f Oe: 162: : 20 prefi xl en 32

#

As you can see, the script deleted these addresses on the machine to brought its actual configuration in
sync with configuration defined in Firewall Builder.

Note

The script does not delete "scope link" and "scope host" addresses from interfaces.

When you change | P address of an interfacein Firewall Builder object and then run the generated
script on the firewall, the script first adds new address and then removes the old address from
theinterface.

This flexible incremental management of |P addresses helps simplify basic configuration of the firewall
OS. One can use standard OS script and configuration files to configure the machine with just one IP
address of one interface, used for management, and let the script generated by Firewall Builder manage
all other IP addresses of all interfaces. With this, Firewall Builder becomes a configuration GUI for the
whole network setup of the firewall machine.

9.3. Interface Names

By default, Firewall Builder attemptsto determine an interfacesfunction based onthe name of theinterface.
For example, on Linux if an interface is named eth2.102 based on the interface name Firewall Builder will
determine that the interface appearsto beaVLAN interface with parent interface eth2 and VLAN 1D 102.

If auser tries to create an interface with a name that doesn't match the expected patterns Firewall Builder
will generate an error. For example, attempting to create the same eth2.102 interface from our previous
example as an interface object directly under a firewall object Firewall Builder will generate the error
shown in Figure 9.5.

Figure 9.5. Error Message When Incorrect VLAN Interface Is Created

'eth2.102' looks like a name of a vian
interface but it does not match the name
"‘Y of the parent interface linux-test=-
La”  firewall

(" Continue

If instead the eth2.102 interface were to be created as a child object under the eth2 interface then Firewall
Builder would not generate the error since the VLAN interface eth2.102 should be a sub-interface of eth2.
Note that in this case Firewall Builder will automatically set the interface type to VLAN and will set the
VLAN ID to 102.

You can view and edit the interface type and VLAN ID by clicking the "Advanced Interface Settings ..."
button in the editor panel of the interface. An example of the advanced settings for eth2.102, when created
as achild interface of eth2, is shown in diagram Figure 9.6.
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Figure 9.6. Advanced Settingsfor eth2.102 Interface

[ options |

Device Type | VLAN =

VLAN ID 102

-

Chen) o) Ccance)

Sometimes you may want to override the default behavior where Firewall Builder expectsinterface names
to follow a specific naming convention. To disable this feature, open the Firewall Builder preferences
window, click the Objects tab and click the Interface sub-tab in the lower window. Uncheck the checkbox
labeled "Verify interface names and autoconfigure their parameters using known name patterns”.

Figure 9.7. Disabling Automatic Name Checking

Preferences
General Obsjects | Data File Installer  Labels Appearance Platforms and 05
Select
M Enable object toaltips in the tree and rule sets “Objects” Tab
" Advanced User Mode, only show minimal tooltips
M Show deleted abjects
| Show object attributes in the tree
' Enable use of custom firewall template libraries
Propernties of specific object types - EEIECI
Interface™ Tab

DNS Name  Address Table Policy Rules Interface |

When an interface object is created as a child object of another interface, fwbuilder
can verify that the name and type of the child and the parent objects match and
form valid configuration. FWbuilder can also automatically guess some inetrface

gl types and their paramerters using their names. For example, it can automatically set
interface type to “vlan™ and assign vlan ID if object name looks like a valid vlan
interface for the given 0%, However in some situations desired configuration might
be more complex than our checks allow so this may need to be turmed off.

I Werify interface names and autoconfigure their parmeters using known name patt

Dizable interface
name checking

ook { Cancel )

In this mode, Firewall Builder will not auto-populate any fields, even if the interface name matches an

expected pattern like eth2.102. All interface parameters, such as interface type and VLAN ID, must be
configured manually.
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9.4. Advanced Interface Settings
9.4.1. Setting Interface MTU

Starting with Firewall Builder V4.2, it is possible to configure an interfaces MTU (Maximum Transmis-
sion Unit). Currently thisfeature is only available on BSD (OpenBSD and FreeBSD) firewalls.

To configure an interface's MTU value, double-click the interface to open it for editing in the Editor

Panel. Click the Advanced Interface Settings button. This will open the configuration window shown in
Figure9.8.

Figure 9.8. Modifying Interface MTU on a BSD Firewall

Options

Device Type ' Ethernet T]

¥ Set MTU to 25p0 |5

Options

|
|
|
|
|
|
Help i oK ) Cancel |

Click the checkbox called Set MTU and adjust the MTU to the desired value. Click OK.

For example, configuring this on interface ethO will result in the following command being included in
the generated firewall script.

ifconfig ethO ntu 2500

9.5. VLAN Interfaces

» Thegenerated script includes shell codeto manage VLAN interfacesif the checkbox "Configure VLAN
interfaces’ isturned on in the " Script" tab of the firewall object "advanced" settings dialog. By defaullt,
itisturned off.

 Thescript usesthe vconfig tool which should be present on thefirewall. Thescript checksif itisavailable
and abortsif it cannot find it.

» The script checks if the VLAN interface configured in the GUI exists on the firewall and creates it if
necessary.

« If thescript findsaVLAN interface on thefirewall that isnot configured in the fwbuilder GUI, it deletes
it.
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9.5.1. VLAN Interface Management on Linux

A script generated by Firewall Builder and intended for a Linux firewall can create and remove VLAN
interfaces if the checkbox "Configure VLAN interfaces’ is turned on in the "Script" tab of the firewall
object "advanced" settings dialog. By default, it isturned off.

Aswith IP addresses, the script manages VLAN interfaces incrementally; that is, it compares actual con-
figuration of the firewall machine to the configuration defined in Firewall Builder and then adds or re-
moves VLAN interfaces. Running the same script multiple times does not make any unnecessary changes
onthefirewall. If actual configuration matches objects created in the Firewall Builder GUI, the script does
not perform any actions and just exits.

The script uses the utility veonfig to configure VLAN interfaces. It checksif the utility is present on the
firewall machine and aborts execution if it is not found. If this utility isinstalled in an unusual place on
your machine, you can configure the path to it in the "Host OS" settings dialog of the firewall object.

VLAN interfaces can have different names on Linux, depending on the naming convention established us-
ing "veconfig set_name_type" command. Four naming types are available: VLAN_PLUS VID (vlan0005),
VLAN_PLUS VID_NO_PAD (vlan5), DEV_PLUS VID (eth0.0005), DEV_PLUS VID_NO_PAD
(eth0.5). Fwhbuilder supports all four, you just assign the name to the VLAN interface in the GUI and
generated script will automatically issue "veconfig set_name_type" command to choose correct name type.

Toillustrate VLAN management on Linux, consider the firewall object "linux-test-vian-1" shown on Fig-
ure9.9:

Figure9.9. Example Configuration; VLAN interfaces Added to ethl

Ba linux-test-vian-1 * iptables(- any =) / linux24
Policy top ruleset ipv4
NAT top ruleset ipv4
Routing top ruleset ipv4

B eth
!?. linux-test-vian-1:ethO:ip 10.3.14.108/255.255.255.0
By linux-test-vlan-1:eth0:ip6 feB80::20c:29ff:fele:dcaa/64

B ethl unnum

= o loopback

The interface ethl is configured as "unnumbered" interface, we are going to add VLAN subinterfaces to
it. To do this, select thisinterface in the tree and right-click to open the right-click menu:
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Figure 9.10. Adding a VLAN Subinterface

v Bm linux-test-vlan-1
Policy
NAT
Routing
v B etho

!i.’. linux-test-vian-1:ethQ:ip

'EE linux-test-vlan-1-—+-"--=

lo
enbsd-test-1
enbsd-test-1-s
Palicy
MNAT
% Routing
emO

>
Ex
B

[
v

Aemmg ¢

0] ii:ntablesli— an-;r —} .F linux24

top ruleset ipv4
top ruleset ipv4
top ruleset ipv4

Edit

Copy
Cut
Paste

Delete

iE; New Address IPv6
&% New MAC Address

10.3.14.108/255.255.255.0
t.-n-n.."in..."inﬂ.t_!_:dcﬂafﬁql

TR TIE - New Interface 255.0
P ~nankhcd_ract_1 [T New Address E 2EE N

| Find I
Where used
Name:
Croup Ii
Label:
Lock
Securit Unlock 0

hlatisrmels =mmn:

The new subninterface is created with the generic name "Interface”. To make it a VLAN interface we
should renameit:
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Figure 9.11. VLAN Subinterface eth1.100

v B linux-test-vlan-1 * iptablesi- any =) / linux24 "
Policy top ruleset ipv4
NAT top ruleset ipvé
Routing top ruleset ipv4
v B etho
P linux-test-vlan-1:ethO:ip  10.3.14.108/255.255.255.0
IBs linux-test-vlan-1:eth0:ip6 fe80::20c:29ff:fele:dcaa /64
v B ethl unnum
=r ethl.100
b H o loopback -
b B amambed _foact 1 * mFiA 21 0 senmbed
— | « =

/ User [ Firewalls / linux-test

Mame: ethl.100 ! Management inter

|| Unprotected interd
|| Dedicated failover
Security level: 0 : (*) Regular interface

Label:

() Address is assigne
() Unnumbered inter

MNetwork zone:

[: Advanced Interfac

4 Help )

The name of the interface is eth1.100, which implies VLAN ID 100. Firewall Builder is aware of the
naming schemes of VLAN interfaces on Linux and automatically recognizes this name and setsinterface
type to "VLAN" and its VLAN ID to "100". To inspect and change its VLAN 1D, click the "Advanced
Interface Settings' button:
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Figure 9.12. VLAN Interface Parameters

i Options
Device Type | VLAN 5

\ )
i

VLANID 100 [

[ Help ) ( OK ) Cancel )
£

Note

The program verifies the VLAN ID configured in the VLAN interface parameters dialog and
comparesit to the interface name to make sure they match. It does not let you set aVLAN ID that
does not match interface name because veonfig would not let you do it on the Linux machine.
The program a so verifies subinterface name to make sureit matches one of the supported naming
schemes. It allows names such as "eth1.100", "eth1.0100", "vlan100", "vlan0100" but would not
allow any other name for the VLAN subinterface.

| am going to add a second VLAN interface eth1.101 and add |Pv4 addresses to both VLAN interfaces.
The final configuration is shown in Figure 9.13:

Figure9.13. Two VLAN Interfaceswith |P Addresses

Bs linux-test-vian-1 * iptables(- any =) / linuxz24
Policy top ruleset ipvs
NAT top ruleset ipve
Routing top ruleset ipv4
B etho
!'?. linux-test-vian-1l:eth0:ip 10.3.14.108/255.255.255.0
By linux-test-vlan-1:eth0:ip6 feB80::20c:29ff.fele.dcaa/64
= ethl uAnum
B ethl.100
!f. linux-test-vlan-1:ethl:eth1.100:ip 10.1.1.1/255.255.255.0
B ethl.101
'1?. linux-test-vlan-1:ethl:eth1.101:ip 10.1.2.1/255.255.255.0
= o loopback

The generated script includes the following shell function that setsup all VLANs and IP addresses:
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configure_interfaces() {

# Configure interfaces

update_vl ans_of interface "ethl ethl. 100 ethl. 101"

cl ear _vl ans_except _known et hl.100@thl et hl. 101@t hl

updat e_addresses_of interface "lo ::1/128 127.0.0.1/8" "*"

updat e_addresses_of interface "ethO fe80::20c: 29ff: fele: dcaa/ 64 10.3.14.108/24" ""
updat e_addresses_of _interface "ethl1" ""

updat e_addresses_of _interface "ethl.100 10.1.1.1/24" ""

updat e_addresses_of interface "ethl.101 10.1.2.1/24" ""

The call to update vlans of_interface adds and removes VLANS as needed to make sure VLAN in-
terfaces eth1.100 and eth1.101 exist. The cal to clear_vlans except _known removes other VLAN
interfaces that might exist on the machine but were not configured in Firewall Builder. Calls to
update_addresses of interface set up IP addresses. To test, | am going to copy the generated script to
the firewall and run it with the command-line parameter "test_interfaces'. This command does not make
any changes on the firewall but only prints commands it would have executed to configure VLANSs and
addresses:

root @i nux-test-1:~# /etc/fwlinux-test-vlan-1.fw test_interfaces
# Addi ng VLAN interface ethl.100 (parent: ethl)
vconfig set_nane_type DEV_PLUS VI D_NO PAD
vconfig add ethl 100

ifconfig ethl. 100 up

# Adding VLAN interface ethl.101 (parent: ethl)
vconfig set_nane_type DEV_PLUS VI D_NO PAD
vconfig add ethl 101

ifconfig ethl. 101 up

# Interface ethl.100 does not exi st

# Adding ip address: ethl.100 10.1.1.1/24

ip addr add 10.1.1.1/24 dev ethl. 100

ifconfig ethl. 100 up

# Interface ethl.101 does not exi st

# Adding ip address: ethl.101 10.1.2.1/24

ip addr add 10.1.2.1/24 dev ethl. 101

ifconfig ethl. 101 up

The script uses veonfig to set up the naming scheme and add VLAN interfaces, then uses IP to add ad-
dresses. To make the change, run the script with the command-line parameter "interfaces":

root @i nux-test-1: ~# /etc/fw linux-test-vlian-1.fw interfaces

# Addi ng VLAN interface ethl. 100 (parent: ethl)

Set name-type for VLAN subsystem Should be visible in /proc/net/vlan/config
Added VLAN with VID == 100 to IF -:ethl:-

# Adding VLAN interface ethl.101 (parent: ethl)

Set name-type for VLAN subsystem Should be visible in /proc/net/vlan/config
Added VLAN with VID == 101 to |IF -:ethl:-

# Adding i p address: ethl.100 10.1.1.1/24

# Adding i p address: ethl.101 10.1.2.1/24

To inspect the result, use the "ip addr show" command:

238




Configuration of interfaces

root @i nux-test-1:~# i p addr show
1: |l o: <LOOPBACK, UP, LONER UP> ntu 16436 qdi sc noqueue state UNKNOAN
|'i nk/ | oopback 00: 00: 00: 00: 00: 00 brd 00: 00: 00: 00: 00: 00
inet 127.0.0.1/8 scope host |o
inet6 ::1/128 scope host
valid_ |ft forever preferred_|ft forever
2: eth0: <BROADCAST, MULTI CAST, UP, LOAER_UP> ntu 1500 qdi sc pfifo_fast state UNKNOM gl en
l'i nk/ ether 00:0c:29: 1e:dc:aa brd ff:ff:ff:ff:ff:ff
inet 10.3.14.108/24 brd 10. 3. 14. 255 scope gl obal et hO
inet6 fe80::20c:29ff:fele:dcaal 64 scope |ink
valid_ |ft forever preferred_|ft forever
3: ethl: <BROADCAST, MILTI CAST, UP, LOAER UP> ntu 1500 qdi sc pfifo_fast state UNKNOM gl en
link/ether 00:0c:29:1e:dc:b4 brd ff:ff:ff:ff:ff:ff
inet6 fe80::20c:29ff:fele:dcb4/64 scope |link
valid_ |ft forever preferred_|ft forever
4: ethl. 100@t hl: <BROADCAST, MULTI CAST, UP, LOAER_UP> ntu 1500 qdi sc noqueue state UP
link/ether 00:0c:29:1e:dc:b4 brd ff:ff:ff:ff:ff:ff
inet 10.1.1.1/24 scope global ethl.100
inet6 fe80::20c:29ff:fele:dcb4/64 scope |link
valid_ |ft forever preferred_|ft forever
5: ethl.101@t hl: <BROADCAST, MULTI CAST, UP, LOAER_UP> ntu 1500 qdi sc noqueue state UP
link/ether 00:0c:29:1e:dc:b4 brd ff:ff:ff:ff:ff:ff
inet 10.1.2.1/24 scope global ethl.101
inet6 fe80::20c:29ff:fele:dcb4/64 scope |link
valid_ |ft forever preferred_|ft forever

1000

1000

Let'stry to run the same script again:

root @i nux-test-1:~# /etc/fwlinux-test-vlan-1.fw interfaces
root @i nux-test-1: ~#

The script detected that both VL AN interfaces already exist and have correct | P addresses and did nothing.

Now | am going to change the VLAN ID on one of the interfaces and demonstrate how the script executes
the change on the firewall. First, | rename interface eth1.100 to eth1.102:

Figure9.14. Configuration after Renaming VLAN Interface eth1.100 to eth1.102

B linux-test-vian-1 * iptablesi- any =) / linuxz24
Policy top ruleset ipv4
NAT top ruleset ipv4
Routing top ruleset ipv4
B etho
'1?. linux-test-vian-1:ethO:ip 10.3.14.108/255.255.255.0
By linux-test-vlan-1:eth0:ip6 fe80::20c:29ff:-fele:dcaa/64
B ethl unnum
B ethl.101
!f'. linux-test-vlan-1:ethl:ethl.101:ip 10.1.2.1/255.255.255.0
B ethl.102
!?. linux-test-vian-1:ethl:ethl.102:ip 10.1.1.1/255.255.255.0
EH o loopback

Then | recompile the firewall, copy the generated script to the firewall and run it:
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root @i nux-test-1:~# /etc/fw linux-test-vlian-1.fw interfaces

# Adding VLAN interface ethl.102 (parent: ethl)

Set name-type for VLAN subsystem Should be visible in /proc/net/vlan/config
Added VLAN with VID == 102 to |IF -:ethl:-

# Renpving VLAN interface ethl. 100 (parent: ethl)

Renmoved VLAN -:ethl. 100: -

# Adding i p address: ethl.102 10.1.1.1/24

The script added the new VLAN interface eth1.102 first, then removed eth1.100 and added the | P address
to eth1.102.

Now lets rename both VLAN interfaces to use different naming scheme:

Figure9.15. Configuration after Renaming VLAN Interfaceseth1.101 and eth1.102

B linux-test-vian-1 * iptables(- any -) / linux24
Policy top ruleset ipvé
NAT top ruleset ipvs
Routing top ruleset ipv4
B etho
!f. linux-test-vian-1:ethd:ip 10.3.14.108/255.255.255.0
I8; linux-test-vlan-1:eth0:ip6 fe80::20c:29ff:fele:dcaa/64
B ethl unnum
B vlan0101
toe linux-test-vlan-1:ethl:wlan0101:ip 10.1.2.1/255.255.255.0
B vian0102
e linux-test-vlan-1:ethl:wvlan0102:ip 10.1.1.1/255.255.255.0
= o loopback
Note

There is alimitation in the implementation of the incremental VLAN management at this time.
The generated script cannot correctly rename VLAN interfaces, (that is, change the name) with-
out changing the VLAN ID. There are two workarounds: (1) you can remove VLAN interfaces
manually and then run the script to let it add new ones, or (2) you can run the script twice. On
thefirst run, it will issue errors because it can't add the VLAN interfaces with different name but
thesame VLAN ID, but it can delete old VLAN interfaces. On the second run it adds the VLAN
interfaces with new names.

root @i nux-test-1:~# /etc/fw linux-test-vlian-1.fw interfaces

# Addi ng VLAN interface vl an0101 (parent: ethl)

Set name-type for VLAN subsystem Should be visible in /proc/net/vlan/config
Added VLAN with VID == 101 to |F -:ethl:-

# Addi ng VLAN interface vl an0102 (parent: ethl)

Set nanme-type for VLAN subsystem Should be visible in /proc/net/vlan/config
Added VLAN with VID == 102 to |F -:ethl:-

# Adding i p address: vlan0102 10.1.1.1/24

# Adding i p address: vlan0101 10.1.2.1/24

Hereishow final configuration looks:
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root @i nux-test-1:~# ip addr |s
1: |l o: <LOOPBACK, UP, LONER UP> ntu 16436 qdi sc noqueue state UNKNOAN
|'i nk/ | oopback 00: 00: 00: 00: 00: 00 brd 00: 00: 00: 00: 00: 00
inet 127.0.0.1/8 scope host |o
inet6 ::1/128 scope host
valid_ |ft forever preferred_|ft forever

2: ethO: <BROADCAST, MULTI CAST, UP, LOAER UP> ntu 1500 qdi sc pfifo_fast state UNKNOMN gl en 1000

l'i nk/ ether 00:0c:29: 1e:dc:aa brd ff:ff:ff:ff:ff:ff
inet 10.3.14.108/24 brd 10. 3. 14. 255 scope gl obal et hO
inet6 fe80::20c:29ff:fele:dcaal 64 scope |ink

valid_ |ft forever preferred_|ft forever

3: ethl: <BROADCAST, MILTI CAST, UP, LOAER UP> ntu 1500 qdisc pfifo_fast state UNKNOMN gl en {1000

link/ether 00:0c:29:1e:dc:b4 brd ff:ff:ff:ff:ff:ff
inet6 fe80::20c:29ff:fele:dcb4/64 scope |link
valid_ |ft forever preferred_|ft forever
4: vl an0101@t hl: <BROADCAST, MULTI CAST, UP, LOAER_UP> ntu 1500 qdi sc noqueue state UP
link/ether 00:0c:29:1e:dc:b4 brd ff:ff:ff:ff:ff:ff
inet 10.1.2.1/24 scope global vlan0101
inet6 fe80::20c:29ff:fele:dcb4/64 scope |link
valid_ |ft forever preferred_|ft forever
5: vl an0102@t hl: <BROADCAST, MULTI CAST, UP, LOAER_UP> ntu 1500 qdi sc noqueue state UP
link/ether 00:0c:29:1e:dc:b4 brd ff:ff:ff:ff:ff:ff
inet 10.1.1.1/24 scope global vlan0102
inet6 fe80::20c:29ff:fele:dcb4/64 scope |link
valid_ |ft forever preferred_|ft forever

9.5.2. VLAN Interface Management on BSD

Unlike on Linux, on OpenBSD, the name of the VLAN interfacesis restricted to the "vianNNN" scheme.
We start with a basic firewall object with two interfaces and will add VLAN interfaces to interface em0.
Note that em0 is configured as "unnumbered", thisisarequirement for the VLAN parent interface object.

Figure 9.16. OpenBSD Test Firewall Object

Bs openbsd-test-vian-1 * pfi4.3) / openbsd

Policy top ruleset ipvs

NAT top ruleset ipve

Routing top ruleset ipvd

= emo uAnum

= o0 loopback

B pcnd
P openbsd-test-vian-1:pen0:ip 10.3.14.50/255.255.255.0
“i'; openbsd-test-vian-1:pcn0:ip6 fe80::20c:29ff.fe83:4d25/64

To create VLAN subinterfaces, select the parent interface object in the tree and right-click to open the
context menu:
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Figure 9.17. Adding a VLAN Subinterface

v Ba oi:enbsd-test-\rlan-l

Policy
NAT
Routing

2] Addresses
i®, a-10.3.14.1

2] DNS Names

] Groups

] Hosts

] Networks

B per-10.1.1
= |

* pfi4.3) | openbsd
top ruleset ipv4
top ruleset ipv4
top ruleset ipv4

Edit
I back
Copy oopbac
Cut 10.3.14.50/255.255.255.0
Paste feB0::20c:29ff:feB3:4d25/64
7 objects
Delete D objects
0 objects
= New Interface 1 objects
I? New Address 10.3.14.160
i, New Address IPv6 0 objects
i 0 objects
2 New MAC Address 0 objects
. 1 objects
Find 10.1.1.0/255.255.255.0
Where used
Group fu
Lock —
Unlock
T Iclrm [
-
I nbual- ]

The new interface is created with generic name "Interface” and needs to be renamed:
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Figure 9.18. VLAN Subinterface vian100

v BEa openbsd-test-vian-1 * pfi4.3) / openbsd
Policy top ruleset ipv4 L
NAT top ruleset ipv4
Routing top ruleset ipv4
B em0 uRnUMm
> ol loopback
v pcn0 m
P openbsd-test-vlan-1:pen0iip 10.3.14.50/255.255.255.0
'?; openbsd-test-vlan-1:pcn0:ip6 feB0::20c:29f:fe83:4d25/64
] Objects 7 objects *
= - — =3 s

J User { Firewalls / openb:

Label:

Name: wvlan100 || Management interfac
|| Unprotected interface

|| Dedicated failover int

Security level: i} v (*) Regular interface

Network zone:

(O Address is assigned «

() Unnumbered interfac

4k

( Advanced Interface S

'

. Help )

Firewall Builder is aware of the naming convention for VLAN interfaces on BSD and automatically rec-
ognized vian100 as a VLAN interface with VLAN ID 100. To inspect or change the VLAN ID, click
"Advanced I nterface Settings" button:
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Figure 9.19. Editing VLAN Interface Parameters

Options ]
Device Type | VLAN 5 ]

VLANID 100 [3)

[ aw—— I Y o >
Help (L OK )( Cancel )

L

{ A

Note

Firewall Builder verifies that the name of the subinterface is acceptable as the name of aVLAN
interface on OpenBSD system. Y ou can use hame that looks like "vlan100" but it won't accept
"em0.100" or any other.

| am going to add second VLAN interface eth1.101 and add | Pv4 addresses to both VLAN interfaces. The
final configuration is shown in Figure 9.20:

Figure 9.20. Two VLAN Interfaceswith | P Addresses

Bs openbsd-test-vian-1 * pfi4.3) / openbsd
Policy top ruleset ipv4
MNAT top ruleset ipvs
Routing top ruleset ipv4
B em0 uAnUMm
B vian100
!?. openbsd-test-vian-1:emO:vlanl00:ip 10.1.1.1/255.255.255.0
B vlan101
!?. openbsd-test-vlan-1l:emO:wvlanl0l:ip 10.1.2.1/255.255.255.0
= o0 loopback
B pcnd
P openbsd-test-vlan-1:pcn0iip 10.3.14.50/255.255.255.0
“5'; openbsd-test-vian-1:pcn0:ip6 fe80::20c:29f.fe83:4d25/64

Compiling this firewall object produces script /etc/fw/openbsd-test-vian-1.fw and PF configuration file /
etc/fw/openbsd-test-vlian-1.conf. To activate the firewall and configure the interface, run script /etc/fw/
openbsd-test-vlian-1.fw:
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# [ etc/fw openbsd-test-vlan-1.fw

Activating firewall script generated Fri Feb 26 14:57:54 2010 by vadi m
net.inet.ip.forwarding: 0 -> 1

# Creating vlan interface vl anl00

# Creating vlan interface vlanl01

# Addi ng VLAN interface vl anl100 (parent: enD)

# Addi ng VLAN interface vl anl01 (parent: enD)

# Adding i p address: vlanl00 10.1.1.1 netnmask OxffffffO00

# Adding i p address: vlanl0l1 10.1.2.1 netnmask OxffffffO00

Hereis how configuration of the VLAN interfaces |ooks like in the output of ifconfig:

vl an100: fl ags=8843<UP, BROADCAST, RUNNI NG, SI MPLEX, MULTI CAST> nt u 1500
I I'addr 00: Oc: 29: 83: 4d: 2f
vlan: 100 priority: O parent interface: enD
groups: vlan
inet6 fe80::20c: 29ff: fe83: 4d2f %Il an100 prefixl en 64 scopeid 0x6
inet 10.1.1.1 netmask Oxffffff00 broadcast 10.1.1.255
vl an101: fl ags=8843<UP, BROADCAST, RUNNI NG, SI MPLEX, MULTI CAST> ntu 1500
I I'addr 00: Oc: 29: 83: 4d: 2f
vlan: 101 priority: O parent interface: enD
groups: vlan
inet6 fe80::20c: 29ff: fe83: 4d2f %l anl01 prefixl en 64 scopeid 0x7
inet 10.1.2.1 netmask Oxffffff00 broadcast 10.1.2.255

Let'stry to run the same script again:

# [etc/fw openbsd-test-vlan-1.fw
Activating firewal|l script generated Fri Feb 26 14:57:54 2010 by vadi m
net.inet.ip.forwarding: 0 -> 1

The script detected that both VLAN interfaces already exist and have correct | P addresses and made no
changes to their configuration.

Let's change the VLAN ID of the interface vlan100. | cannot change the VLAN ID without changing its
name. When | rename interface vian100 to vian102 in Firewall Builder, it changesits VLAN ID automat-
icaly.

Figure 9.21. Interface vlan100 Renamed to vlian102

Bs openbsd-test-vian-1 * pf(4.3) / openbsd
Policy top ruleset ipvs
NAT top ruleset ipv4
Routing top ruleset ipv4
B emo unnum
B vian101
!?. openbsd-test-vlan-1l:emO:wvlanl0l:ip 10.1.2.1/255.255.255.0
B wvlan102
!f'. openbsd-test-vlan-1:emO:wvlanl02:ip 10.1.1.1/255.255.255.0
= o0 loopback
B pcno
iP openbsd-test-vlan-1:pcn0:ip 10.3.14.50/255.255.255.0
“i'; openbsd-test-vlan-1:pcn0:ip6 fe80::20c:29ff:fe83:4d25/64
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Here iswhat happens when | run the generated script on the firewall:

# [etc/fw openbsd-test-vlan-1.fw

Activating firewal|l script generated Fri Feb 26 15:57:03 2010 by vadi m
net.inet.ip.forwarding: 1 -> 1

# Deleting vlan interface vlanl00

# Creating vlan interface vl anl02

# Addi ng VLAN interface vlanl102 (parent: enD)

# Adding ip address: vlanl02 10.1.1.1 netnask OxffffffO00

Ifconfig shows that interface vian100 was removed and vlian102 added:

vl an101: fl ags=8843<UP, BROADCAST, RUNNI NG, SI MPLEX, MULTI CAST> nt u 1500
I I addr 00: Oc: 29: 83: 4d: 2f
vlan: 101 priority: O parent interface: enD
groups: vlan
inet6 fe80::20c: 29ff: fe83: 4d2f %l an101 prefi xl en 64 scopeid 0x14
inet 10.1.2.1 netmask Oxffffff00 broadcast 10.1.2.255
vl an102: fl ags=8843<UP, BROADCAST, RUNNI NG, SI MPLEX, MULTI CAST> nt u 1500
I I addr 00: Oc: 29: 83: 4d: 2f
vlan: 102 priority: O parent interface: enD
groups: vlan
inet6 fe80::20c: 29ff: fe83: 4d2f %l an102 prefi xl en 64 scopeid 0x17
inet 10.1.1.1 netmask Oxffffff00 broadcast 10.1.1.255

9.6. Bridge ports

Bridge management for Linux firewalls was introduced in Firewall Builder V4.0 and support for bridges
in BSD (OpenBSD and FreeBSD) firewallswas added in Firewall Builder V4.2. The generated script can
manage bridge interfaces as follows:

» The generated script includes shell code to manage bridge interfaces if checkbox "Configure bridge
interfaces’ isturned on in the "Script" tab of the firewall object "advanced" settings dialog. By defaullt,
it isturned off.

* On Linux firewalls, the generated firewall script uses brctl tool which should be present on the firewall.
The script checksif bretl is available and aborts if it cannot find it.

* On OpenBSD firewalls, the generated firewall script uses brconfig tool which should be present on the
firewall. The script checksif brconfig is available and abortsiif it cannot find it.

* On FreeBSD firewalls, the generated firewall script uses ifconfig tool which should be present on the
firewall. The script checksif ifconfig is available and abortsif it cannot find it.

» The script checks if the bridge interface configured in the GUI exists on the firewall and createsiit if
necessary.

« Itthen checksif the bridge interface on the firewall is configured with bridge ports that were defined in
the GUI. It adds those that are missing and removes those that are not configured in the GUI.

e Adding VLAN interfaces as bridge ports, as well as mixing regular Ethernet and VLAN interfacesis
supported. That is, the following configuration can be configured in Firewall Builder and the generated
script will createit:
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bri dge nane bridge id STP enabl ed interfaces
br0 8000. 000c29f 6bebe no et h4. 102
et h5

* InordertouseaVLAN interface asbridge port, it needsto be created twicein the GUI. Thefirst time, it
iscreated asachild of the regular Ethernet interface and hastype"VLAN". The second interface object
with the same name should be created as a child of a bridge interface with atype "ethernet".

9.6.1. Enabling Bridge Interface Management

To enable Firewall Builder bridge interface management, click the "Configure bridge interfaces" option
in the Firewall Settings of the firewall that will include bridge interfaces.

Figure 9.22. Example Configuration; I nterfacesethl and eth2 Will Become Bridge
Ports

Compiler Scrub Options Timeouts Installer  Prolog/Epilog Logging | Seript | IPvE

Select "Script”
System configuration and firewall inivialization script format Tak

Firewall Builder can generate system configuration and initialization script for PF in two formats:
this can either be a shell script or a file in re.conf format. Re.conf format is only supported for
FreeBSD.

IEJ shell script with extension .fw
() file in re.conf formart

Enable auxiliary sections in the generated script

"1 Turn debugging on in generated script
v Configure Interfaces of the firewall machine
Configure CARP Interfaces
Configure pfsync Interfaces
Configure VLAN Interfaces
el Configure bridge Interfaces
Add virtual addresses for NAT
Flush pf states after reloading rules

Enable script
management of
bridge interfaces

With this setting enabled Firewall Builder the generated firewall script will manage bridge interfaces on
the firewall incrementally. This includes removing any bridge interfaces that are defined on the firewall
system but are not defined in the Firewall Builder configuration.

Note

Y ou can use Firewall Builder to configure rules for firewalls that have a bridge interface(s) that
are not being created and managed by the Firewall Builder generated script. In this case, you
need to create an interface object in Firewall Builder that has a name that matches the name of
the bridge interface on the firewall system.

For example, if you haveaLinux firewall that isalready configured with abridge interface called
br0, and you don't want Firewall Builder to manage creating the interface, create an interface
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object on your firewall called brO with no child objects. Use this interface object in rules to
represent the br0 interface.

9.6.2. Bridge Interface Management on Linux

On Linux firewalls, the script generated by Firewall Builder can create and remove bridge interfaces such
as "br0" and also add and remove regular Ethernet interfaces as bridge ports. For the firewall script to
manage bridge interfaces this option must be enabled as shown in Section 9.6.1. By default, this option
isdisabled.

Aswith |P addresses and vlans, the script manages bridge incrementally. It compares actual configuration
of thefirewall with objectsdefined in the Firewall Builder GUI and then adds or removes bridge interfaces
and bridge ports. Running the same script multiple times does not make any unnecessary changes on
the firewall. If actual configuration matches objects created in the Firewall Builder GUI, script does not
perform any actions and just exits.

The script uses utility brctl to configure the bridge. It checksif the utility is present on the firewall machine
and aborts execution if it is not found. If this utility isinstalled in an unusual place on your machine, you
can configure the path to it in the "Host OS" settings dialog of the firewall object.

To illustrate bridge management on Linux, consider the firewall object "linux-test-bridge-1" shown on

Figure 9.23:
Figure 9.23. Example Configuration; Interfacesethl and eth2 Will Become Bridge
Ports
By linux-test-bridge-1 L ibtablesf— an1;r -] f linux24
Policy top ruleset ipv4
MNAT top ruleset ipvs
Routing top ruleset ipv
B etho
!?. linux-test-bridge-1:eth0:ip 10.3.14.108/255.255.255.0
I8y linux-test-bridge-1:eth0:ip6 fe80::20c:29ff.fele:dcaa /64
B ethl
B eth2
= o loopback

To build the bridge, | need to create bridge interface "brQ". This interface is just regular child object of
the firewall object in thetree, to createit, select the firewall and right-click to open the context menu, then
choose theitem "New Interface”. The new interface is created with generic name "Interface”, renameit to
"brQ". At this point we have interfaces br0, ethl, and eth2 but the latter two are not configured as bridge
ports yet. Interface brO is not a bridge yet, either.

Figure 9.24. Bridge I nterface br0O

By linux-test-bridge-1 * iptables(- any =) [ linuxZ4

Policy top ruleset ipvs

NAT top ruleset ipvé

Routing top ruleset ipv4

=

B etho
!f. linux-test-bridge-1:ethO:ip 10.3.14.108/255.255.255.0
I8; linux-test-bridge-1:eth0:ip6 fe80::20c:29ff:fele:dcaa/64

B ethl

B ethz

= o loopback
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To make br0 a bridge, open it in the editor by double-clicking it in the tree and then click the "Advanced
Interface Settings' button. This opens a dialog where you can change the interface type and configure
some parameters. Set the type to "bridge" and turn STP on if you need it.

Figure 9.25. Configuring Bridge Interface Type

Options

Device Type = Bridge Tl

[ Enable STP |

I Wy ' W
( Help ) I’: OK :l | Cancel |
P

To make ethl and eth2 bridge ports, use Cut and Paste operations on the objects in the tree. Paste both
interface objects into the br0 interface so that they move to the position right under it in the tree as shown
in Figure 9.26. Notice how the program automatically recognized them as bridge ports and showed this
in the second column of the tree.

Figure 9.26. Configuring Bridge Ports

Bs linux-test-bridge-1 * iptables(- any =) [ linuxZ4
Policy top ruleset ipvs
NAT top ruleset ipvs
Routing top ruleset ipv4
B bro
B ethl bridge port
B eth2 bridge port
B etho
!"?. linux-test-bridge-1:eth0:ip 10.3.14.108/255.255.255.0
“'_i'; linux-test-bridge-1:eth0:ip6 feB0::20c:29ff:fele:dcaa /64
= o loopback
Note

| have started with afirewall object that already had interface objects for ethl and eth2, but this
is not necessary. You can add bridge ports by creating new interface objects under the bridge
interface using the right-click context menu and selecting "New Interface”.

Notice that bridge ports cannot have |P addresses of their own and corresponding items in the context
menu are disabled:
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Figure 9.27. Functions Disabled for Bridge Port Subinterfaces

B linux-test-bridge-1 * iptables(- any =) / linux24
Policy top ruleset ipv4
NAT top ruleset ipv4
Routing top ruleset ipvd
E brQ Edi
it
= | I ]
B eth2 Copy bridge port
B etho Cut
P jinuxs =Y 10.3.14.108/255.255.255.0
By linux{ Paste feB0::20c:29ff:fele:dcaa/64
= o loopback
Bs linux-test-y Delete * iptables(- any -) / linux24
Bs openbsd-te * pf(4.3) / openbsd
Bs openbsd-te * pf(4.3) / openbsd
Bs openbsd-te * pf(4.3) / openbsd
Bs openbsd-te * pf(4.3) / openbsd
——————— | e e e
1 Find [
| Where used
w
= Lock
Security level: 0

To complete interface configuration, we need to add an IP address to interface brO if it needs one. | am
going to add address 10.1.1.1/24 to test with. Then | can compile and run the script on the firewall.

Thefirewall machine where | am going to run generated script has interfaces ethO, eth1, and eth2 but does
not have interface br0 yet. Interfaces ethl and eth2 are not configured as bridge ports. Lets see how the
script generated by Firewall Builder reconfigures this machine:

root @i nux-test-1:~# /etc/fw linux-test-bridge-1.fw interfaces
Activating firewal|l script generated Fri Feb 26 16:53:05 2010 by vadi m
Runni ng prol og scri pt

# Creating bridge interface

# Updating bridge configuration: addif br0O ethl

# Updating bridge configuration: addif br0O eth2

# Adding ip address: br0O 10.1.1.1/24

Verifying interfaces: o ethO brO ethl eth2

Using ip and brctl tools to verify configuration:
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root @i nux-test-1:~# i p addr show
1: |l o: <LOOPBACK, UP, LONER UP> ntu 16436 qdi sc noqueue state UNKNOAN
|'i nk/ | oopback 00: 00: 00: 00: 00: 00 brd 00: 00: 00: 00: 00: 00
inet 127.0.0.1/8 scope host |o
inet6 ::1/128 scope host
valid_ |ft forever preferred_|ft forever
2: eth0: <BROADCAST, MULTI CAST, UP, LOAER_UP> ntu 1500 qdi sc pfifo_fast state UNKNOM gl en
l'i nk/ ether 00:0c:29: 1e:dc:aa brd ff:ff:ff:ff:ff:ff
inet 10.3.14.108/24 brd 10. 3. 14. 255 scope gl obal et hO
inet6 fe80::20c:29ff:fele:dcaal 64 scope |ink
valid_ |ft forever preferred_|ft forever
3: ethl: <BROADCAST, MILTI CAST, UP, LOAER UP> ntu 1500 qdi sc pfifo_fast state UNKNOM gl en
link/ether 00:0c:29:1e:dc:b4 brd ff:ff:ff:ff:ff:ff
inet6 fe80::20c:29ff:fele:dcb4/64 scope |link
valid_ |ft forever preferred_|ft forever
4: eth2: <BROADCAST, MILTI CAST, UP, LOAER UP> ntu 1500 qdi sc pfifo_fast state UNKNOM gl en
I'i nk/ et her 00:0c: 29: 1le:dc: be brd ff:ff:ff:ff:ff:ff
inet6 fe80::20c:29ff:fele:dcbe/ 64 scope |link
valid | ft forever preferred_|ft forever
5: br0: <BROADCAST, MULTI CAST, UP, LOAER UP> ntu 1500 qdi sc noqueue state UNKNOAN
link/ether 00:0c:29:1e:dc:b4 brd ff:ff:ff:ff:ff:ff
inet 10.1.1.1/24 scope global broO
inet6 fe80::18ch: 52ff: fed4b: c6bl/ 64 scope |ink
valid | ft forever preferred_|ft forever

1000

1000

1000

root @i nux-test-1:~# brctl show

bri dge nane bridge id STP enabl ed interfaces
br 0 8000. 000c291edch4 no ethl
et h2

Now | am going to add another bridge port eth3 to brO, recompile the script, and run it on the firewall.
First, add eth3 bridge port in the GUI:

Figure 9.28. Adding a Third Bridge Port

Ba linux-test-bridge-1 * iptables(- any <) [ linux24
Policy top ruleset ipv4
MNAT top ruleset ipvs
Routing top ruleset ipv4
B bro
P linux-test-bridge-1:br0:ip 10.1.1.1/255.255.255.0
B ethl bridge port
= eth2 bridge port
= eth3 bridge port
B etho
Eﬂ linux-test-bridge-1:eth0:ip 10.3.14.108/255.255.255.0
I8y linux-test-bridge-1:eth0:ip6 fe80::20c:29ff:fele:dcaa/64
= o loopback

root @i nux-test-1:~# /etc/fw linux-test-bridge-1.fw interfaces
# Updating bridge configuration: addif br0O eth3

All the script did is add eth3 to brO bridge. New bridge configuration looks like this:
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root @i nux-test-1:~# brctl show
bri dge nane bridge id STP enabl ed interfaces
br 0 8000. 000c291edch4 no et hl
et h2
et h3
Tip

The change that added eth3 to the bridge caused a bridge loop and consequently nasty ARP storm
inside my VMWare ESXi server where the virtual machine | used to test bridge configuration
was running. | had three virtual switches but | forgot that eth2 and eth3 were attached to the same
virtual switch. Needlessto say, this ARP storm promptly killed ESXi. Now | am using the traffic
shaping feature in ESXi to throttle traffic on the back-end virtual switches that | am using only
for testing. Beware of bridge loops when you work with bridging firewalls.

Now let's remove the bridge port in the GUI and see what happens. | am going to delete object eth3 in the
GUI, recompile, and run the script on the firewall again:

root @i nux-test-1:~# /etc/fw linux-test-bridge-1.fw interfaces
# Updating bridge configuration: delif br0O eth3

root @i nux-test-1: ~# brctl show

bri dge nane bridge id STP enabl ed interfaces
br 0 8000. 000c291edch4 no ethl
et h2

As expected, the script returned the bridge configuration to the state it wasin before | added eth3.

9.6.2.1. Bridge with VLAN Interfaces as Bridge Ports

Firewall Builder can generate configuration for the bridging firewall using VLAN interfaces as bridge
ports; however, thereisatwist to this. Recall from Section 9.5 that VLANs are created in Firewall Builder
as subinterfaces under their respective parent interface. That is, the VLAN interface "eth1.100" is an in-
terface object that sitsin the tree right under interface "eth1":

Figure9.29. VLAN Subinterface eth1.100

By linux-test-vian-1 * iptables(- any =) / linux24
Policy top ruleset ipv4
NAT top ruleset ipv4
Routing tap ruleset ipv4
B etho

i linux-test-vlan-1:ethd:ip 10.3.14.108/255.255.255.0

I8y linux-test-vlan-1:eth0:ip6 feB80::20c:29ff:fele:dcaa/64

B ethl unnum
=
B o loopback
B nmnmbed _toace 1 * mFrA 2% 1 senebe A

Aswe have seenin Section 9.6.2 and Section 9.6.2.1, bridge ports are al so represented by interface objects
located in the tree under corresponding bridge interface, as shown in Figure 9.30:
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Figure 9.30. Bridge Ports are Child Objects of the Bridge I nterface

Ba linux-test-bridge-1 * iptables(- any =) / linux24
Policy top ruleset ipvs
NAT top ruleset ipvé
Routing top ruleset ipv4
B bro
B ethl bridge port
B eth2 bridge port
B etho
!?. linux-test-bridge-1:eth0:ip 10.3.14.108/255.255.255.0
By linux-test-bridge-1:eth0:ip6 fe80::20c:29ff:fele:dcaa/64
= o loopback

If we want eth1.100 to work as a bridge port, it must be created twice, once as a child of interface ethl
and second time as a child of interface br0O. The first copy representsit asaVLAN subinterface while the
second one represents a bridge port.

Figure 9.31. eth1.100 and eth1.101: VL AN Interfaces Acting as Bridge Ports

i ——

B linux-test-bridge-2 * iptables(- any =) / linuxZ24

Policy top ruleset ipv4

NAT top ruleset ipvd

Routing top ruleset ipvé

B bro
P linux-test-bridge-2:br0:ip  10.1.1.1/255.255.255.0
B ethl.100 unnum,bridge port
B ethl.101 unnum,bridge port

B etho

'1?. linux-test-bridge-2:eth0... 10.3.14.108/255.255.255.0
By linux-test-bridge-2:eth0... fe80::20c:29ff:fele:dcaa/64

B ethl uAnum
B ethl.100 unnum
B ethl.101 uAnum

= o loopback

9.6.3. Bridge Interface Management on BSD

OnBSD firewalls, the script generated by Firewall Builder can create and remove bridgeinterfaces such as
"bridge0" and also add and remove regular Ethernet interfaces as bridge ports. Thisfunction is controlled
by the checkbox "Configure bridge interfaces" in the "Script" tab of the firewall object Firewall Settings
dialog as shown in Section 9.6.1. By default, bridge interface management is turned off.

Aswith I P addresses and vlans, the script manages bridgesincrementally. It compares actual configuration
of thefirewall with objects defined in the Firewall Builder GUI and then adds or removes bridge interfaces
and bridge ports. Running the same script multiple times does not make any unnecessary changes on the
firewall. If actual configuration matches objects created in the Firewall Builder GUI, the script does not
perform any actions and just exits.

For OpenBSD systems, the script uses utility brconfig to configure the bridge. It checks if the utility is
present on the firewall machine and aborts execution if it is not found. If this utility isinstalled in an
unusual place on your machine, you can configure the path to it in the "Host OS" settings dialog of the
firewall object.

For FreeBSD systems, the script uses utility ifconfig to configure the bridge. It checks if the utility is
present on the firewall machine and aborts execution if it is not found. If this utility is installed in an
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unusual place on your machine, you can configure the path to it in the "Host OS" settings dialog of the
firewall object.

To illustrate bridge management on FreeBSD, consider firewall object "freebsd-test-bridge-1" shown on
Figure 9.32:

Figure 9.32. Example Configuration; Initial Firewall Objects

v Bm freebsd-test-bridge-1
& Policy
= NAT

& FRouting
¢ B emd (mgmt)
» B lo0 iloopback)

To build the bridge, | need to create the bridge interface "bridge0". This interface is just a regular child
object of the firewall object in the tree: to create it, select the firewall and right-click to open the context
menu, then select "New Interface”. The new interfaceis created with the generic name "I nterface”; rename
it to "bridgeQ".

Figure 9.33. Bridge Interface bridge0

v Bm freebsd-test-bridge-1
= Paolicy
E NAT
% Routing
s hrages
¢ B em0 (mgmt)
¢ B lol (loopback)

To make bridge0 a bridge interface, open it in the editor by double clicking it in the tree and then click

"Advanced Interface Settings' button. This opens a dialog where you can change interface type and con-
figure some parameters. Set typeto "Bridge" and turn STP on if you need it.

Figure 9.34. Configuring Bridge I nterface Type

Options

Device Type | Bridge b ]

1 Set MTU to 1500 3!

Options

["1Enable 5TP

( Help ) 0K ) Cancel )

Now we need to add the interfaces that will be bridge ports of thisbridge. Right-click the bridge0 interface
and select New Interface. This creates a child interface object below the bridge0 interface. Rename this
interface to match the physical interface on the server that will be a bridge port. In this example we will
use the eml interface.
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Firewall Builder will automatically detect that thisinterface is abridge port since the parent interface type
is set to bridge.

Figure 9.35. Editor for theeml Interface ShowsIt Isa Bridge Port

Name: eml

Label: Bridge Port Interface

Security level i

Metwork zone - ~
_ Advanced Interface Settings ...

Add the second bridge port by repeating the process and adding another child interface to bridge0. In this
example, the second interface is em2.

Figure 9.36. Bridge interface with two bridge ports

v Bm freebsd-test-bridge-1
[E Policy
[E NAT

% Routing
e bridge0 e
B eml
B em2
¢ B em0 (mgmt)

» B lod (loopback)

Bridge interfaces can be optionally configured with an IP address. If the bridge interface is not going to
have an | P address assigned the bridge interface needs to be updated to be an unnumbered interface. Dou-
ble-click the bridge0 interface to open it for editing. Click the radio button to set the type to Unnumbered
interface.

Figure 9.37. Configuring Bridge Ports

Name: bridge0 " Management interface

= )
Unprotected interface
Label: iyl
Dedicated failover interface
Security level 0 x (") Static IP address
() Address is assigned dynamically

*) Unnumbered interface

Metwork zone Set interface type to

Unnumbered interface

f Advanced Interface Settings ...

Compiling and installing the generated script on a FreeBSD 8.1 firewall named free-bsd-1 results in the
following bridge0 interface configuration.
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free-bsd-1# ifconfig bridge0
bri dge0: fl ags=8843<UP, BROADCAST, RUNNI NG, SI MPLEX, MULTI CAST> netric 0 ntu 1500
et her 22:ae: 66:38:73:c7
id 00:00:00:00:00:00 priority 32768 hellotine 2 fwddel ay 15
maxage 20 hol dcnt 6 proto rstp maxaddr 100 tinmeout 1200
root id 00:00:00:00:00:00 priority 32768 ifcost 0 port O
nenber: enB fl ags=143<LEARNI NG DI SCOVER, AUTCEDGE, AUTOPTP>
i fmaxaddr O port 4 priority 128 path cost 20000
nenber: en? flags=143<LEARNI NG DI SCOVER, AUTCEDGE, AUTOPTP>
i fmaxaddr O port 3 priority 128 path cost 20000
free-bsd- 1#

9.7. Bonding Interfaces

Support for bonding interfaces is currently available only for Linux firewalls. A generated iptables script
can incrementally update bonding interfaces:

» Thegenerated script includes shell code to manage bonding interfacesif the checkbox " Configure bond-
ing interfaces’ is turned on in the "Script" tab of the firewall object "advanced" settings dialog. By
default, it isturned off.

e Thescript usesifenslave tool which should be present on the firewall. The script checksif it isavailable
and abortsif it cannot find it.

» Thescript creates new bonding interfaceswith parameters configured in the GUI if the module'bonding'
isnot loaded. Thisis what happensif the Firewall Builder script runs after reboot.

if there are no bonding interfaces in fwbuilder configuration, the script removes the bonding module to
kill any bonding interfaces that might exist on the machine.

If you add a second bonding interface in Firewall Builder, the script checksiif it exists on the machine.
It will not create it because to do so, it would have to remove the module, which kills other bonding
interfaces. If this second bonding interface exists, it will be configured with slaves and addresses. If it
does not exist, the script aborts. In this case you need to either (1) reload the module manually or (2) add
max_bonds=2 to /etc/modules.conf and reboot or (3) unload the module and run the Firewall Builder
script again (if moduleis not loaded, the script loads it with correct max_bonds parameter)

If abonding interface exists on the machine but not in Firewall Builder configuration, the script removes
al slaves from it and brings it down. It cannot delete it because to do so it would need to remove the
module, which kills other bonding interfaces.

Note

Thereisalimitation in the current implementation in that all bonding interfaces will use the same
protocol parameters. Thisis because module loading with parameter "-obond1" that is supposed
to be the way to obtain more than one bonding interface and also the way to specify different
parameters for different interfaces causes kernel panic in my tests. (Tested with bonding module
v3.5.0 and kernel 2.6.29.4-167.fc11.i686.PAE on Fedora Core 11.) The only working way to
get two bonding interfaces | could find is to load the module with parameter max_bonds=2, but
this means all bonding interfaces work with the same protocol parameters. If bond interfaces are
configured with different parametersin fwbuilder, the compiler usesthefirst and issuesawarning
for others.

To configure bonding interface, we start with an interface object with name "bond0". Create thisinterface
as usual, open it in the editor by double clicking it in the tree, rename it, and then and click "Advanced
Interface Settings' button. Set the type to "Bonding" in the drop-down list and set the other parameters:
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Figure 9.38. Bonding Interface Settings

Device Type | Bonding |% ]

Bonding policy: | 802.3ad

4k
he

Xmit hash policy: | layer2

4k
—

Other parameters:

[ Help ) If: oK j.\ Cancel )

A

To add regular Ethernet interfaces as slaves to abonding inetrface, copy and paste (or create) them so they
become child objects of abonding interface. A bonding interface needs an | P address as any other regular
interface. Final configuration looks like shown in Figure 9.39:

Figure 9.39. Bonding I nterface bondO with Two Slaves

Bs linux-test-bond-1 * iptables(- any -) / linux24
Policy top ruleset ipv4
NAT top ruleset ipv4
Routing top ruleset ipv4
B bondo
P linux-test-bond-1:bond... 10.1.1.1/255.255.255.0
B eth? unnum,slave
B eth3 unnum,slave
B etho
B ethl unnum
= o loopback

If you only want to be able to use the bonding interface in rules, then thisis sufficient configuration. Y ou
can go ahead and add rules and place object "bond0" in " Source”, "Destination” or "Interface” column of
policy rules. If you want Firewall Builder to generate a script that creates and configures this interface,
then you need to enable support for this by turning the checkbox " Configure bonding interfaces’ oninthe
"Script” tab of the firewall object settings dialog:
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Figure 9.40. Configuration of Bonding Interfaces Should Be Enabled in Firewall
Settings Dialog

" Compiler Installer  Prolog/Epilog  Logging = Seript ~ IPv6 |

@ Load iptables modules

If debugging is turned on, the script will run with shell option "-x" that makes it print
command it executes. Warning: this produces a lot of debugging output.

|| Turn debugging on in generated script

Managing interfaces and addresses
™ Verify interfaces before loading firewall policy
™ Configure Interfaces of the firewall machine
[ | Clear ip addresses and bring down interfaces not configured in fwbuilder
W Configure VLAN Interfaces
@Ccnﬁgure bridge Interfaces
W Configure bonding Interfaces
@Add virtual addresses for NAT

Now compile the firewall object, copy the generated script to the firewall machine and run it there. If
the script is started using the command-line parameter "interfaces’, it only configures interfaces and IP
addresses but does not load iptables rules. Here is how it looks:

root @i nux-test-1:~# /etc/fwlinux-test-bond-1.fw interfaces
# Add bonding interface slave: bond0 eth2

# Add bonding interface slave: bond0 eth3

# Adding i p address: bond0 10.1.1.1/24

Interface configuration after the script run looks like this;
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root @i nux-test-1:~# i p addr show
1: |l o: <LOOPBACK, UP, LONER UP> ntu 16436 qdi sc noqueue state UNKNOAN
|'i nk/ | oopback 00: 00: 00: 00: 00: 00 brd 00: 00: 00: 00: 00: 00
inet 127.0.0.1/8 scope host |o
inet6 ::1/128 scope host
valid_ |ft forever preferred_|ft forever
2: eth0: <BROADCAST, MULTI CAST, UP, LOAER_UP> ntu 1500 qdi sc pfifo_fast state UNKNOM gl en
l'i nk/ ether 00:0c:29: 1e:dc:aa brd ff:ff:ff:ff:ff:ff
inet 10.3.14.108/24 brd 10. 3. 14. 255 scope gl obal et hO
inet6 fe80::20c:29ff:fele:dcaal 64 scope |ink
valid_ |ft forever preferred_|ft forever
3: ethl: <BROADCAST, MILTI CAST, UP, LOAER UP> ntu 1500 qdi sc pfifo_fast state UNKNOM gl en
link/ether 00:0c:29:1e:dc:b4 brd ff:ff:ff:ff:ff:ff
inet6 fe80::20c:29ff:fele:dcb4/64 scope |link
valid_ |ft forever preferred_|ft forever
4: eth2: <BROADCAST, MILTI CAST, SLAVE, UP, LOAER UP> ntu 1500 qdi sc pfifo_fast nmaster bondO
I'i nk/ et her 00:0c: 29: 1le:dc: be brd ff:ff:ff:ff:ff:ff
5: eth3: <BROADCAST, MILTI CAST, SLAVE, UP, LOAER UP> ntu 1500 qdi sc pfifo_fast nmaster bondO
I'i nk/ et her 00:0c: 29: 1e:dc: be brd ff:ff:ff:ff:ff:ff
6: bond0: <BROADCAST, MULTI CAST, MASTER, UP, LOAER_UP> ntu 1500 qdi sc noqueue state UP
I'i nk/ et her 00:0c: 29: 1e:dc: be brd ff:ff:ff:ff:ff:ff
inet 10.1.1.1/24 scope global bond0
inet6 fe80::20c:29ff:fele:dcbe/ 64 scope |link
valid | ft forever preferred_|ft forever

1000

1000

st at e UNKNOWN ¢

state UP glen !

root @i nux-test-1: ~# cat /proc/net/bondi ng/ bond0
Et her net Channel Bonding Driver: v3.3.0 (June 10, 2008)

Bondi ng Mbde: | EEE 802. 3ad Dynamic |ink aggregation
Transmt Hash Policy: |ayer2 (0)

M| Status: up

M1 Polling Interval (ns): 100

Up Delay (nms): O

Down Delay (ns): O

802. 3ad info

LACP rate: slow
Active Aggregator Info

Aggregator |ID: 1

Nunber of ports: 1

Actor Key: 9

Partner Key: 1

Partner Mac Address: 00: 00: 00: 00: 00: 00

Sl ave Interface: eth2

M| Status: up

Link Failure Count: O

Per manent HW addr: 00: Oc: 29: 1le: dc: be
Aggregator |ID: 1

Sl ave Interface: eth3

M| Status: up

Link Failure Count: O

Per manent HW addr: 00: Oc: 29: 1le: dc: c8
Aggregator ID 2

Running the script a second time does nothing because interface bond0 already exists and its configuration
matches the one defined in Firewall Builder:
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root @i nux-test-1:~# /etc/fw linux-test-bond-1.fw interfaces
root @i nux-test-1: ~#

Note

Unfortunately, the generated script cannot manage bonding interface parameters. If you change
abonding policy inthe GUI, recompileit, and run the script on the firewall, nothing will happen.
Y ou need to either manually unload the module or reboot the machine. However, if you add or
remove Ethernet interfaces under the bonding interface, the script will update its configuration
accordingly without the need to unload the module or reboot the machine.
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Chapter 10. Compiling and Installing a
Policy

10.1. Different ways to compile

There are several waysto compile and install a policy, summarized here. The actual results are described
in more detail in later sections of this chapter.

* Figure 10.1. Iconsin the main toolbar

% Fle Edit View Object Rules Tools Window Help

Q&

The hammer icon in the topmost toolbar (on the left) lets you compile, but not install, one or more of
the firewalls or clusters in the object file. The arrow-and-wall icon lets you both compile and install
firewalls.

e The main menu items Rules > Compile and Rules > Install menu selections also let you compile, or
compile and install, one or more firewalls or clusters.

* Figure 10.2. Iconsin thetoolbar specific to the currently opened firewall

¥ [/ User
Source

.mﬂcluster—l-c

The hammer icon in the policy (on the right) toolbar lets you compile, but not install, the firewall of
the current policy. The arrow-and-wall icon in the policy toolbar lets you both compile and install it.
Note that this compiles the firewall of the shown policy. Double-clicking a different firewall to bring
up that firewall's object editor does not change the policy shown, and does not change which firewall
will be compiled.

» The Compile and Install menu selections in the right-click context menu (Figure 10.3) let you do a
compile or compile-and-install on the firewall that you selected. You can ctrl-click or shift-click to
select more than one firewall or cluster.

» Tocompileasinglerule, select it in therule set, right-click it and select Compile. Or, select arule, then
press X on the keyboard. This only compiles the single rule and shows the result. This function does
not produce a firewall script.
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Figure 10.3. Compileand install optionsin the context menu that appear swhen you
right-click on afirewall or cluster object in thet ree

I File Edit View Object Rules Tools Window Help = £3]
>| lHJ \: f% :_LJ
®® 4 & /User/Clus

4|0 [ User s Source Desti
Filter: | v|[x O g linux-cluster Any
1; i _ P
Object flmux cluster 2 1G|
> .
- @ User I i1GMp B lin
>~ B8 d — 2By 1y _cluster i ne
Edit .
- F1011 &
Duplicate ... »
t-10.1.1  Any
Move ... b
Any
Copy
Cut
4 .
[
B Delete
- )
b New Policy Rule Set
b g [E New NAT Rule Set
b £ A 55 Add cluster interface
PEa B3 New state synchronization group
b B 5
2T Find

Where used

Compile E

Install

10.2. Compiling single rule in the GUI

While you're developing your firewall policy, you can compile individual rules to confirm that they do
what you intend. To compile an individua rule, right-click anywhere in the rule to open context menu,
then select Compile. Or, highlight the rule and press " X".
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Figure 10.4. Compiling singlerule

/ User [ Clusters /[ linux-cluster / Policy

N DSt "pn Service  Interface  Direction Actic
l Sy aroae Any  Bleth0  §inbound @C
Change color > | Any Al 1t Qutbound @A
rcluster Any All Inbound A
Inést Rule 0.1.1 Any Al gGamh 3;&
Add Rule Below gees A «
| Lelierar Ane all A oark s
- Remove Rule F

| | { User | Clusters | linux-cluster / Policy
| Move Ruleup 8%

linug 90 ¢
LIPT, Move Rule down 1 -m state --state NEW -j ACCEPT
=] Copy Rule
5
&/ linw Cut Rule
5 SIPT] Paste Rule Above 1 -m state --state NEW -j ACCEPT
I Paste Rule Below
= N
= Disable Rule
] Compile rule X
g
z
w

Figure 10.5. Generated iptables script for therule#0 isshown in the GUI

/ User [ Clusters / linux-cluster / Policy

Source Destination Service Interface Direction Action Time Optic Comment
£ linux-cluster Any Any  BSetho § inbound  @Deny  Any &
1 gfglinux-cluster 12, 1IGMP Any Al i Qutbound (@ Accept Any
’ 2 IR \cmP g5 linux-cluster Any Al B inbound @ Accept Any
3 gglinux-cluster Bnet-10.1.1  Any Al 4% Both @ Accept Any
4 iZnet-10.1.1  glinux-cluster Any Al 4% Both @ Accept Any
5 iZnet-10.1.1  Any Any Al 4% Both @ Accept Any
6 Any Any Any Al 4% Both @Deny  Any E 4
/ User / Clusters | linux-cluster / Policy / rule #0 @ 0

linux-test-1 [ Policy / rule 0

SIPTABLES -N In_RULE_Q

SIPTABLES -A FORWARD -ieth0 -s 10.3.14.150 -jIn_RULE_O
SIPTABLES -A FORWARD -ieth0 -s10.1.1.254 -jIn_RULE_OQ
SIPTABLES -A FORWARD -ieth0 -s10.3.14.108 -jin_RULE_OD
SIPTABLES -A FORWARD -ieth0 -s 10.1.1.1 -jIn_RULE_D

| Output |

-E SIPTABLES -A In_RULE_O0 -j LOG --log-level info --log-prefix "RULE 0 -- DENY *
L | SIPTABLES -A In_RULE_0 -j DROP

S

= | linux-test-2 [ Policy / rule O

‘B | SIPTABLES -N In_RULE_O

SIPTABLES -A FORWARD -ieth0 -s 10.3.14.150 -jiIn_RULE_O v

10.3. Compiling firewall policies

Once you have a policy created, you need to compile it into a script that can run on your target device.
Y ou then need to install it on that device.

Let'swalk through compiling aiptables firewall. Below is the access policy of the firewall.
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Figure 10.6. A policy to compile

“w & [ User/ Firewalls / fw / Policy

Source Destination Service Interface  Direction Action Ti
0 Any Bafw Any All 3 il Ar
1 Any Any ¥4 sport 80 B ethz i} & Ar
2 @ dmz-server %dinside network 1 ¥hsmtp  All +* (=] Ar

%inside network 2
%Zinside network 3

3 [®dmz-server Hinside network 1 ¥4smtp Al o @ Ar
4 [®dmz-server Any Fhsmtp Al #* @ Ar
5 Any ® mail server Fhauth Al a4 o Ar
6 [=fw-mgmt Bafw B4 ssh All & [57) Ar
7 Any Bafw Any All #* @ Ar
8 ”@3management_range Bafw Any All ﬁ“ \4:} Ar
9 @management hosts Emfw Shssh All +* (=] Ar
10 any [ mail server Fasmtp Al +* (7] Ar
11 any Any Any All +* @ Ar

To compileit use main menu item Rules > Compile.

Alternatively, openthePolicy, NAT or routing rules of thefirewall you want to compile by double-clicking
in the tree, then click the "Compile" icon (the hammer) in the policy window.

To compile several firewalls, use Shift-left click or Ctrl-left click to select more than one firewall. Then,
right-click on one of them to bring up the context menu and select Compile.

Different ways to compile one or several firewall objects were described earlier in Section 10.1.

Figure 10.7. Select your firewall

Select firewalls to compile.
Firewall Compile Last Modified Last Compiled Last Ir
B fw O Sun Apr 11 21:02:08 2010 Sun Aug 30 15:00:30 2009 Never
All None
Next > Cancel

Check the Compile checkbox next to the firewall you want to compile, and uncheck all the others.

Firewall Builder keepstrack of the last time the firewall was compiled and al so keepstrack of any changes
since then. If the firewall has not changed since the last compile, that firewall is unchecked by default
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because no compileisneeded. Any direct change doneto therules of thefirewall, or achangeto any object
used in rules, triggers the recompile. Y ou can always force compile by checking the Compile next to the
object inthelist or skip it by unchecking it.

In addition, you can seewhich firewallsand clusters have been modified sincetheir last compile by looking
at the object tree. If afirewall has been compiled since it was last modified, it appearsin normal font. If
it has not been compiled since its last modification, it appearsin bold.

As you can see in this image, firewalls that need compilation are in bold and are checked by default in

the Compile dialog. F irewalls that have been compiled since their last change are in regular font and are
unchecked by default.

Figure 10.8. Uncompiled firewallsarein bold

£ Clusters

~ [ Arewalls Firewall Compile L
p B fw Ba fw V] F
b B fw2 B fw2 F
b By fw2-pf B fw2-pf F
b Em fw3 B fw3 5
p Bm ios B ios V] S
p Bm ios-1 Bs ios-1 V] ]
b Bm ios-2 B ios-2 V] 5

To seethelast time afirewall or cluster was compiled, double-click it to bring up its object editor.

Figure 10.9. Object Editor Dialog with last modify and compile times

J User [ Firewalls / fw

. Name: |fw

Platform: | iptables

Version: |- any -

Host O5: | Linux 2.4/2.6

Editor | Find = Output

Modified: Sun Apr 11 21:02:08 2010
Compiled: Sun Aug 30 15:00:30 2009

Installed: -

Returning to Figure 10.7. Since we are just doing a compile, the only checkbox is the Compile checkbox.
If we were doing a compile and install in the same run, you would also see an Install checkbox.

Click Next.

A dialog appears that tracks the status of the compile. In this case, we have an error:
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Figure 10.10. Compile status messages

fw 18/18

Process log
| Save log to file |

~

=
processing 18 rules
rule 0 (global)
rule 2 (global)
rule 3 (global)
rule 4 (global)
rule 5 (global)
rule 6 (global)
rule 7 (global)
fw:Policy:7: error: Rule "7 (global)’' shadows
rule '8 (global)' below it
Stop Error: Fatal error

[

Next > | Finish || Cancel |

[[==]
(]
o

m
x

Errors appear in red, and warnings appear in blue. In this case, it turns out that one of our rules shadows
one of our other rules. For other types of problems, see Section 15.3.

Errors and warnings are clickable. Clicking an error takes you to the portion of the policy where the error
occurs.

We fix the problem, then compile again.

Figure 10.11. Successful compile

fwbuilder =RES]
fw I
Process log

| Save log to file |

- .
rule 9 (global)
rule 10 (eth2)
rule 11 (lo)
rule 12 (global)
rule 13 (global)
rule 14 (global)
rule 15 (global)
rule 16 (global)

— Output file name:
S ’ fhomefvanguard/fwbuilder/UsersGuided/data fw.fw ‘]
Stop Compiled successfully
Back Next > | Finish || Cancel |

To see the created script, look in the same directory as your .fwb file. The file will be called
<firewalIName>.fw. (If you changed your default directory in the Preferences, then the generated script
will bethere instead.)
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10.4. Compiling cluster configuration with Fire-
wall Builder

Cluster compilation works very much like it doesfor individual firewalls. However, there are afew things
to keep in mind.

Clusters are represented by objects of type "Cluster" located in the object group "Clusters'. To agenerate
configuration for al cluster member firewalls and install it on each, you need to compile it just like you
would compile aregular standalone firewall object.

10.4.1. Compile a Cluster, Install a Firewall

Inthecompiledialoglist therearetwo columnsof checkboxes: "Compile" and "Install”. When you compile
a cluster, the "Compile" checkboxes appear next to the cluster objects only while "Install" checkboxes
appear next to the member firewall objects only. Thisis because to compile, the policy compiler needsto
read the cluster object to get all theinformation about the cluster configuration, including thelist of member
firewalls. However, when generated configuration is ready and needs to beinstalled on member firewalls,
the program needs to communicate with each member firewall separately. So the"Install" checkboxes are
next to the member firewallsin thelist, letting you turn installation on and off on each member separately.

Figure 10.12. Compiling cluster object with two members

(s NN
Select firew
Firewall Compile  Install  Last Modified Las
&8 linux-cluster v Wed Feb 3 13:45:12 2010 We
Bs linux-test-1 E Tue Feb 2 09:21:24 2010 Su
B linux-test-2 E Tue Feb 2 09:21:30 2010 Su
Tip

A PIX cluster isan exception to thisrule. InaPIX cluster, you only need to update configuration
of the active unit in the failover pair. The active unit then pushes configuration to the second
unit in the pair automatically. Firewall Builder isaware of thisand the "Install" checkbox is only
enabled next to the member firewall marked as "master” in the cluster configuration.

10.4.2. Mixed Object Files

The data file used for this example has amix of cluster objects with corresponding member firewalls and
standalone firewall objects that do not belong to any cluster. The latter get both "Compile" and "Install"
checkboxes as visible in Figure 10.13.
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Figure 10.13. Compiling all cluster and firewall objects

(o NN
Select fir
Firewall Compile | Install  Last Modified

&8 linux-cluster 3 Wed Feb 3 13:45:1:
B linux-test-1 E] Tue Feb 2 09:21:24
Bs linux-test-2 E[ Tue Feb 2 09:21:30
&8 linux-cluster-hb =) Sun Feb 7 12:37:15
Ba linux-test-1 E[ Tue Feb 2 09:21:24
B linux-test-2 E] Tue Feb 2 09:21:30
&8 linux-cluster-hb-vlan ™ Tue Feb 9 16:42:45
B linux-test-3 E] Tue Feb 9 18:15:04
Bs linux-test-4 E[ Tue Feb 9 18:15:13
ﬂ openbsd-cluster ] Sat Feb 13 23:07:3¢
Bs openbsd-test-1 E[ Sat Feb 13 21:38:3!
8 openbsd-test-2 E] Sat Feb 13 21:38:2!
B linux-test-1-s ™ M TueFeb 23 17:42:3
& linux-test-bond-1 ¥ ™M Mon Mar 113:44:3;
Ba linux-test-bridge-1 = E[ Fri Feb 26 17:49:56
& linux-test-bridge-2 M M Mon Mar 1 12:35:0(
Bs linux-test-vian-1 = E[ Fri Feb 26 13:47:20
8 openbsd-test-1-s H EI Tue Feb 23 16:49:3
Bs openbsd-test-vlan-1 [ | E[ Fri Feb 26 15:57:00

10.4.3. Compile a single firewall within a cluster

You can try to compile afirewall object that is a member of acluster by selecting it in the tree and using
the context menu. When you do this, the program treats the object as standalone firewall rather than a
cluster member and does not generate any cluster-related part of the configuration, such aspolicy rulesfor
the failover protocols, the configuration script for failover interfaces, and so on. Thisis because afirewall
object can actually be amember of several clusters, which isuseful to test different cluster configurations
or for transitions. In some cases a firewall object by itself may be so generic that it can describe member
firewallsin different locations (if potential addresscollisionsarenot anissue or al addressesare dynamic).
For these reasons, the program does not try to guess whether given a firewall object might be a cluster
member and which cluster it is a member of and falls back to treating it as a ssmple standalone firewall
object. However, the program shows awarning to indicate this as shown in Figure 10.14. Here we sel ected
firewall object "linux-test-1" in the tree and then used context menu to initiate compilation, forgetting that
it isamember of two different cluster configurations:
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Figure 10.14. Compiling a member firewall as standalone firewall objects

Select firewalls to compile.

You are trying to compile policy for the firewall object that is a member of a cluster, however you
requested compilation of ony this member firewall and not the cluster it belongs to. Assuming
firewall is standalone and not cluster member. Rules and parts of the script specific for the cluster
configuration will not be generated.

Firewall 'linux-test-1' is member of cluster '/FWObjectDatabase/User/Clusters flinux-cluster'
Firewall 'linux-test-1' is member of cluster '/FWObjectDatabase/User/Clusters /linux-cluster-hb'

Firewall Compile | Last Modified Last Compiled Last Installed
Bs linux-test-1 [ | Tue Feb 2 09:21:24 2010 Sun Feb 7 12:39:12 2010 Never

10.5. Installing a Policy onto a Firewall

After afirewall configuration has been generated by one of the policy compilers and saved in afile on
disk in the format required by the target firewall, it needs to be transferred to the firewall machine and
activated. This function is performed by the component we call "Policy Installer”, which is part of the
Firewall Builder GUI.

In the process of doing the installation, you will have to provide the password to your firewall. If you end
up doing theinstallation several times, such aswhiletroubleshooting, you will haveto enter your password
several times. Alternatively, you can select Enable password caching in the Installer tab of the Preferences
diaog. Then, your password will be cached for the duration of the Firewall Builder session. However, the
password will not be written to disk at any time. Figure 4.31 has more information.

The installer needs to be able to copy the generated firewall script to the firewall and then run it there.
In order to do so, it uses secure shell (ssh). The program does not include ssh code; it uses an external
ssh client. On Linux, BSD and Mac OS X it uses the standard ssh client ssh and secure shell file copy
program SCP that come with the system; on Windows it uses plink.exe and pscp.exe. The full directory
path to the ssh client program can be configured in the Preferences dial og (accessible via Edit/Preferences
menu). However if you are on Linux, *BSD or Mac and use the standard ssh client available via your
PATH environment variable, you do not need to change the default value there.

Installer works differently depending on the target platform. In the case of Linux and BSD-based firewalls,
it uses SCP to copy the generated configuration filesto the firewall machine and then uses sshtologin and
run the script. In the case of Cisco routers or ASA appliance (PIX), what it does depends on the version of
IOSor PIX configured inthe Firewall object. For old versionsthat do not support scp, it logsin, switchesto
enable and then configuration mode and executes configuration commands one by onein amanner similar
to expect scripts. It inspects the router's replies looking for errors and stops if it detects one. In the end, it
issues the command write mem to store the new configuration in memory, then logs out. Newer versions
of I0S and PIX support scp and fwbuilder installer takes advantage of this. In this caseit copies generated
script to the router or firewall and then executes it using " copy file running-config" command. It does
not use" config replace" command because configuration created by fwbuilder isincompl ete and should
be merged with running config rather than replace it. Section 10.6 and Section 10.7 have more details.

Thebuilt-in policy installer has been designed to work with a dedicated firewall machine. In other words,
the computer where you run Firewall Builder and the actual firewall are different machines. Nevertheless,
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it can be used when they are the same machine aswell. The only differenceisthat in all commands below
you would use the name or address of the machine where you run Firewall Builder instead of the name
or address of the dedicated firewall. The SSH client will then connect back to the same machine where it
runs and everything will work exactly the same asiif it was different computer.

10.5.1. Installation Overview

Create directory /etc/fw/ on your firewall.

Now let'sinstall the script using Firewall Builder's "install" functionality. Open your object file, if it isn't
open aready, then select Rules > Install.

Figure 10.15. Select Ruled/Install

File Edit Object Rules Tools Window Help

Sy = Q
ﬁ E: Add Bule Balow L
h Remove Rule Ctri+Del &

( | I_j @ Move Selected Rules
3 i

= Copy Rule
= kg User
= [@ Firewa Cut Rule
- B Tw Paste Rule Above

Insert Rule

- = Paste Rule Below

& Compile
2 Install

B NAT
%% Routing

m 5 &

The following dialog appears:
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Figure 10.16. Select Compile and Install

Select firewalls to compile.

Firewall Compile Install Last Modified Lay
Ba TwoNICs V] V] Thu Mar 18 13:04:12 2010 Ne
Ba fw Sun Apr 11 21:11:44 2010 Sul
Ba fw2 Fri Sep 11 16:50:47 2009 Fri
Ba fw2-pf Fri Sep 11 17:07:23 2009  Fri
Ba fw3 Sat Sep 12 13:42:35 2009 Sal
B ios Sun Apr 11 21:02:08 2010 Sul
Be ios-1 Sat Sep 5 19:49:01 2009 Ne
B ios-2 Sat Sep 5 11:13:12 2009 Ne

B ipfw Sun Aug 30 11:23:25 2009 Sul
Ba linux-dynamic Sat Aug 22 14:37:18 2009 Sui

B s cbakic suith doa- ok Ane D9 12.04.60 000l 7

All None

Next > Cancel

Asyou can see, alist of al firewallsin the object file appear. Not all Compile checkboxes are checked by
default. Thisis because Firewall Builder keeps track of the last time the firewall was compiled and also
keepstrack of any changes since then. If the firewall has not changed since the last compile, that firewall
is unchecked by default because no compile is needed.

Y ou can see which firewalls have been modified since their last compile by looking at the object tree. If a
firewall has been compiled sinceit waslast modified, it appearsin normal font. If it has not been compiled
sinceits last modification, it appearsin bold.

Make surethe Install checkbox is checked next to the firewall you want to install (and the Compile check-
box if you've made changes since th e last compile), then click Next. The following dialog appears:
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Figure 10.17. Firewall SSH and install parameters

enn %/ Install options

Install options for firewall 'TwoNICs'

User name: | root

Password or passphrase: | AAAAAA

I” Remember passwords

Address that will be used to communicate

with the firewall: 192.168.1.106

™ Quiet install: de net print anything as cemmands are executed on the firewall
¥ Verbose: print all commands as they are executed on the firewall

[ Store a copy of fwb file on the firewall

| Install I Cancel |

A

Enter the root username and password for the device, and specify the IP address of the management in-
terface of the device.

Then click OK.

If everything goes well, the following dialog appears and reports success. (If not, it will report failure. The
log will tell you what went wrong. If the error is unclear, see Section 15.3.)

Figure 10.18. Installation status
mEm

Firewall w Progress Firewalls: TwoNICs

TwoNICs Success | | 100%

| | 100/100

Hide details

Process log

Save log to file

debug1: client_input_channel_req: channel 0 riype exit-status reply [ |
0

Policy activated

debug1: channel 0: free: client-session, nchannels 1
Connection to 192.168.1.106 closed.

debug1: Transferred: stdin 0, stdout 0, stderr 37 bytes in 1.4
seconds

debug1: Bytes per second: stdin 0.0, stdout 0.0, stderr 26.0
debug1: Exit status 0

S5H session terminated, exit status: 0

3

< Back Mext= Finish H GCancel
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Log into the firewall to see the policy in place. For iptables, run sudo iptables-L.

10.5.2. How does installer decide what address to use to
connect to the firewall

Installer does not use the name of the firewall when it connects; it always uses the firewall's | P address.
Installer starts by scanning interfaces of the firewall object looking for onethat is marked as"Management
interface” in the interface object dialog. Installer uses the address of this interface to connect. The Man-
agement interface checkbox looks this:

Figure 10.19.

#[ Interface

Name: | ethl v| Management interface

This interface is external {insecure)
Label: |inside
0 @ Regular interface
Address is assigned dynamically
Unnumbered interface

Bridge port

If your firewall has multiple addresses and you want to use the one that is not assigned to its interface in
the fwbuilder object, then you can overwrite the address using the entry field in the "Installer” tab of the
"Advanced" firewall object settings dialog, like this:

Figure 10.20.

E Iiptablestiadianced Sertings:

Compiler Installer Prolog/Epilog Logging Script IPvE
Built-in installer

Directory on the firewall where script should be
installed

fetcfiw/

User name used to authenticate to the firewall (leave
this empty if you use putty session):

fwadmin
Alternative name or address used to communicate

with the firewall (also putty session name on 172.16.22.100
Windows)

More about other input fields in this dialog bel ow.

Finally, you can overwrite the address on a one-time basis just for a particular install session using the
entry field in the installer options dialog. Thisis the same dialog where you enter your password:
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Figure 10.21.

Install SO P Lo st @I

Install options for firewall 'guardian’

User name: fwadmin
Password or passphrase:

Enable password:

Address that will be used to communicate

with the firewall: 172.16.22.123

Note

Thisworksfor all supported firewall platforms: iptables on Linux, pf on OpenBSD and FreeBSD,
ipfw on FreeBSD and Mac OS X, ipfilter on FreeBSD, Cisco |O0S accesslists, Cisco ASA (PIX),
and so on. Regardless of the platform, the installer follows the rules described here to determine
what address it should use to connect to the firewall.

10.5.3. Configuring Installer on Windows

Y ou can skip this section if you run Firewall Builder GUI on Linux, *BSD or Mac OS X.

Built-in policy installer in Firewall Builder GUI uses ssh client to connect to the firewall. While ssh client
isstandard on al Linux and BSD systems, aswell asMac OS X, it does not come with Windows. In order
to be able to use Firewall Builder GUI to install policy on Windows, you need to download ssh client
PUTTY and configure fwbuilder to useit. Note; PUTTY isfree software.

Note

Starting with version 4.0.2, Firewall Builder includes putty ssh client utilities plink.exe and
pscp.exe in Windows package. Y ou do not need to do any additional configuration if you use
fwbuilder v4.0.2 on Windows and can skip this section. However if you already have putty on
your machine or want to use different ssh client, then follow instructions in this section to see
how you can configure fwbuilder to use it.

If you do not use PUTTY and do not have it on your machine, start with navigating to the web site http://
www.chiark.greenend.org.uk/~sgtatham/putty/ [http://www.chiark.greenend.org.uk/~sgtatham/putty/]

Download and install putty.exe, plink.exe and pscp.exe somewhere on your machine (say, in C:\PUTTY).

Installer does not use putty.exe, but it will be very useful for troubleshooting and for setting up sessions
and ssh keys.

In the Edit/Preferences dialog, in the Installer tab, use the Browse button to locate plink.exe. Click OK to
save preferences. If you installed it in C:\PuTTY, then you should end up with C:\PuTTY\plink.exe in this
entry field. Do the same to configure the path to pscp.exe.
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Figure 10.22.

:1 Preferences 2|3

General Objects Data File Installer Labels Appearance Platforms and 05
A full path to the Secure Shell utility {remote command execution; for example ssh on Unix or plink.exe on Windows):

C:PUTTY fplink. exe | Browse... |
A full path to the SCP utility (file copy over ssh; for example scp on Unix or pscp. exe on Windows):

C:PUTTY fpscp.exe

Value for the ServerAliveInterval ssh configuration parameter. This parameter sets timeout interval in seconds after which if no
data has been received from the server, ssh dient will send a message through the encrypted channel to request a response
from the server. This helps detect disconnects between fwbuilder policy installer and the firewall. If set to 0, these messages wil
not be sent to the server and loss of connectivity with the firewall will lead to hanging of the installer session. Scp uses different
parameter for this, ConnectTimeout. Fwbuilder automatically calculates the value for this parameter using the same timeout
wvalue. Mote that this only works with ssh protocol 2.

10 = | sec
Download plink.exe and pscp.exe from the web site at

h w. chiark.greenend. org. uk/~sgtatham iputty /

Built-in policy installer can remember passwords for the duration of the session. Passwords are never stored permanently, they
are only kept in memory. In order to use this feature, you also need to configure user name used to authenticate to the firewall
in the “advanced” settings dialog of the firewall object.

Warning: using this feature creates certain risk if working Firewall Builder GUI is left unattended on the unlocked workstation,
Someone may walk up to the machine and make changes to the firewall using cached password of the administrator who used
the same GUI session before. Always lock the screen or exit Firewall Builder GUL when leaving computer.

Enable password caching

| [o]4 | | Cancel |

You may log in to the firewall using a regular user account or as root. See instructions below for an
explanation how to configure sudo if you use regular user accounts. This part of the configuration does
not depend on the OS on which you run Firewall Builder.

Before you try to use fwbuilder installer with plink.exe and pscp.exe, test it from the command line to
make sure you can log in to your firewall. If this is the first time you've tried to log into the firewall
machine using putty.exe, plink.exe or pscp.exe, then the program will discover anew host key, ask you if
it iscorrect and ask if you want to saveit in cache. There arelots of resources on the Internet that explain
what this means and how you should verify key accuracy before you accept it. If the key is already known
to the program it will not ask you about it and will just proceed to the part where it asks you to enter a
password. Enter the password and press Enter to seeif you canlogin.

Hereis the command (assuming you use account "fwadmin" to manage firewall "guardian™):

C:\ Users\vadi npc: \ PUTTY\ pl i nk. exe -1 fwadnmi n guardi an

Figure 10.23.

E® Command Prompt - c\PuTT¥\plink.exe -lfwadmin guardian

= \U,;ex,;\uadlm)c \PuTT'x'\p11nk exe —1 fwadmin gualdlan
The server’s host key is not cached in the registry. You
arantee that the server is the computer you

:18:74: 4]3 ?4:80:hf :65:af :25:ec:57
1f you tl-u,,t this host. enter "y" to add the key to
PuTT¥'s cache and carry on connecting.

If youw want to carry on connecting just once. without

ladding the key to the cache. enter "n".

If you do not trust this host. press Return to abandon the
connection.
Btore key in cache? (y-/n’
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Note

The installer does not use the GUI ssh client putty.exe, it uses command line utilities that come
from the same author: plink.exe and pscp.exe. Y ou can test SSH connectivity with putty.exe, but
do not enter path to it in the Installer tab of the Preferences dialog in Firewall Builder. 1t won't
work.

Section 15.4 offers troubleshooting tips for problems you may encounter trying to use policy installer.

10.5.4. Using putty sessions on Windows

putty allows you to store a destination host name or address, user name and bunch of other parametersin
asession so that they all can be called up at once. If you wish to use sessions, do the following:

» Configure putty as usual, create and test a session for the firewall, test it using putty outside of Firewall
Builder. When you use a session, the firewall host name and user name are stored in the session file.
Firewall Builder allows you to enter the session name in the entry field in the firewall settings dialog
where you would normally enter an alternative address of the firewall. A comment next to the entry
field reminds you about this. Just type the session name in that field, leave the user name field blank
and save the settings.

» Once you start the installer, do not enter your user name in the "User name" field on the first page of
installer wizard. Y ou do, however, need to enter the login and enable passwords. Configure the rest of
installer options as usual. They do not change when you use putty sessions.

10.5.5. Configuring installer to use regular user account
to manage the firewall:

Before fwbuilder v3.0.4, the built-in installer could only use aregular account to activate a policy if this
account was configured on the firewall to use sudo without a password. Starting with v3.0.4, thisis not
necessary anymore because the installer can recognize sudo password prompts and enter the password
when needed.

» Create an account on the firewall (say, "fwadmin"), create a group "fwadmin" and make this user a
member of this group. Most modern Linux systems automatically create group with the name the same
as the user account.

adduser fwadm n

* Create directory /etc/fw/ on the firewall, make it belong to group fwadmin, make it group writable.

nkdir /etc/fw
chgrp fwadnmin /etc/fw
chnod g+w /etc/fw

» Configure sudo to permit user fwadmin to execute the firewall script and a couple of other commands
used by the fwbuilder policy installer. Run visudo on the firewall to edit file /etc/sudoers as follows:
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Def aul t s: % wadmi n Ilecture , passwd_tinmeout=1 , tinmestanp_timeout=1
# User alias specification
% wadmin ALL = PASSWD: /etc/fw <FWNAVE>. fw , /usr/bin/pkill , /sbin/shutdown

Here <FWNAME> isthe name of thefirewall. Installer will log in to thefirewall as user fwadmin, copy
the firewall script to file /etc/fw/<FWNAME>.fw and then use the following command to executeit:

ssh fwadm n@irewal |l sudo -S /etc/fw <FWNAVE>. fw

* Set up ssh access to the firewall. Make sure you can log in as user fwadmin using ssh from your man-
agement workstation:

$ ssh -1 fwadmi n <FWNAME>

You may use either password or public key authentication; the installer will work either way. Use
putty.exe or plink.exe to test ssh access if you are on Windows (see above for the explanation how to

do this).
* Intheinstaller tab of the firewall settings dialog of the firewall object, put in your user name (here it
is"fwadmin™):
Figure 10.24.
o ipEablesy advanced Settings =1

Compiler Installer Prolog/Epilog Logging Script IPvE
Built-in installer

Directory on the firewall where script should be

installed Jetc/fw!

User name used to authenticate to the firewall (leave

fwadmin
this empty if you use putty session):

* If you need to use an alternative name or |P address to communicate with the firewall, put it in the
corresponding field in the same dialog page.

» Make sure the entry field directory on the firewall where script should be installed is set to /etc/fw.
Firewall Builder isnot going to create this directory, so you need to create it manually before you install
the firewall policy (see above).

e Leave"Policy install script" and "Command line options" fields blank.

10.5.6. Configuring installer if you use root account to
manage the firewall:
 Create directory /etc/fw/ on the firewall, make it belong to root, make it writable.

» Set up ssh access to the firewall. Make sure you can log in as root using ssh from your management
workstation:
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$ ssh -1 root <firewall_nanme>

Y ou may use either password or public key authentication; the installer will work either way.

* Intheinstaler tab of the firewall settings dialog of the firewall object put "root" as the user name you
useto log in to the firewall.

» Make sure entry field directory on the firewall where script should be installed is set to /etc/fw

» LeavePolicy install script and Command line options fields are blank

10.5.7. Configuring installer if you regularly switch
between Unix and Windows workstations using the
same .fwb file and want to m anage the firewall from

both

First of al, the .fwb file is portable and can be copied back and forth between Linux/BSD and windows
machines. Even comments and object names entered in a local language should be preserved since the
GUI uses UTF-8 internally.

Built-in installer relies on path settings for ssh and SCP in Edit/Preferences/SSH. Since preferences are
stored outside of the .fwb file, the installer should work just fine when .fwb file is copied from Unix to
Windows and back. Just configure the path to ssh program in preferences on each system using default
settings "ssh” on Linux and path to plink.exe on Windows and giveit atry.

10.5.8. Always permit SSH access from the management
workstation to the firewall

One of thetypical errorsthat even experienced administrators make sometimesisto deploy afirewall that
blocks ssh access to the firewall from the management workstation. Y ou need your workstation to be able
to communicate with the firewall in order to be able to make changesto the policy, so you always need to
add aruleto permit ssh from the management workstation. Firewall Builder can simplify this and generate
this rule automatically if you put an IP address of your workstation in the entry field on the first page
of firewall settings dialog. Here is the screenshot that illustrates this setting for an iptables firewall. The
management workstation has an | P address 192.168.1.100
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Figure 10.25.

& Iptabies sadianced SeLtings @

Compiler | Installer | Prolog/Epilog | Logging | Script | IPvé

Compiler: [| ]

Command line options for the compiler:

Qutput file name (if left blank, the file name is
constructed of the firewall object name and
extension "fw™)

v| Assume firewall is part of ‘any’
v| Accept TCP sessions opened prior to firewall restart
v| Accept ESTABLISHED and RELATED packets before the first rule

Drop packets that are associated with
no known connection

and log them
Bridging firewall

v'| Detect shadowing in policy rules
lgnore empty groups in rules
Enable support for NAT of locally originated connections

Clamp MSS to MTU

Make Tag and Classify actions terminating

Default action on ‘Reject:

L1

Always permit ssh access from
v| the management workstation 192.166.1.100
with this address:

Help OK Cancel

10.5.9. How to configure the installer to use an alternate
ssh port number

If the ssh daemon on your firewall is listening on an alternate port, then you need to configure the built-
ininstaller so that it will run SCP and ssh clients with command line parameters that would make them
connect to thisport. Thisisdonein theinstaller tab of the firewall object advanced settings dial og as shown
on the following screenshot (here we set the port to "2222"):
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Figure 10.26.

E iptables:tadivanced Settings: @

Compiler Installer Prolog/Epilog Logging Script IPv6
Built-in installer

Diractory on the firewall where script should be

installed fetciw

User name used to authenticate to the firewall (leave

fwadmi
this empty if you use putty session): wacmin

Alternative name or address used to communicate
with the firewall {also putty session name an
Windows)

A command that installer should execute on the
firewall in order to activate the policy (if this field is
blank, installer runs firewall script in the directory
specified above; it uses sudo if user name is not
‘root’)

Additional command line parameters for ssh |-p 2222

Additional command line parameters for scp |-P 2222

Note

On Unix, the command line option that specifies the port number is different for ssh and SCP. It
islowercase -p for ssh and uppercase -P for SCP. If you use the putty tool plink.exe and pscp.exe
on Windows, the option to specify an alternate port number is-P (capital "P") for both.

You can use the same input fields in this dialog to add any other command line parameters for ssh and
SCP. For example, this is where you can configure parameters to make it use an aternate identity file
(private keys). Thisinformation is saved with afirewall object rather than globally because you may need
to use different parameters for different firewall machines, such as different key files or ports.

10.5.10. How to configure the installer to use ssh private
keys from a special file

Y ou can use the same entry fields in this dialog to provide other additional command line parameters for
ssh and SCP, for example to use keys from a different identity file. Hereis how it looks:

Figure 10.27.

Additional command line parameters for ssh |-p 2222 -i ~/.ssh/fwadmin_identity

Additional command line parameters for scp |-P 2222 -i v‘.-'.ssh.-Twadr“lin_identitﬂ

Here we configure ssh and SCP to use an alternate port and an aternate identity file ~/ . ssh/
fwadm n_i dentity. The command line parameter for the port is different for ssh and SCP, but the
parameter for the identity file is the same (-i) for both utilities.

On Windows, the simplest way (or maybe the only way) to use alternative keysis to use putty sessions.

10.5.11. Troubleshooting ssh access to the firewall

The built-in policy installer will not work if ssh access to the firewall is not working. Test it using this
command on Linux (assuming you user "fwadmin" to manage the firewall):
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ssh -1 fwadnmin firewall

If you use the root account to manage the firewall, the command becomes

ssh -1 root firewall

On Windows use putty.exe or plink.exe to do this:

C.\ Users\vadi nrc:\ PuTTY\ pl i nk. exe -1 fwadmn firewall

C:.\ Users\vadi nec:\ PUTTY\ pl i nk. exe -1 root firewall

If you cannot log in using ssh at this point, verify that the ssh daemon is working on the firewall, that
the existing firewall policy does not block ssh access and that ssh daemon configurationin/ et ¢/ ssh/
sshd_confi g permitslogin for root (if you plan to use the root account to manage the policy).

Y ou may get the following error in the installer output (the same error appearsif you try to test using SCP
or pscp.exe from the command line):

SCP: warni ng: Executing SCP1 conpatibility.
SCP: FATAL: Executing sshl in conpatibility node failed (Check that SCP1 is in your PATH).
Lost connection

SSH session term nated, exit status: 1

This error may happen when you run fwbuilder on any platform; it is not specific to putty/pscp.

This error means SCP or pscp.exe was able to connect to the firewall but encountered ssh protocol version
mismatch. ssh tried to switch back to sshl compatibility mode, but failed. Here is an explanation of the
problem: http://www.snailbook.com/fag/SCP-ossh-to-ssh2.auto.html. This really has nothing to do with
fwbuilder or even SCP/putty/pscp on the client side. This happensif you have two versions of ssh package
installed on the firewall. ssh daemon accepts connection from pscp with ssh protocol v2, starts SCP utility
(till on the firewall) but the SCP utility it getsis from the other package and is probably an older version
that does not support ssh2 protocol. To resolve this, try switching to sftp. Hereis how to test this from the
command line. First, reproduce the error:

C:\ User s\ vadi m>c: \ PUTTY\ pscp. exe test.txt root@irewal | :

If this command works, then it should work from inside fwbuilder too. However if you get an error saying
SCP: FATAL: Executing sshl in compatibility mode failed , try to use sftp.

Note

For thisto work, sftp should be enabled on the server side. There are many resources on the web
that explain how to do this, for example this article [http://www.linux.com/feature/62254]. See
also the man page for sshd_config and search for "Subsystem" in it.
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C:\ Users\vadi npc: \ PUTTY\ pscp. exe -sftp test.txt root@irewal l:

Note

Note that there is only one'-' in front of "sftp" here.

If this works, then you need to add "-sftp" to the list of additional command line parameters for SCP in
the "Installer” tab of the firewall object dialog as explained above.

Another common source of problems with SCP and pscp.exe is described in this SSH FAQ [http:/
www.openssh.org/fag.html#2.9]. When you use SCP to transfer afile, it actually launches a login shell
on the server side. So if your shell initialization script (.profile, .bashrc, .cshrc, etc) produces any kind of
output, SCP gets confused and fails.

10.5.12. Running built-in installer to copy generated fire-
wall policy to the firewall machine and activate it there

Now that all preparations are complete, we can move on and actually try to install a newly generated
firewall policy. Select the firewall object in the object tree in Firewall Builder, right-click and use menu

item Install.
Figure 10.28.
Select firewalls to compile and install.
Check this option if you want o install all selected firewalls automatically. This only works if you use the same user name and
password to authenticate to all these firewalls.
Perform batch install
Compile Install Firewall Last Modified Last Compiled Last Installed
1 fw-1 Sun May 31 19:02:08 2009 Wed May 27 08:54:28 2009 Never
2 fw-2 Sun May 31 19:02:15 2009 Tue May 26 16:08:11 2009 Never
3 fw-3 Sun May 31 19:02:21 2009 Wed May 27 09:59:33 2009 Never
4| v v guardian: Sun May 31 19:03:27 2009 Never MNever
1 3
All None Show selected
[}ﬁext = Cancel

On this page of the wizard the program shows the list of al firewall objects with checkboxes that let you
choose which ones should be recompiled and installed. Time stamps in the three columns show the time
when each firewall object was modified, compiled and installed the last time. Y ou can turn checkboxes
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on and off to make the program recompile and then install any number of firewall objects. It will first
run the compiler for all of those marked for compile, then it will run the installer for all those marked for
installation. Installer will ask for the user name and password, as well as other parameters, before running
theinstall processfor each of thefirewalls. Wewill return to this page of the wizard later when we discuss
batch install. After you click Next on this page, the program re-compiles the policy and openstheinstaller
diaog for the first firewall marked for installation.

Figure 10.29.

enon %/ Install options

Install options for firewall 'guardian’

User name: |fwadmin

Password or passphrase: |

I~ Remember passwords

Address that will be used to communicate

with the firewall: 172.16.22.100

™ Quiet install: do not print anything as commands are executed on the firewall
I Verbose: print all commands as they are executed on the firewall

I Store a copy of fwb file on the firewall

| Install I Cancel |

This screenshot shows how the installer options dialog looks for iptables, pf, ipfilter and ipfw firewalls.
See below for the demonstration of how it looks while installing on Cisco router or ASA (PIX) device.

Here the program already entered the user name fwadmin in the "User Name" field, but you can change
it for one installation session if you wish. Next you need to enter the password for this user. Thisis the
password of user fwadmin on the firewall machine. The address that will be used to communicate with
the firewall is also entered by the program automatically; it is taken from the firewall settings. You can
change it for one installation session as well.

Other installer parameters do the following:

* Quiet install: asthe name implies, this checkbox suppresses all progress output of the installer.

» Verbose: this checkbox has the opposite action: it makesthe installer print alot of debugging informa-
tion, including ssh client debug output.

» Storea copy of fwb file on the firewall: if this checkbox ison, the installer will copy not only generated
firewall configuration filesto the directory on thefirewall machinethat isconfiguredinthe"installer" tab
of thefirewall object dialog, but also the original .fwb datafile aswell. Use of this option isdiscouraged
if you manage many firewalls from the same .fwb file because distributing the file that contains the
security policy of multiple firewallsto all of themisa bad idea.

After al parameters are set and the password entered, click OK to start installation.

If thisisthe first time your management machine is logging in to the firewall viassh, it will find out that
ssh host key of the firewall is unknown to it and will present you with a dialog:
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Figure 10.30.

= New RSA key ]

You are connecting to the firewall ‘crash’ for the first time. It has provided
you its identification in a form of its host public key. The fingerprint of the host
public key is:"1b227b7:a2:0e:a5:8e:02:7cf9:49:cceb:al fade.” You can
save the host key to the local database by pressing YES, or you can cancel
connection by pressing NO. You should press YES only if you are sure you
are really connected to the firewall "crash’.

Hereit saysthat it does not know host key of the firewall "crash”. Thisis nothing more than a copy of the
warning message presented by the ssh client. Y ou should verify the host key manually and if it matches,
click Yes. If you click No in the dialog, the installation process will be interrupted.

Note

Installer only recognizes the ssh client warning message about unknown public host keys. If you
rebuild your firewall machine, which meansitshost key changes, sshwill print adifferent warning
message that fwbuilder installer does not recognise. In this case, you will see this messagein the
installer progress window, but installation process will get stuck. Y ou need to use ssh client (ssh
on Unix or putty.exe on Windows) to update the host key before you can use fwbuilder policy
installer with this firewall again.

After this, installer copies files to the firewall and runs policy script there. Y ou can monitor its progress
in the dialog as shown on the screenshot:
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Figure 10.31.
= ]
Firewall « Progress Firewalls: crash
crash Success | |100%

| E
Hide details
Process log
Save log to file
[a]
Summary:

* firewall name :crash

* user name : fwbadmin

*management address : 10.3.14.44

* platform : iptables

*host OS :linuxa4

* Loading configuration from file /home/vadimivka fwb

Copying /homesvadimicrash.fw -= 10.3.14.44 Jetc/fw/
fwbadmin@10.3.14.44's password:

SSH session terminated, exit status: 0
fwbadmin@10.3.14.44's password:

Logged in
[sudo] password for fwbadmin:

Running prolog script
Activating firewall script generated Sat Feb 21 16:12:49 2009 by
vadim

Running epilog script

Policy activated
Connection o 10.3.14.44 closed.

[

Back Mext = [ Finish H Cancel l

Thisis an example of a successful installation session. Installer records the status in the |eft side panel
of the dialog. If you use the installer to update several firewall machines in one session, their names
and corresponding status of the installation session for each will be shown in the panel on the left. You

can save the installer log to afile using Save log to file button. This can be useful for documentation or
troubleshooting.

If you marked multiple firewall objects for installation on the first page of the installer wizard (the one
with thelist of firewalls), then the program will repeat the installation process for the next object from the
list when you click Next. The Next button will be enabled if there are more firewalls to install to.

285



Compiling and Installing a Policy

10.5.13. Running built-in installer to copy generated fire-
wall policy to Cisco router or ASA (PIX)

From the user's point of view theinstaller works the same when you manage Cisco router or ASA firewall,
with only few minor differences. First of all, the first screen of theinstaller, where you enter the password,
offers another input field for the enable password as well.

Note

Y ou should be able to use an |Pv6 address to communicate with the router.

Figure 10.32.

enon %/ Install options

| Install options for firewall 'c3620’

Enable password: i

I~ Remember passwords

Address that will be used to communicate

with the firewall: 176.12.200.1

I™ Dry run (commands won't be executed on the firewall)
™ Quiet install: do not print anything as commands are executed on the firewall

[~ Verbose: print all commands as they are executed on the firewall

| Install I Cancel |

Here is a screenshot of installation session to a Cisco router. Note the output at the very top of the log
that shows how the installer detected a previously unknown RSA host key and accepted it after the user
clicked "Yes' in the pop-up dialog (not shown on the screenshot). It then logged into the router. Y ou can
see the banner motd output from the router. After this, the installer switched to enable mode, set terminal
width and turned off terminal pagination using the terminal length 0 command and finally switched to the
configuration mode. It then started entering the generated configuration line by line.
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Figure 10.33.

Firewalls: ¢3620

| | 100%

| | 139/139

Process log

Save log to file

RSA1 key fingerprint is b6:16 6c:6c:8had:52:77 ade19dcd:e2:1b63:c0. [a]
Are you sure you want to continue connecting (yes/no)?
Warning: Permanently added "10.3.14.201" (RSA1) to the list of known hosts. ||
vadim@10.3.14.201"s password:

Installer accepted ssh
key and entered user
RRHERER AR AR R RN password

test router

login banner from router

keep out

Logged in Installer switched to
Switching to enable mode... enable mode, entered
c3620=enable password

Password:

In enable mode. In enable mode; installer
c3620#terminal width 256 set up terminal parameters
c3620# terminal length 0

c36z20#config t

Enter configuration commands, one per line. Ery Installer switched to
Pushing firewall configuration g‘r’ﬂ“:rg:“’c;”;:a::: started
c3620(config)#! 4

c3620({config)#! This is automatically generated file. DO NOT MODIFY !

‘ |

< Back wext> || Fmnish || Gancel

Thefinal part of the installation session looks like this:
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Figure 10.34.

c3620(config)#interface FastEthernet0/0

' A Installer enters configuration
c3620(config-ifi#ip access-group fe0_0_out out commands
c3620(config-ifi#exit
c3620(config)#
c3620(config)#
c3620(config)#
c3620(config)#
c3620(config)#! Epilog script:
c3620(config)#
c3620(config)#
c3620(config)#
c3620(config)#! End of epilog script:
c3620(config)#
c3620(config)# Installer finished entering
End commands and exited
¢3620(config)#exit EETIE D (LS
c3620#wr mem
Building configuration... Installer used “write mem”

[OK] command to save changes
CSB;?U#EKH and exited router CLI

to finish session
Connection to 10.3.14.201 closed.
SEH session terminated, exit status: 0

|m

Finish Cancel

This was a successful installation session, with no errors. Installer finished entering configuration lines
and issued the exit command to exit configuration mode, then the wr mem command to save configuration
to memory and finally exit again to log out.

10.5.14. Batch install

Firewall Builder can help you manage the configuration of multiple firewallsif they all use the same user
name and password for authentication. To update the policy on multiplefirewallsin one operation, use the
batch mode of the built-in installer. When you start the installer by clicking "Install" button in the tool bar
or using main menu "Ruled/Install”, the program opens the first page of the built-in installer where it lists
all firewall objects.
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Figure 10.35.

8enn x| fwbuilder

Select firewalls to compile.

Firewall | Compile [Install [Last Modified Last compiled [ Last Installed |
B -1 (7] ) Sun Apr 17 15:42:01 2011 Sun Apr 17 15:40:26 2011 Never
Ba fw-2 [ i) Sun Apr 17 15:42:06 2011 Sun Apr 17 15:40:32 2011 Never
B 3 [ Pl SunApr17 15:42:11 2011 Sun Apr 17 15:40:39 2011 Never

Select all | Select none

k I MNext = | Finis Cancel [

Select the firewalls you want to compile and install using batch install. Click the Next button and the
firewalls will be compiled. At the bottom of the compiler dialog there is a checkbox for enabling batch
installation. By default this option is disabled.
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Figure 10.36.

eson X fwbuilder

Installing policy rules on firewall 'guardian’

-
=
| ]
F

firewall /| Progress ] Firewalls: fw-3 1]
fw-1 Success
fw-2 Success I| 1
fw-3 Success ~Process log
Compiling ruleset Policy d

Detecting rule shadowing
processing 1 rules

rule 0 iglobal)

Start processing rubes
processing 1 rules

rule 0 iglobal)

Creating object groups and ACLs
rule 0 iglobal)

Mothing to compile in Routing
Output file name: fhome/mhornfw-2_fw
Compiled successfully

Compiling rule sets for firewall: fw-3
fwb_iosacl -v «f thomejmhorn/cli-import-3.fwb -d fhomefmhorn o fw-3.fw «i
id1668556X338

*** Loading data ... done
Compiling ruleset Policy

Detecting rule shadowing
processing 1 rules

rule 0 iglobal)

Start processing rules

processing 1 rules

rule 0 iglobal)

Creating object groups and ACLs

rule 0 {global)

Nothing te compile in Routing

Qutput file name: fhoemefmhorn/fw-3.fw -
Compiled successfully Jid

Inspect generated ﬁlesl Save log to file

Check this option if you want to install all selectad firewalls automatically. This only works if you
use the same user name and password to authenticate to all these firewalls.

Stan I f 1 Enable batch
L0 F# |Perfarm batch install | installation

<gack [ mew= | ol cancel

When you click "Next", the program opens simplified version of the installation parameters dialog:

Figure 10.37.

enn [/ Install options

Batch install options

User name: |

Password or passphrase: |

Enable password: |

" Remember passwords

I™ Dry run (commands won't be executed on the firewall)
I Quiet install: do not print anything as commands are executed on the firewall
™ Verbose: print all commands as they are executed en the firewall

[~ Store a copy of fwb file on the firewall

Install I Cancel | Cancel All |

b

Thisisthe same dialog as when we tried to install to asingle firewall, except the batch mode dialog does
not offer aninput fieldsfor the alternative address and some other parameters. Y ou cannot enter alternative
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addressesin the install dialog while running it in batch mode because it will talk to multiple firewalls and
one aternative address is not going to be useful. Other than that, this dialog aways shows an entry field
for the"enable" password which you need tofill only if some of the firewallsin the batch are Cisco routers
or ASA (PIX) devices, otherwise leave it blank. When you run installer in the batch mode, it asksto enter
parameters only once before the installation process begins. Aftersthat, it usesthis datato connect to each
firewall that was marked for installation in the first page of theinstaller wizard in turn, log in, upload new
configuration and activate it there.

10.6. Installing generated configuration onto
Cisco routers

Firewall Builder 4.0 introduces the ability to install generated configuration using scp.

10.6.1. Installing configuration with scp

Built-in installer in Firewall Builder v4.0 can use command scp to copy 10S configuration to the router
using ssh and then command " copy file running-config" to activate it. This method is much faster than
running configuration line by line. The router should be configured with ssh v2 and scp server.

To enable scp transfer open the Firewall Settings for the firewall, select the Installer tab, and enable the
checkbox for "Copy generated configuration file to the router using scp”. Since this option is configured
separately for each firewall object, you can have a mix of installation methods if some routers do not
support scp.

For instructions how to configure scp on I1OS see Secure Copy [http://www.cisco.com/en/US/docs/
i0g/12_2t/12 2t2/feature/guide/ftscp.html]. Y ou need to do the following:

» Create RSA keys using the following commands:

 enable ssh v2 using command " ip ssh version 2"
If you get an error message " Please create RSA keys (of atleast 768 bits size) to enable SSH v2"
after this command, you probably need to configure ssh server to read the key you have generated by
name using command ip ssh rsa keypair-name key _name as shown in the example below.

 enable scp server using command " ip scp server enable”.

» User account used to copy the policy should have privilege 15:; " username vadim privilege 15 pass-
word 7 XXX XXXXXXXX".

 Set up authentication using " aaa new-model" command.

The whole sequence should look like this:
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rout er (confi g) #host nane rout er _host _nane

router (config)#i p domai n-nanme donmai n. com

router (config)#crypto key generate rsa

The nanme for the keys will be: router_host nane. domai n.com

Choose the size of the key nodulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key nodul us greater than 512 nay take
a few m nutes.

How many bits in the nodulus [512]: 2048
% Generating 2048 bit RSA keys, keys will be non-exportable...[OK]

router(config)#ip ssh version 2

Pl ease create RSA keys (of atleast 768 bits size) to enable SSH v2.
router(config)#i p ssh rsa keypair-nane router_host_nane. donmai n. com
*May 2 12:09: 20. 155: %BSH-5- ENABLED: SSH 2.0 has been enabl ed
router(config)#ip scp server enable

router(config)#

rout er (confi g) #aaa new nodel

rout er (config)#aaa authentication |ogin default |ocal

rout er (confi g)#aaa authori zati on exec default |ocal

rout er (config)#usernane tiger privilege 15 password O enter_password_here

To generate the key and store it on specific device, use command:

crypto key generate rsa general -keys nodul us 1024 storage nvram

To troubleshoot when scp is not working:

» Test using command line scp tool rather than fwbuilder installer. Use "scp” on Linux and Mac OS X
and "pscp.exe” on Windows like this: " scp file.fw router :nvram:file.fw"

» check that ssh and scp are enabled on the router (see commands above)
« check that user account has privilege 15

» Usecommand " debugip ssh" on the router to turn debugging on. Diagnostic messages that it printsto
the console and to log may help you identify the problem

Note

Installer does not use command " config replace" because configuration created by fwbuilder is
incomplete and should be merged with running config rather than replace it.

10.7. Installing generated configuration onto
Cisco ASA (PIX) firewalls

Built-ininstaller can use command scp to copy generated configuration to the firewall and then command
" copy filerunning-config" to activate it. This method is much faster than running configuration line by
line. The firewall should be configured with ssh v2 and scp server.

To use this method, turn on checkbox in the tab "Installer” of the "advanced settings' dialog of the PIX
firewall. Since this option is configured separately for each firewall object, you can have a mix of instal-
lation methods if some firewalls do not support scp.
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To configure scp on the PIX firewall you need to do the following:

» Create RSA keys

* enable ssh v2 using command " ssh version 2" in configuration mode
* enable scp using command " ssh scopy enable” in configuration mode

» make sure user account used to copy configuration has " privilege 15" " user name fwadmin password
XXXXXXX privilege 15"

To troubleshoot when scp is not working:

e Test using command line scp tool rather than fwbuilder installer. Use " scp" on Linux and Mac OS X
and " pscp.exe’ on Windows like this: " scp file.fw firewall:flash:file.fw"

» check that ssh and scopy are enabled on the firewall
» check that user account has privilege 15

e Use command " debug ssh 10" on PIX to turn debugging on. Diagnostic messages that it prints to the
console and to log may help you identify the problem

Note that when fwbuilder uses command " copy file.fw running-config" to activate uploaded policy, the
firewall doesnot print it. If there are errors, they are printed but the linesthey refer to are not printed. Some
configuration lines trigger lines because they try to configure things that are already configured, such as
some parameters of interfaces, global pools etc.

Generated PIX configuration will include commands that enable ssh v2 and enable scopy if thisoptionis
turned on to make sure they stay enabled after configuration is reloaded from thefile.
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Chapter 11. Manage your firewall
remotely

11.1

Thischapter explainshow to set up afirewall on asmall dedicated machine and use a separate workstations
to manageit.

The best way to utilize the flexibility of Firewall Builder and to minimize the risk to your network is to
run Firewall Builder on a dedicated management workstation. This workstation will have the near-full
installation of Linux or FreeBSD, complete with X11 and Gnome or KDE. Alternatively, it can be aMac
or Windows PC.

The reason we do not recommend running X11 and GUI environment on the firewall is actually rather
simple. It iswell known that complex programs are more prone to errors than simple and short ones. X11
and GUI environmentsare very complex programs, rivaling or exceeding the Linux kernel in size. Granted,
you may be safe if you run these on the firewall provided you install al the latest patches and keep your
software up-to-date. This, however, meansalot of effort and time spent on maintaining software that is not
essential to the operation of the firewall and is being used only once in awhile. Y ou may add protection
using firewall rules to block all access to the firewall itself from outside (a very good idea regardliess
whether you run X11 on it), but then you need to carefully watch your policy to make sure you don't
drop these rules accidentally. The rules may get more complex if you ever need to manage your firewall
remotely, making verification difficult. All this adds up to the risk factor, so it isjust alot simpler to not
have X11 and GUI on thefirewall at al.

In other words, run X11 and GUI environment on the firewall machine only when you have a definite
reason to do so, and keep an open eye onit.

Wewill look at configuring the dedicated firewall machine and then at configuring the management work-
station.

Dedicated Firewall machine

The choice of the hardware for the firewall depends on how much bandwidth is needed by the network it
protects. Our experienceindicates that an old Pentium machineissufficient for agroup of 2-5 people doing
regular web surfing, sending and receiving email and doing some other not-very-demanding tasks. Small
firewall appliances made by Linksys or DLink demonstrate good performance as well. These appliances
do not allow ssh access by default, so fwbuilder won't be able to upload generated firewall configuration,
however their firmware can be replaced with DD-WRT [http://www.dd-wrt.com/site/index] or OpenWRT
[http://openwrt.org/] which enabled ssh and many other powerful features. Firewall Builder 4.0 comeswith
direct support for OpenWRT and can generate adrop-in replacement for its standard firewall configuration
(just choose host OS "OpenWRT" in the firewall object).

We have ran firewalls like that at various times using Linux/iptables, FreeBSD/ipfilter and OpenBSD/pf
combinations and can't say that any particular platform has better performance. They al just work. A
firewall like one of these won't slow down file transfer on a DSL or a cable network, easily supporting
download speeds of 1.5 - 2 Mbit/sec. Since hardware like thisis very obsolete and can be had for almost
nothing, we never saw the need to investigate which OS and firewall performs better on a ower CPU.
People have had good results using old notebooks as their firewalls, too. The advantage of the notebook
isthat is has a monitor which makes troubleshooting easier in case you make a mistake in the policy rules
and block your own access to the firewall over the network.

For alarger installation (more people or long policy) afaster CPU is needed.
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11.2.

11.3.

The OS installed on the firewall machine should be minimal. Basicaly, al you need is the kernel, basic
toolsusually found in/bin, and ssh. Thisistrueregardless of what OSyou choose, sojust follow installation
instructions appropriate for your OS. Do not install development tools, X 11, editors, graphics software
and so on and you'll be fine. Make sure you get ssh, though, and in some cases you may need Perl.

Once you install the firewall machine, check if the ssh daemon is running. It usualy is, but some OS
have different installation options and if you choose "workstation" install, they may not start ssh daemon
automatically. Use ps-ax | grep sshd to check if the daemon isrunning, and if it is not, activate it.

Using Diskless Firewall Configuration

Severa projects came up with adecent distributionsintended for asmall disklessrouter/firewall. We have
experience with floppyfw [http://www.zelow.no/floppyfw/] and Devil Linux [http://www.devil-linux.org],
consequently Firewall Builder has policy install scripts for these. The advantage of using either one of
theseisthat you won't haveto install OS and software on the firewall machine; you just pop in afloppy or
a CD-ROM and boot fromit. Thisis as close as it comes to the firewall appliance, yet you get a modern
Linux kernel and i ptableswith both. Thewhole OSis stored on the write-protected mediaand can be easily
replaced or upgraded simply by changing the disk. Floppy FW comes on a single floppy. (These guys
managed to pack akernel, abusybox application and bunch of other programs on asingle compressed ram
disk.) You don't get ssh with floppyfw though. The firewall configuration islocated in atext file that can
be edited off-line and then written to the floppy. Firewall Builder's install script also writes the firewall
policy to this floppy when you call main menu item Ruleg/Install. Once configuration is written to the
floppy, you insert it in the firewall and reboot. That's it.

Devil Linux comes on aCD-ROM and obviously has ot more stuff on it. They also keep configuration on
afloppy disk. Firewall Builder'sinstall script writesfirewall policy to thisfloppy, which you then need to
insert in thefirewall. See detailed documentation on using Devil Linux [http://www.devil-linux.org/home/
index.php] on their web site.

The Management Workstation

The management workstation runs fwbuilder, so it needs X11 and all other libraries fwbuilder depends
upon. Follow Installation instructions in Chapter 2 to install fwbuilder on the machine. Start fwbuilder by
typing " fwbuilder" at a shell prompt to test it.

Onceyou get the Firewall Builder GUI up and running on the management workstation, you need to build a
firewall policy and, eventually, compileit and install on the firewall. Other sections of this Guide describe
all steps of this process. Configuration of the built-in policy installer and different waysto useit to install
and activate generated policy on the dedicated firewall can be found in Chapter 10.
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Chapter 12. Integration with OS
Running on the Firewall Machine

12.1

12.2

Firewall Builder can generate a firewall script in the format tailored for a specific OS or for distributions
running on the firewall. This helpsintegrate generated firewall configuration with startup scripts and other
parts of the system-wide configuration of the OS running on the firewall. As of v4.0, Firewall Builder
comes with this support for OpenWRT, DD-WRT, and Sveasoft firmwares for small firewall appliances
(Linksys, DLink, and others), it also has experimental integration with IPCOP and derivatives. Integration
with Secunet Wall firewall is provided and supported by Security Networks AG, Germany.

A script generated by Firewall Builder can have different format or even add or skip certain parts, depend-
ing on the chosen target firewall OS. Y ou can switch from one OS to another using "Host OS" setting in
the firewall object dialog.

Generic Linux OS

A script generated by Firewall Builder for ageneric Linux firewall has a standard structure per LSB ("Lin-
ux Standard Base Core Specification 3.1") [http://refspecs.freestandards.org/L SB_3.1.0/L SB-Core-gener-
ic/L SB-Core-generic.html# NISCRPTACT]. The script supports command-linearguments " start”, " stop”,
"status’, "reload". In addition to these, it also understands arguments "interfaces’ and "test_interfaces".
The script can be placed in the/etc/init.d/ directory among other initiali zation scripts; however, at thistime
thisis not the default. The script does not have standard "INIT INFO" header for the chkconfig (or similar)
utility. Mostly, thisis because different Linux distributions use slightly different format of this header and
different utilities to manage start-up scripts and Firewall Builder does not yet allow the user to specify
which Linux distribution is running on the firewall machine. This support may improve in the future.

See Section 12.7 for the recommended methods of making the firewall script installed by Firewall Builder
run at the system start-up.

The generated script is assembled from parts defined in configlets located in /usr/share/fw-
builder-4.0.0/configlets/linux24/script_skeleton. Y ou can modify it following instructionsin Chapter 13.

OpenWRT

To use Firewall Builder with OpenWRT [http://openwrt.org/] you need to install the following packages
on the firewall, using the " ipkg install package.ipk" command:

. ip
* ip6tables (if you need IPv6)
* iptables-mod-extra
o iptables-utils
e kmod-ipt-extra

Note

The firewall script generated by Firewall Builder for OpenWRT has a format that alows it to
be placed directly in the /etc/init.d/ directory among other OpenWRT startup scripts. Its default
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name, however, is different from the name of the OpenWRT standard firewall script (which is
"firewall™). The script generated by Firewall Builder has name "firewall.fw" by default so it does
not overwrite the standard script "firewall". Thisis done as a precaution, since support for Open-
WRT was only added in Firewall Builder v4.0 and we haven't accumulated enough experience
withit. If you fedl it works well and can be used as a replacement for the standard firewall script,
just change the name of the script to "firewall" in the "Compiler" tab of the firewall settings dia-
log. Instructions in this section explain how to activate the script generated by Firewall Builder,
assuming it has the default name "firewall.fw". This way, the standard script is still going to be
present on the firewall and you can always switch back to it.

Firewall Builder uses name "fwbuilder.fw" for the generated script for OpenWRT and placesit in directory
"/etc/init.d/" on the firewall. To make the firewall run it during boot sequence, install the script using the
built-in policy installer or copy it to this directory manually, then run the command

/etc/init.d/ fwbouilder.fw enabl e

and disable the standard firewall script:

/etc/init.d/firewall disable

To activate the firewall and load policy generated by Firewall Builder, use command

/etc/init.d/ fwbuilder.fw start

To stop the firewall and block all traffic use the command

letc/init.d/fwbuilder.fw stop

An option in the "Compiler" tab of the firewall object in Firewall Builder GUI alows you to make the
firewall block al traffic when stopped but still permit ssh connections from preconfigured address of
the management machine. This method works both on stable Kamikaze (v7.06) and the latest OpenWRT
(v8.09 at the time of Firewall Builder v4.0 release).

In test mode Firewall Builder copies generated firewall script to directory /tmp on the firewall.

12.3. DD-WRT

To use Firewall Builder with DD-WRT [http://www.dd-wrt.com/], configure the firewall object with host
OS"DD-WRT (nvram)" or "DD-WRT (jffs)". These two settings define the activation method used by the
built-in policy installer, it can either store generated script in nvram or in jffs (journaling flash file system).

12.3.1. DD-WRT (nvram)

In this mode generated script is shorter and does not support command-line arguments " start” , " stop” ,
" status" . Thescript doesnot try to load i ptables modul eson thefirewal | but configuresinetrface addresses,
vlans, bridge ports and bonding interfaces. When you set host OS of the firewall object to "DD-WRT
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(nvram)", built-in policy installer saves the script in nvram variable "fwb" and configures nvram variable
"rc_firewall" to run this script.

Generated script is assembled from parts defined in configlets located in directory /usr/share/fw-
builder-4.0.0/configlets/dd-wrt-nvrany. Y ou can modify it following instructions in Chapter 13.

12.3.2. DD-WRT (jffs)

12.4.

12.5.

First of al, activate JFFS/JJFFS2 (Journaling Flash File System) on the firewall. Instructions are provided
inthe DD-WRT wiki [http://www.dd-wrt.com/wiki/index.php/Journalling_Flash _File System]. Oncejffs
is mounted read-write, create directory "/jffs/firewall" where fwbuilder will store generated script. Thisis
explained in this article in DD-WRT wiki [http://www.dd-wrt.com/wiki/index.php/Firewall _Builder].

When the firewall is configured with host OS "DD-WRT (jffs)", built-in policy installer copies generated
script to the file "/jffs/firewall/firewall.fs" on the firewall and configures nvram variable "rc _firewall" to
call this script. In the older versions of Firewall Builder you had to configure the program manually to
do these steps per in DD-WRT wiki [http://www.dd-wrt.com/wiki/index.php/Firewall_Builder]. Firewall
Builder 4.0 implements this configuration out of the box.

The generated script is assembled from parts defined in configlets located in directory /usr/share/fw-
builder-4.0.0/configlets/dd-wrt-jffs/. Y ou can modify it following instructionsin Chapter 13.

Note

Recent buildsof DD-WRT (tested with v24 and v24SP1) seem to disable JFFSfor somereason. If
you planto usethejffsmethod of installing firewall script, check if the version you run supportsit.

Sveasoft

Another firmware for the firewall apliances such as Linksys, DLink, and others supported by Firewall
Builder is Sveasoft [http://sveasoft.com/].

The difference here is both in the generated script format and in commands that built-in policy installer
executes on the firewall. The reason for these differencesis that Sveasoft stores firewall configuration in
NVRAM, which has limited capacity.

Script generated for the Sveasoft firmware is more compact and is missing certain sections. For example,
since the kernel has all modules compiled in, the script is not trying to load modules. The script aso acti-
vatesthe policy when called without command line parameters. Script structureisdefined in the configlet /
usr/share/fwbuilder-4.0.0/configlets/sveasoft/script_skeleton. Y ou can modify it following instructionsin
Chapter 13.

Activation process on Sveasfot is more complex becauseinstaller can compressfirewall script before stor-
ing it in NVRAM. Installation commands are in the configlet /usr/share/fwbuilder-4.0.0/configlets/svea-
soft/installer_commands_root.

IPCOP

Firewall Builder v4.0 comes with experimental integration with IPCOP firewalls. To turn this support on,
choose "iptables' as the platform and "IPCOP firewall appliance" as the host OS. The generated script
is supposed to be installed on the firewall as /etc/rc.d/rc.firewall.local and restarted by issuing the /etc/
rc.d/rcfirewall restart command. Firewall Builder's built-in policy installer installs it using this name
and runs the restart command to activate it. To avoid conflicts with IPCOP itself, Firewall Builder does
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not manage the interfaces of the IPCOP firewall. Instead, use Firewall Builder only to generate theiptables
rules. Firewall Builder comes with some template objects for IPCOP firewalls; you can use these objects
when you create anew firewall object if you choose to create it from atemplate.

The iptables script for IPCOP is built using configlets in the /usr/share/fwbuilder-4.0.0/configlets/ipcop
directory. Commands used by the built-in policy installer come from configlets in the same directory.

12.6. OpenBSD and FreeBSD

Firewall Builder supports configuring pf, ipfilter, and ipfw rules for OpenBSD and FreeBSD systems.

12.6.1. PF

To create a new pf firewall, select the PF platform option on the first page of the New Firewall wizard.
Y ou must aso choose whether the firewall will be running on OpenBSD (the default) or FreeBSD.

Figure 12.1. New Firewall Wizard - PF Firewall

Mame of the new firewall object: | pf-example

Choose firewall software it is running: | PF [ Select PF Platform

Choose OS the new firewall runs on: | OpenBSD ¥
e el - A Choose Host 0S

12.6.1.1. FreeBSD

Starting in Firewall Builder V4.2 there are two supported modes for generating pf firewall configurations
on FreeBSD systems.

1. Standard Mode - in this case, Firewall Builder generates both a pf.conf-style configuration file and
a.fw activation script.

2. rc.conf Mode - in this case, Firewall Builder generates both a pf.conf-style configuration file and an
rc.conf.local style configuration file.

Note

By default, file names use the name of the firewall object asthe base of thefilename. For example,
afirewall named "guardian” would generate files called guardian.conf (pf.conf-style commands)
and guardian.fw (bash shell activation script OR rc.conf.local-style settings).

Y ou can override the default file names by changing the settings in the Firewall Settings on the
Compiler tab.

Figure 12.2. Firewall Settings- Changing File Names

Names of generated files

Initialization script name (can be full path) Settings for local file_
names on system running
PF configuration file name (can be full path) Firewall Builder application

(if left blank, the file name is constructed of the firewall object name and extension ".fw" or ".conf”
depending on the format)

Names of the files on the firewall

Initialization script and PF configuration file can be copied to the firewall machine under different

names. If these fields are left blank, the file name does not change.

Sefttings for remote file
names that will be

PF configuration file name on the firewall installed on the firewall

Initialization script name on the firewall
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Standard Mode

Inthismode, Firewall Builder generates afirewall.conf file that uses the same style as pf.conf. By default,
Firewall Builder will install thisfilein/etc. Y ou can updatetheinstallation location by clicking the Installer
tab in the Firewall Settings. The first entry is directory location on the firewall.

Firewall Builder also generates afirewall.fw file when it is configured in Standard mode. Thisis a bash

shell script file that setsinterface | P addresses, create static routes, etc., if these options have been selected
in Firewall Settings.

This is the default mode and you don't need to change any settings to use Firewall Builder in this mode
with your PF firewall running on FreeBSD.

rc.conf Mode

To switch from Standard M odeto rc.conf mode open the Firewall Settingswindow. Click onthetab labeled
Script. If your host OSis set to FreeBSD you will see two radio buttons at the top of the window to set the
initialization mode. Select the radio button next to the "filein rc.conf format" option.

Figure 12.3. Firewall Settings - Changing Mode

_ Compiler  Scrub  Options Timeouts Installer  Prolog/Epilog  Logging | Seript | IPv6 |

System configuration and firewall initialization script format
Firewall Builder can generate system configuration and initialization script for PF in two formats

this can either be a shell script or a file in rc.conf format. Re.conf format is only supported for
FreeBSD.

__ shell script with extension .fw
@ file in rc.conf format

Change initialization
format to re.conf

In this mode, the generated firewall.conf file is the same as the firewall.conf file that is generated in the
Standard Mode.

Instead of a bash shell script in this mode the initialization file, firewall.fw, will be in rc.conf settings
format as shown below.

Figure 12.4. Example Generated firewall.fw in rc.conf For mat

pf-example

File: | pf-example_fw m

#

# This is automatically generated file. DO NOT MODIFY !
#

# Firewall Builder fwb_pf v4.2.0.3498

#

# Generated Thu Mar 10 23:41:31 2011 PST by mikehorn
#

# files: * pf-example.fw fetc/pf-example.fw
# files: pf-example.conf jetc/pf-example.conf

#
# Compiled for pf
"

gateway_enable="YES"

network_interfaces="em® lo0"
ifconfig_em0="192.0.2.1 netmask Oxffffff00"
ifconfig_lo0="127.0.0.1 netmask Oxff000000"

pf_enable="YES"
pf_rules="/etc/pf-example.conf"
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12.6.1.2. OpenBSD
Firewall Builder only supports Standard Mode, which iswhere a bash script fileis generated to configure

system parameters such as interface |P addresses, for OpenBSD systems. The rc.conf option format is
disabled for OpenBSD systems as shown below.

Figure 12.5. rc.conf Format Option Disabled for OpenBSD

Compiler Scrub Options Timeouts Installer Prolog/Epilog Logging Script IPvE

System configuration and firewall initialization scrigt format
Firewall Builder can generate system configuration and initialization script for PF in two formats:

this can either be a shell seript or a file in rc.conf format. Re.conf format is enly supported for
FreeBSD.

12.6.2. ipfilter

For ipfilter, Firewall Builder generates three files: the firewall-ipf.conf file with filter rules, fire-
wall-nat.conf file with NAT rules, and firewall.fw with a policy activation script.

12.6.3. ipfw

For ipfw, asingle script, firewall.fw, is generated. This script does all the prepararory work and then loads
ipfw rules.

By default, generated scripts are installed in the /etc/fw/ directory on the firewall and the work of making
sure they are executed on system start-up is left for the administrator. See Section 12.7 for some recom-
mended ways to do this.

12.7. How to make your firewall load your fire-
wall policy on reboot

12.7.1. Making the Firewall Load the Firewall Policy After
Reboot: iptables

The procedure for ensuring that the firewall loads the policy after reboot depends on what Linux distrib-
ution your firewall is based on. Firewall Builder generates the policy in a form of a shell script for the
firewall based on Linux and iptables. To activate the policy at boot time, you must execute this script at
boot time one way or another.

The standard method is to locate the generated script in the /etc or /etc/firewall directory and add aline at
the bottom of the /etc/rc.d/rc.local script (for Mandrake and RedHat systems), the /etc/rc.local script (for
Debian, Ubuntu, and derivative systems) or the /etc/init.d/boot.local script (for SUSE systems) as shown
below:

letc/firewal | /firewall.fw

When thisis done, the firewall script runs when machine executes boot-time scripts. The name of thefile
isthe same asthe name of the firewall object in Firewall Builder GUI, with extension ".fw". So, if firewall
object name is guardian, then fwbuilder puts generated policy in the file guardian.fw.
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Since the firewall policy generated by Firewall Builder is installed by running this script at a boot time,
any other firewall startup script that might be supplied by the vendor of your Linux distribution should be
disabled. On Mandrake and RedHat systems, this can be done using the following command:

chkconfig --1evel 2345 iptables off

On SuUSE use command

chkconfig -e

and change state of services asfollows:

SuSEfirewal | 2_fi nal of f
SuSEfirewal | 2_init of f
SuSEfirewal | 2_set up of f

(There must be better way to turn firewall off on SUSE, but we do not know it.)

Another method to get firewall policy automatically installed at boot time uses scripts supplied by Man-
drake or RedHat. Y ou still need to copy the generated script to the firewall machine and execute it there.
(This can be done using installer scripts fwb _install or fwbinstaller.) Once the policy has been tested and
works as expected, you just execute service iptables save to save the policy. Now the policy will be ac-
tivated at a boot time if the iptables service is active. You can make it active on Mandrake and RedHat
using the following command:

chkconfig --1evel 2345 iptables on

Note

The script generated by Firewall Builder does morethan just set iptablesrules; it also addsvirtua
| P addresses to the interfaces of the firewall and configures kernel parameters. It can get real |P
addresses of interfaces with dynamic addresses and checks if interfaces are present and "up” at
the time when firewall policy is applied. The standard scripts iptables-save and iptables-restore
only manage iptables rules; other tasks performed by the script generated by Firewall Builder
will not be done upon reboot if you use this method.

12.7.1.1. Restarting the Firewall Script when an Interface Address
Changes

The Firewall policy script generated by Firewall Builder for iptables firewalls needs to be restarted every
time the IP address of a dynamic interface changes. This section explains why is it so and how this can
be done.

Theiptablesfirewall policy script generated by Firewall Builder determinesthe | P addresses of all dynamic
interfaces and assigns them to variables, which it then uses in the policy rules. This helps to build rules
that require knowing the address of the interface correctly, such as anti-spoofing rules. On the other hand,
if interface's address changes after the policy has been loaded and activated, the firewall script needs to
be restarted.

302



Integration with OS Run-
ning on the Firewall Machine

Thefirewall can berestarted from one of the scriptsthat get called by PPP or DHCP daemonswhenever the
connection is established or a new address |lease is obtained. For example, the DHCP daemon distributed
with all major Linux distributions calls a script named dhcl i ent - exi t - hooks when a new DHCP
lease is obtained. To restart the Firewall Builder-generated firewall script after anew DHCP leaseis ob-
tained, add the following linesto thedhccl i ent - exi t - hooks.

#!/ bi n/ sh
letc/firewal |l /firewall.fw

Note

Thelocation of thedhccl i ent - exi t - hooks canvary, butitisusually foundin either / et ¢
or/ et c/ dhcp3, depending on your system. Y ou may haveto create thefileif it does not exist
already. Check for the proper file location by running the man dhclient-script command.

See man page dhclient-script(8) for a detailed explanation.

Note

On SUSE systems, you should use YAST to configure this. Start the YAST control center, go to
"System", then "Editor for /etc/sysconfig files" in the right panel, and when the editor appears,
choose "Network/DHCP/DHCP client" in the tree and edit "DHCLIENT_SCRIPT_EXE".

The PPP daemon calls the / et ¢/ ppp/ i p- up script when the connection is established and the IP
address obtained. This script can be used to restart the firewall as well. Just as with dhcl i ent - ex-
i t-hooks,justaddacalltothe/etc/firewal l/firewall.fwscriptatthebottomof the/ et c/

ppp/ i p- up file
Note

The"/etc/firewall/firewall.fw' file should be replaced everywhere with the real
name of the firewall script. Firewall Builder stores firewall commands in the file with the name
the same as the name of the firewall object, with an extension ".fw".

Note

Currently, Firewall Builder requires restart of the firewall script only on iptables firewalls. Fire-
walls based on OpenBSD pf do not require arestart, because pf can dynamically load | P address
of the interface when it changes. Currently, on ipfilter and ipfw firewalls address of the dynamic
interface has to be entered in the GUI, or it cannot be used in the rule. This limitation will be
removed in the future versions of the product.

12.7.2. Making the Firewall Load the Firewall Policy After
Reboot: pf

For OpenBSD pf, Firewall Builder putsthe firewall policy in thefile firewall.conf and the activation script
in firewall .fw

To activate the policy, copy both files to the directory /etc on the firewall machine using fwbinstaller.
Fwhinstaller executesthe activation script to install the policy immediately. The activation script not only
loads PFrules, it also configures aliased | P addresses on the firewall'sinterfaces, which isimportant if you
use multiple addresses for NAT and want Firewall Builder to configure them for you. It also sets kernel
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parameters defined in the "Network" tab of the firewall dialog (such as IP forwarding etc.) In order to
make the firewall activate it at aboot time, call the firewall script from the file /etc/rc.local, as follows:

letc/firewall.fw

If you do not want to use the activation script provided by Firewall Builder, you can use standard mecha-
nisms supplied by OpenBSD. Edit the file /etc/rc.conf as follows:

pf =YES # Packet filter / NAT
pf_rules=/etc/firewall.conf # Packet filter rules file
pfl ogd_fl ags= # add nore flags, i.e. "-s 256"

12.7.3. Making the Firewall Load the Firewall Policy After
Reboot: ipfw

For ipfw, Firewall Builder generates a policy in the form of ashell script (asfor iptables).

Toinstall the policy, copy the generated script to the /usr/local/etc/ directory using ssh and then executeit.
To make the firewall run this script at boot time make the following modifications to the /etc/rc.conf file:

firewal | _enabl e=" YES"

# Set to YES to enable firewall functionality
firewal | _script="/usr/local/etc/firewall.fw
# Which script to run to set up the firewal

12.7.4. Making the Firewall Load the Firewall Policy After
Reboot: ipfilter

On FreeBSD, Firewall Builder generates the firewall policy in three files. Assuming the firewall object's
nameisfirewall, these files are firewall-ipf.conf, firewall-nat.conf, firewall.fw. The first two files contain
the configuration for ipfilter, while the last one is a shell script that activates it. This script can also con-
figure aliased | P addresses on the firewall's interfaces, which is important if you use multiple addresses
for NAT and want Firewall Builder to configure them for you.

The simplest way to activate the generated policy and to make sureit is activated at boot timeisto put all
three filesin /usr/local/etc/ directory and modify script /etc/rc.conf by adding the following lines:

firewal |l _enabl e=" YES"

# Set to YES to enable firewall functionality
firewal | _script="/usr/local/etc/firewall.fw'
# Which script to run to set up the firewall

Y ou can use the script fwbinstaller to copy all three generated files from the firewall management work-
station to the firewall machine.

See aso the excellent mini-HOWTO: Deploy fwbuilder-generated policy to remote FreeBSD-and-ipfil-
ter-based firewall [http://nil59.pisem.net/fwbuilder-relative/index.html] by Daniel Podolsky.
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Another option is to copy generated files firewall-ipf.conf and firewall-nat.conf to the directory /etc/ on
the firewall machine using the names ipf.rules and ipnat.rules and then use the standard way of loading
an ipfilter policy. In order to activate it, edit file /etc/rc.conf by adding the following linesto it:

i pfilter_enabl e="YES" # Set to YES to enable ipfilter functionality
i pfilter_progran="/sbhin/ipf" # where the ipfilter programlives
ipfilter_rules="/etc/ipf.rules" # rules definition file for ipfilter, see

# lusr/src/contrib/ipfilter/rules for exanples

i pnat _enabl e=" YES" # Set to YES to enable ipnat functionality

i pnat _progran="/sbin/ipnat" # where the ipnat programlives

i pnat _rules="/etc/ipnat.rules" # rules definition file for ipnat
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Chapter 13. Configlets

13.1.

Generated firewall scripts are assembled from fragments called "configlets.” Each configlet is atemplate.
The program replaces configlet macros with actual strings and values when it generates a firewall config-
uration. Normally, you don't need to think about them.

However, if you have the need, you can use your own configlets or modify the existing ones. Using your
own configlets, you can change virtually all aspects of generated configuration files.

Default configlets are stored in "/usr/share/fwbuilder-4.0.0/configlets’ on Linux, "C:
\FWBLuilder40\resources\configletson Windows'", and "fwbuil der400.app/Contents/Resources/configl ets"
on a Mac. If you create a "fwbuilder/configlets" directory in your home directory and place files with
the same name there, Firewall Builder will use those configlets instead. Y ou need to retain the structure
of subdirectories inside this directory. For example, Linux configlets stored in "$HOM E/fwbuilder/con-
figlets/linux24" will override the configlets installed in "/usr/share/fwbuilder/configlets/linux24".

Configlets providethe commandsthebuilt-in policy installer needstoinstall the policy onthefirewall. Two
configlets are used for Unix-based firewalls (Linux, OpenWRT, Sveasoft, IPCOP and its variants, Open-
BSD, FreeBSD, MacOSX, Solaris): "installer_commands_reg_user" and "installer_commands_root". Y ou
can change the behavior of the installer without having to touch C++ code: just create a copy of the con-
figlet filein $SHOME/fwbuilder/configlets and modify it.

Configlet Example

In this section, we'll show how modifying a configlet lets you tailor your generated configuration file.

First, we'll generate a basic firewall policy using the "fw template 1" template. (See the Firewall Object
section, Section 5.2.2, for details.)

Then, well tell the firewall to aways accept SSH connections from the management server at
192.168.1.100. To do this, we select Firewall Settings from the firewall's object editor panel, then enter
the management server IP address in the "Always permit ssh access from the management workstation
with this address" field.
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Figure 13.1. Firewall Settings Dialog (iptables)

Compiler [ Installer | Prolog/Epilog | Logging | Script | IPvE ]

Compiler: [ ]

Command line options for the compiler: [ ]

Output file name. If left blank, the file name is constructed of the firewall object name and extension
IlwaIl

Generated script can be copied to the firewall machine under different name. If this field is left blank,
the file name does not change.

Script name on the firewall: [ ]

[%] Assume firewall is part of 'any’
[%] Accept TCP sessions opened prior to firewall restart
[%] Accept ESTABLISHED and RELATED packets before the first rule

O Drop packets that are associated with
no known connection

[ ] and log them
[] Bridging firewall

[%] Detect shadowing in policy rules

[] Ignore empty groups in rules

[ ] Enable support for NAT of locally originated connections
[ Clamp M55 to MTU

[ | Make Tag and Classify actions terminating

[] Add rules to accept IPvé Neighbor Discovery packets to IPv6 policies

Default action on 'Reject’: | k3

[%] Always permit ssh access from the management workstation with this address:

|192.168.1.100

Install the rule for ssh access from the management workstation when the firewall
is stopped

(o ) o |

We then save and compile the firewall. If we look into the generated .fw file, we see the following:

# Table 'filter', automatic rules

# accept established sessions

$I PTABLES - A | NPUT -mstate --state ESTABLI SHED, RELATED -j ACCEPT

$I PTABLES -A QUTPUT -m state --state ESTABLI SHED, RELATED -j ACCEPT

$I PTABLES -A FORWARD -m state --state ESTABLI SHED, RELATED -j ACCEPT

# backup ssh access

$I PTABLES -A INPUT -p tcp -mtcp -s 192.168.1.100/255. 255. 255. 255 \
--dport 22 -mstate --state NEW ESTABLI SHED -] ACCEPT

$I PTABLES -A QUTPUT -p tcp -mtcp -d 192.168.1.100/ 255. 255. 255. 255 \
--sport 22 -mstate --state ESTABLI SHED, RELATED -j ACCEPT
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Now suppose we want to limit SSH access from the management workstation so that it can only connect
to the management interface of the firewall.

First, we copy "/usr/share/fwbuilder-4.0.0/configlets/linux24/automatic_rules' to "$HOME/fw-
builder/configlets/linux24/automatic_rules'.

Then, we open our copy of automatic_rulesin atext editor and look for this section of the code:

{{if nmgnt_access}}

# backup ssh access

{{$begin_rule}} INPUT -p tcp -mtcp -s {{$ssh_nmnagenent_address}} --dport 22 \
-mstate --state NEW ESTABLI SHED -j ACCEPT {{$end_rul e}}

{{$begin_rule}} QUTPUT -p tcp -mtcp -d {{$ssh_managenent_address}} --sport 22 \
-mstate --state ESTABLI SHED, RELATED -j ACCEPT {{$end_rul e}}

{{endif}}

Tolimit SSH connections to the management interface of the firewall, we modify the configlet asfollows:

{{if nmgnt _access}}
# backup ssh access
{{$begin_rule}} INPUT -i {{$nanagenent _interface}} -p tcp -mtcp \
-s {{$ssh_nanagenent _address}} --dport 22 \
-mstate --state NEW ESTABLI SHED -j ACCEPT {{$end_rul e}}
{{$begin_rule}} QUTPUT -o {{$nanagenent_interface}} -p tcp -mtcp \
-d {{$ssh_nanagenent _address}} --sport 22 \
-mstate --state ESTABLI SHED, RELATED -j ACCEPT {{$end_rul e}}
{{endif}}

The variable "{{ $management _interface}}" is not used by the original configlet, but it is documented in
the comment at the top of the configlet file.

Now we can save the configlet and recompile the firewall. Then, we look at the generated .fw file again.

# Table 'filter', automatic rules
# accept established sessions
$I PTABLES - A | NPUT -mstate --state ESTABLI SHED, RELATED -j ACCEPT
$I PTABLES -A QUTPUT -m state --state ESTABLI SHED, RELATED -j ACCEPT
$I PTABLES - A FORWARD -m state --state ESTABLI SHED, RELATED -j ACCEPT
# backup ssh access
$I PTABLES -A INPUT -i ethl -p tcp -mtcp \

-s 192.168. 1. 100/ 255. 255. 255. 255 --dport 22 \

-mstate --state NEW ESTABLI SHED -j ACCEPT
$| PTABLES -A QUTPUT -0 ethl -p tcp -mtcp \

-d 192.168. 1. 100/ 255. 255. 255. 255 --sport 22 \

-mstate --state ESTABLI SHED, RELATED -j ACCEPT

Asyou can see, therules, instead of being general, now specify ethl.
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The solutions to many security and firewall issues aren't always obvious. This chapter provides cook-
book-like examples.

14.1. Changing IP addresses in Firewall Config-
uration Created from a Template

When afirewall object is created from atemplate, its | P addresses might not match the addresses used in
your network. This section demonstrates how these addresses can be changed.

We start with afirewall object created in with athree-interface template and the | P address used for thein-
ternal network is192.168.1.0/255.255.255.0. Suppose we need to changeit to 172.16.22.0/255.255.255.0.
We need to change the |P address of the internal interface of the firewall, as well as the address used in
the policy and NAT rules.

To begin, find the | P address of the internal interface of the firewall in the tree and double-click it to open
it in the editor.

Figure 14.1. New Firewall
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Address: | 192.168.1.1
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Edit the IP address (and possibly the netmask if needed), then click "Apply". This changes the IP address
of theinterface of the firewall.
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Figure 14.2. Edit the Network Address

Tl_:l Address

Comment:
Mame: |guardianethi:ip

Address: [1?2.16.22.1 ]

Netmask:| 255.255.255.0

[ DNS Lookup... ]

[ Apply H Close ]

Now we need to change the | P address used in the rules. To do this, we create a new network object with
the correct address and replace the object net-192.168.1.0 in all rules with this new network object.

Use New Object menu to create the network object.
Figure 14.3. Creating a New Network Object
B
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4% New Object Group

fio New Gustom Service
oo New IP Service
o8 New ICMP Service

&8 New ICMPB Service

A new network object is created with default name "New Network" and 1P address 0.0.0.0.
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Figure 14.4. New Object
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Edit the object name and address, then click Apply.

Figure 14.5. Edit Name and Address
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Name: |internal net
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E Apply

Select Object/Find to activate the search and replace dialog.
Figure 14.6. Activate Find Dialog
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Drag and drop the object "net-192.168.1.0" from apolicy rule or fromitslocation inthe " Standard" library
to the left object field in the search and replace dialog.
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Figure 14.7. Drag the Original Object totheFind Field
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L ocate the new network object you just created and drag and drop it to the right object field in the search

and replace dialog.

Figure 14.8. Drag the New Object to the Replace Field
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Change the scope to Policy of al firewalls and click Replace dl. If you have many firewalls in the tree
and you only want to replace in this one, use the scope policy of the opened firewall instead. A pop-up
dialog appears telling you how many replacements have been done.

Figure 14.9. Drag the New Object to the Replace Field
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Note how the search and replace function replaced the object "net-192.168.1.0" with "internal net" in the
NAT rulesaswell.

If the IP address used for the DMZ network in this template does not match your configuration, you can
change it using the same procedure.

Figure 14.10. New object used in all rule sets
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14.2. Examples of Access Policy Rules

14.2.1. Firewall Object used in Eexamples

We start with the firewall object that looks like the one shown on Figure 14.11. This firewall has three
interfaces: ethO (outside), ethl (inside) and loopback. All addresses are assigned statically. The address of
theinside interface "ethl" is 192.168.1.1/24; we a so have a network object with name "net-192.168.1.0"
that defines the internal network 192.168.1.0/24.

To illustrate generated configurations for platforms other than iptables/Linux in this chapter, | am using
similarly configured firewall objects with different platform and host OS settings.

Figure 14.11. Firewall and ItsInterfaces Used in the Examplesin this Chapter.
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14.2.2. Permit Internal LAN to Connect to the Internet

In this example, we create arule to permit our internal LAN to connect to the Internet using any protocol.
The network object "net-192.168.1.0" should be configured with the I P address and netmask correspond-
ing to those used on the internal network behind the firewall. Since the internal LAN in this example uses
a private address block, the rules described here are insufficient and should be accompanied with corre-
sponding NAT (Network Address Trandlation) rules. We discuss NAT rulesin the next chapter.
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Figure 14.12. Permit the Internal Network to Connect to the Internet
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Here are the i ptables commands generated for this example:

$I PTABLES -A INPUT -mstate --state ESTABLI SHED, RELATED -j ACCEPT
$| PTABLES -A QUTPUT -mstate --state ESTABLI SHED, RELATED -j ACCEPT
$| PTABLES - A FORWARD -m state --state ESTABLI SHED, RELATED -j ACCEPT

# Rule O (gl obal)

#

$I PTABLES -A INPUT -s 192.168.1.0/24 -mstate --state NEW -j ACCEPT
$I PTABLES -A QUTPUT -s 192.168.1.0/24 -mstate --state NEW -j ACCEPT
$| PTABLES -A FORWARD -s 192.168.1.0/24 -mstate --state NEW -j ACCEPT
#

# Rule 1 (gl obal)

#

$I PTABLES -N RULE_1

$I PTABLES - A QUTPUT -j RULE_1

$I PTABLES -A INPUT -j RULE_ 1

$| PTABLES -A FORWARD -j RULE_ 1

$I PTABLES -A RULE_.1 -j LOG --log-level info --log-prefix "RULE 1 -- DENY "
$I PTABLES -A RULE_ 1 -j DROP

Rulesthat utilize the modul e state and match states ESTABLISHED,RELATED permit reply packets, such
as TCP ACKs, UDP reply packets, and |CMP messages associated with known sessions. These rules are
automatically added at the beginning of the generated i ptables script if the option " Accept ESTABLISHED
and RELATED packets beforethefirst rule” isturned onin the firewall object " Advanced" settings dialog.
If you turn this option off, the rule will not be added automatically and you'll have to add it yourself. You
can use the Custom Service object ESTABLISHED, which you can find in the Sandard objects library,
to do this.

Thefirst rule was placed in all three chains: INPUT, OUTPUT and FORWARD because option "Assume
firewall is part of any" wasturned onin the"Advanced" settings dialog of thisfirewall object. Thisoption
directs the policy compiler to assume that the object "Any" matches the firewall itself as well. In other
words, using "Any" in the Destination of theruleis equivalent to using a combination of any address and
thefirewall. To match packets headed for the firewall, the rule should be placed in the INPUT chain. Also,
the network object within address 192.168.1.0/24 matches one of the interfaces of the firewall that has an
address on this network. This means that this rule should also match packets sent by the firewall itself,
provided the source address isthat of theinterface on theinternal net. This requires the i ptables command
in the OUTPUT chain. And finaly, the iptables command in the FORWARD chain matches packets sent
by machines on the internal network.

Rule #1 catches all other packets going to, from, and across the firewall, and logs and drops them.

Let's see what gets generated for iptablesif the option "Assume firewall is part of any" isturned off;
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$| PTABLES -A INPUT -mstate --state ESTABLI SHED, RELATED -j ACCEPT
$| PTABLES -A QUTPUT -mstate --state ESTABLI SHED, RELATED -j ACCEPT
$| PTABLES - A FORWARD -m state --state ESTABLI SHED, RELATED -j ACCEPT

# Rule O (gl obal)

#

$| PTABLES -A FORWARD -s 192.168.1.0/24 -mstate --state NEW -j ACCEPT

#

# Rule 1 (gl obal)

#

$| PTABLES -N RULE_1

$| PTABLES -A FORWARD -j RULE_1

$I PTABLES -A RULE_.1 -j LOG --log-level info --log-prefix "RULE 1 -- DENY "
$I PTABLES -A RULE_1 -] DROP

Automatically-added rulesthat match packetsin statesESTABLISHED,RELATED arenot affected by the
"Assumefirewall ispart of any" option and alwaysmatchinthechainsINPUT, OUTPUT and FORWARD.

Since the compiler does not assume the firewall matches"any" anymore, the rule with "any" is destination
yields an iptables command only in the FORWARD chain. This applies both to the rule that permits
outgoing connections from internal LAN and to the "Catch al" rule #1. The choice of the setting for this
optionisup to the policy designer. Some peoplefind it moreintuitiveto leaveit off and add rulesto control
access to and from the firewall explicitly. Note that default policy for all chainsis set to DROP with the
following commands at the very top of the generated iptables script:

$| PTABLES - P QUTPUT DROP
$| PTABLES -P | NPUT  DROP
$| PTABLES - P FORWARD DROP

This means that if you do not add rules to permit access to the firewall and turn option "Assume firewall
is part of any" off, then all generated iptables rules will be in the FORWARD chain and all access to the
firewall itself will be blocked by the default policy in the INPUT chain. On the other hand, if the option
"Assumefirewall is part of any" ison, then the rule permitting access from internal network to "any" hasa
side-effect of permitting access to the firewall aswell. It is up to you to decide whether this is the desired
behavior. Y ou can always restrict access to the firewall and control it with a few rules somewhere close
to the beginning of the policy, regardless of the setting of this option. We look at the examples of rules
controlling access to the firewall in Section 14.2.10.

Even if you choose to turn option "Assume firewall is part of any" off and do not add any rulesto permit
accessto thefirewall in your policy rule set, you can use another option in the firewall object "advanced"
settings dialog for this. The option is called "Always permit ssh access to the firewall from management
station" and allows you to enter a single |P address or subnet; it then automatically adds a rule to the
generated script to permit SSH access to the firewall from this address. We demonstrate this feature in
one of the examples below.

The examples below have been compiled with the option "Assume firewall is part of any" turned on.

Here isthe PF configuration created for the same rules:
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# Rule O (global)

#

pass quick inet from 192.168.1.0/24 to any keep state
#

# Rule 1 (global)

#

block log quick inet fromany to any

Firewall Builder always generates PF configuration using its "quick" clause to switch to the first-match
mode. In this PF configuration example, the first rule permits packets with source address on the
192.168.1.0/24 network and stops processing. The second rule will only inspect packets not matched by
the first rule.

Here is the fragment of the PIX config generated for the same combination of rules:

Rule 0 (gl obal)
|
éccess-list inside_acl _in remark O (gl obal)
access-list inside_acl _in permt ip 192.168.1.0 255.255.255.0 any
|
| Rule 1 (global)
|
éccess-list outside_acl _in remark 1 (gl obal)

access-|ist outside_acl _in deny ip any any log 4 interval 300
access-list dnme50 _acl _in remark 1 (gl obal)

access-|list dnz50_acl _in deny ip any any log 4 interval 300
access-list inside_acl _in remark 1 (gl obal)

access-list inside_acl _in deny ip any any log 4 interval 300

access-group dnz50 _acl _in in interface dnz50
access-group inside_acl _in in interface inside
access-group outside_acl _in in interface outside

Since the source address in the rule #0 is limited to the internal network, the policy compiler was able
to determine which interface the access list command should be associated with and added it only to the
ACL "inside_acl_in".

The "access-group” commands are actually located at the very bottom of the generated script, after all
other access-list commands. It is shown right next to the ACL rules here for presentation.

14.2.3. Allowing Specific Protocols Through, while
Blocking Everything Else

Thisis one of the simplest, most basic tasks you may want your firewall to do: block all the traffic while
letting certain protocols through. Let's assume that we have anetwork consisting of just the firewall "fire-
wall1" and a few hosts behind it. We want to let SMTP through to the mail server from the Internet and
block everything else. All we need to dois put the following rulesin the Global Policy:

Figure 14.13. Example of a Rule Permitting Only Certain Protocols to the Server
and Blocking Everything Else.

Source Destination Service Interface Direction Action Time Options Comment

0 Any gmail server Lrésmtp All 'z. & Any
1 Any | Any Ay Al B - any # Block all else.
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Rule #0 allows SMTP through to the server, while rule #1 blocks and logs everything else. It is worth
mentioning that this policy also blocks all the accessto firewall itself, including access to it from internal
hosts.

We do not need any additional rulesto take care of "reply" packets coming back from the server to clients
because our underlying firewall software supports stateful inspection and "understands” that such packets
should be let through.

Here isthe iptables script generated for these two ssimple rules:

$| PTABLES -A INPUT -mstate --state ESTABLI SHED, RELATED -j ACCEPT
$| PTABLES -A QUTPUT -mstate --state ESTABLI SHED, RELATED -j ACCEPT
$| PTABLES - A FORWARD -m state --state ESTABLI SHED, RELATED -j ACCEPT

# Rule O (gl obal)

#

$I PTABLES -A QUTPUT -p tcp -mtcp -d 192.168.1.100 \
--dport 25 -mstate --state NEW -j ACCEPT

$| PTABLES -A FORWARD -p tcp -mtcp -d 192.168.1.100 \
--dport 25 -mstate --state NEW -j ACCEPT

#

# Rule 1 (gl obal)

#

$I PTABLES -N RULE_1

$| PTABLES -A QUTPUT -mstate --state NEW -j RULE_ 1

$I PTABLES -A INPUT -mstate --state NEW -j RULE_1

$| PTABLES -A FORWARD -mstate --state NEW -j RULE_ 1

$I PTABLES -A RULE_.1 -j LOG --log-level info --log-prefix "RULE 1 -- DENY "

$I PTABLES -A RULE_1 -] DROP

The generated iptables rules were placed in both OUTPUT and FORWARD chains because the option
"Assume firewall is part of any" was turned on in the "Advanced" settings dialog of this firewall object.
This option directs the policy compiler to assume that the object " Any" matchesthe firewall itself aswell.
In other words, using "Any" in Source of the rule was equival ent to using a combination of any addressand
the firewall. The resultant iptables commands should be placed in the OUTPUT chain to match packets
generated by the firewall and FORWARD to match packets crossing the firewall. If you turn this option
off, the program will only generate iptables rules in the FORWARD chain for this rule.

Here isthe code generated for PF for the same rule:

# Rule 0 (global)

iass quick inet proto tcp fromany to 192.168.1.100 port 25 keep state
Z Rule 1 (global)

ﬁlock log quick inet fromany to any

In PF, we do not haveto worry about chainsand thereisno option "Assumefirewall is part of any" because
thereis no difference.

Here isthe code generated for PIX for the samerule:
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| Rule
!
access- i st
access- i st
access-|i st
access-|i st
access- i st
access- i st

0 (gl obal)

outside_acl _in remark 0 (gl obal)

outside_acl _in permt tcp any host 192.168.1.100 eq 25
dnz50 _acl _in remark O (gl obal)

dnz50_acl _in permt tcp any host 192.168.1.100 eq 25
inside_acl _in remark O (global)

inside_acl _in permit tcp any host 192.168.1.100 eq 25

|
I Rule
|
access-list outside _acl _in remark 1 (gl obal)

access-|list outside_acl _in deny ip any any log 0 interval 300
access-list dnme50 _acl _in remark 1 (gl obal)

access-|list dne50_acl _in deny ip any any log O interval 300
access-list inside_acl _in remark 1 (gl obal)

access-list inside_acl _in deny ip any any log O interval 300

1 (gl obal)

In PIX, al access lists must be attached to interfaces of the firewall. Since the rule did not specify source
address, the program has to generate access lists that would match any source, which means they should
be attached to all interfaces of the firewall. Since my PIX test object has three interfaces: outside, inside
and dmz, | ended up with ACL linesin three access lists, one for each interface.

14.2.4. Letting Certain Protocols through from a Specific
Source.

In this example, we look at the rule that is similar to the previous one, but also matches source address.
This rule permits access to the mail server inside from mail relay on DMZ and from no other source.
Generated rules for iptables and pf are very similar, they just add source address matching. Generated
rules for PIX are different because now the program can intelligently pick the right access list and avoid
generating redundant rules.

Figure 14.14. A Rule Permitting only Certain Protocols from a Limited Set of

Sourcesto the Server.
Source Destination Service Interface Direction Action  Options
0 gdmz-sewer gmail server Ifﬁsmtp All ‘%Both o Accept

Here is the code generated for iptables from thisrule:

# Rule O (gl obal)

#

$1 PTABLES -A FORWARD -p tcp -mtcp -s 192.168. 2. 22
--dport 25 -mstate --state NEW -j ACCEPT

-d 192.168.1.100 \

Since the source rule element was limited to the host on DMZ, the generated iptables rule is placed only
in the FORWARD chain and also matches the source using "-s" clause.

Let'slook at the configuration generated for PIX from the samerule;
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! Rule O (global)
!
access-list dnme50 _acl _in remark O (gl obal)

access-|list dnme50 _acl _in permt tcp host 192.168.2.22 host 192.168.1.100 eq 25

access-group dnz50 acl _in in interface dnz50
access-group inside_acl _in in interface inside
access-group outside_acl _in in interface outside

The rule was placed only in the access list attached to the DMZ interface, because packets with source
address of the host on DMZ can only cross this interface of the firewall, assuming that spoofed packets
are blocked by special rule, which is discuss below.

14.2.5. Interchangeable and non-interchangeable objects

Inthe previousexample, we put object "mail server" into the Destination field of the policy rule#0, because
our goal was to permit the protocol SMTP to that host and not to any other one. This actually reflects the
genera principle Firewall Builder is based on: put the object for which you want to control accessin the
Source or Destination field of the policy rule. Two different objects with the same address may or may
not be interchangeable, depending on their type and other parameters. One of the frequent mistakesisto
create ahost object with the IP address of the firewall, then useit in the policy and expect Firewall Builder
to build apolicy controlling accessto the firewall. Unfortunately, it does not always work that way. If you
wish to control accessto or from the firewall machine, then put the firewall object into the policy rule.

Another example of two objects which may on the first glance represent the same thing, but in fact are
not interchangeable, is an |P service object with the protocol number set to 1 and an ICMP service object
with type and code set to "any". Both objects seem to represent the same type of service, namely "Any
ICMP message”. |P protocol 1 isin fact ICMP, so one would expect the behaviour of the firewall to be
the same regardless of what type of service object is used. However, the target firewall software typically
uses specia syntax for indication of different protocols, so using specific syntax for ICMP protocol turns
certain features on; for example, session state tracking and association of the ICMP packets to known
sessions these packets might carry error messages for. Using just |P with protocol number 1 will most
likely not turn these features on and therefore will lead to unexpected results.

An interface object and its IP address are interchangeable in rules, provided the interface has only one
address. If the interface object has several address child objects, then using the interface object inaruleis
equivalent to using al of its addressesin the same place. If interface has only one address, then the result
will be the same whether you put interface object or its addressin the rule. Also, using the firewall object
in the rule should yield the same policy script as if you put all its interfaces in the same place instead.
This one comes with a caveat though: many firewall platforms offer special syntax for rules that control
access to or from the firewall itself and Firewall Builder takes advantage of this syntax, so the result may
not look exactly the same, but should be equivalent in function. Some platforms, such asiptables, require
using different chain to control accessto and from firewall. Firewall Builder compares | P addresses used
in the source and destination of rules to addresses of all interfaces of the firewall and uses proper chains,
even if the address object in theruleis not the firewall object itself.

Two objects of the same type with different names but the same values of all other parameters are always
interchangeable. Using different objectsto describe the same object may be confusing, but thefinal firewall
policy will be correct. Firewall Builder leaves design of the objects up to the firewall administrator.
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14.2.6. Anti-spoofing rules

Generally speaking, |P spoofing isatechnique of generating | P packets with a source address that belongs
to someone else. Spoofing creates a danger when hosts on the LAN permit access to their resources and
services to trusted hosts by checking the source | P of the packets. Using spoofing, an intruder can fake the
source address of his packets and make them look like they originated on the trusted hosts. The basic idea
of anti-spoofing protection isto create afirewall rule assigned to the external interface of the firewall that
examines source address of al packets crossing that interface coming from outside. If the address belongs
to the internal network or the firewall itself, the packet is dropped.

Simple anti-spoofing rule looks like shown on Figure 14.15. Unlike the rule in the previous example,
anti-spoofing rule requires matching of theinterface and direction. Theideaisthat packetsthat comefrom
outside must not have source addresses that match internal network or the firewall itself. The only way
to distinguish packets coming from outside from those coming from inside is to check which interface
of the firewall they cross and in which direction. Here the rule matches interface ethO, which is external,
and direction inbound.

Section 5.2.2 explains how afirewall object and itsinterfaces can be created. Section 5.2.5 hasmore details
onthefirewall'sinterfaces, their types, and other properties. Section 7.2.4 explainsthe concept of direction.

Figure 14.15. A Basic Anti-Spoofing Rule

Source Destination Service Interface Direction Action Time Options
R linux-static Any Any EEetho ¥ inbound @Dsny  any [
net-192.166.1.0

Here are the iptables commands generated for this rule:

# Rule O (ethO)

#

# anti spoofing rule

#

$| PTABLES -N I n_RULE 0

$I PTABLES -A INPUT -i ethO -s 192.0.2.1 -j I'n_RULE_O

$I PTABLES -A INPUT -i ethO -s 192.168.1.1 -j I'n_RULE_O

$I PTABLES -A INPUT -i ethO -s 192.168.1.0/24 -j I'n_RULE_O
$| PTABLES - A FORWARD -i ethO -s 192.0.2.1 -j I'n_RULE_O

$| PTABLES - A FORWARD -i ethO -s 192.168.1.1 -j I'n_RULE_O

$| PTABLES - A FORWARD -i ethO -s 192.168.1.0/24 -j I'n_RULE_O
$| PTABLES -A In_RULE_ 0 -j LOG --log-level info --log-prefix "RULE O -- DENY "
$| PTABLES -A In_RULE 0 -j DROP

The iptables commands were placed in INPUT and FORWARD chains to match both packets that are
headed for the firewall and through the firewall to hosts behind it. Rules match source address of the
packets and then log and drop them. Firewall Builder generated i ptables commands to match all addresses
of thefirewall (192.168.1.1, 192.0.2.1) and network behind it (192.168.1.0/24).

Let's see what gets generated for the same rule for PF:
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# Tables: (1)
table <tbl.r0.s>{ 192.0.2.1 , 192.168.1.1 }

# Rule 0 (en0)
# anti spoofing rule

#

bl ock in log quick on enO inet from<thbhl.r0.s> to any

bl ock in log quick on enO inet from 192.168.1.0/24 to any
#

Here, the compiler uses tables to make generated PF code more compact. Table tbl.r0.s can be used in
other rules wherever we need to operate with all addresses of the firewall.

Here isthe same rule, compiled for PIX:

! Rule O (Ethernet1/0)
I anti-spoofing rule

|
access-list outside_acl_in remark O (Ethernetl/0)

access-list outside_acl_in remark anti-spoofing rule

access-|ist outside_acl_in deny ip host 192.0.2.1 any
access-|ist outside_acl_in deny ip host 192.168.2.1 any
access-|list outside_acl_in deny ip host 192.168.1.1 any
access-|list outside_acl_in deny ip 192.168. 1.0 255. 255. 255. 0 any

access-group outside_acl _in in interface outside

14.2.7. Anti-Spoofing Rules for a Firewall with a Dynamic
Address

An anti-spoofing rule must match all addresses of thefirewall toleave no holes. However itisdifficult todo
if oneinterface of thefirewall getsits |P address dynamically viathe DHCP or PPP protocol. This address
is unknown at the compile time and proper configuration cannot be generated by just including it. Some
firewall platforms have syntax in their configuration language that provides away to match an address of
an interface at run-time, but other platforms do not have anything like this. Let's see how Firewall Builder
works around this problem.

In thistest, | use a variation of the same firewall object where external interface "eth0" is configured as

"dynamic". The anti-spoofing rule looks exactly like the rule in the previous example and matches the
same external interface "ethQ", direction "inbound":

Figure 14.16. Basic Anti-Spoofing Rule

Source Destination Service Interface Direction Action Time Options
0 Tnet-192.168.10  Any Any EEletho ¥ Inbound @Deny | Any [#

The generated iptables script looks like this:

321



Firewall Builder Cookbook

getaddr ethO i _ethO

# Rule O (ethO)

#

# anti spoofing rule

#

$I PTABLES -N I n_RULE O

test -n "$i _eth0" && $I PTABLES -A INPUT -i ethO -s $i_eth0O -j In_RULE O
$I PTABLES -A INPUT -i ethO -s 192.168.1.1 -j In_RULE O

$I PTABLES -A INPUT -i ethO -s 192.168.1.0/24 -j In_RULE O

test -n "$i _eth0" && $I PTABLES -A FORWARD -i eth0 -s $i_eth0O -j In_RULE O
$I PTABLES -A FORWARD -i ethO0 -s 192.168.1.1 -j In_RULE O

$| PTABLES -A FORWARD -i ethO0 -s 192.168.1.0/24 -j In_RULE O

$I PTABLES -A In_RULE O -j LOG --log-level info --log-prefix "RULE O -- DENY "
$I PTABLES -A In_RULE O -j DROCP

The script definesashell function "getaddr™ at the beginning. Thisfunction uses"ip addr show" command
to determine the actual address of the interface at the time when script is running and assigns the address
to the shell variablei_ethO. The iptables commands then use this variable to build rules matching address
of thisinterface. Otherwise, generated rules are the same as in the previous example.

Hereiswhat is generated for PF:

table <tbl.r0.d> { en0O , 192.168.1.1 }

# Rule 0O (en0)

# anti spoofing rule

#

bl ock in log quick on enO inet from<tbl.r0.d> to any

bl ock in log quick on enO inet from 192.168.1.0/24 to any

In PF, one can place interface name ("en0") in the table and PF will use its address at the execution time.

Unfortunately there is no workaround for this problem for PIX.

14.2.8. Using Groups

Sometimes we need to define alot of very similar rules for multiple hosts or networks. For example, there
may be a need to permit the same service to 10 different hosts on the network, while till blocking it to all
others. The simplest way to accomplish thisisto add 10 rules with the same source and service fields and
just different destinations. Another method isto add 10 objects to the Source or Destination rule element
of the same rule. Either method can clutter the firewall policy and make it less readable. To avoid this, we
can use groups. A group is just a container which includes references to multiple objects of the same or
similar type. Firewall Builder supports groups of objects and groups of services. You can put "Address",
"Host", "Network" and "Firewall" objects in an object group, but you cannot put service objects in such
agroup. Similarly, a service group can contain "IP Service', "TCP Service", "UDP Service" and "ICMP
Service" objects, but cannot contain hosts or networks. Groups can contain other groups of the same type
aswell. Figure 14.17 represents an object group used in this example.

Groups make policy rules more readable, but object groups have the additional great advantage of being
reusable. Y ou can have many different rules using the same group object. If you ever need to add another
host or address to the group, you only need to do it once and all rules will automatically pick the change
after recompile.
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Figure 14.17. Object Group Consisting of Three Host Objects

E- [ Objects

- [] Address Ranges ‘aaaroup
- [ Address Tables

- [ Addresses L | Name + Properties

- [[] DNS Names .. 1 management host 1 192.166.1.110
£ [ Groups - 2 management host 2 192.168.1.111
v Name: managementhosts | | 1. M managementhost3  192.166.1.112
£ [ Hosts

- B dmz-server

g mail server

- B management host 1

- O managementhost2 [+

To add objects to a group, simply drag them from the tree on the left into group view on the right, or use
Copy/Paste functions available via menus.

Once an appropriate group has been created, it can be used for the policy and NAT rules just like any
other object.

Figure 14.18. A Rule Using an Object Group.

Source Destination Service Interface Direction Action Time Options

a iir“lanagement hosts :—.‘;Iinux-static I:kgssh All %B{Jth o Accept  Any

Hereisthe iptables commands generated for this example:

# Rule O (gl obal)

#

$I PTABLES - N G d17843X27745. 0

$I PTABLES -A INPUT -p tcp -mtcp --dport 22 -mstate --state NEW -j C d17843X27745.0

$I PTABLES - A G d17843X27745.0 -s 192.168.1.110 -j ACCEPT
$I PTABLES - A G d17843X27745.0 -s 192.168.1.111 -j ACCEPT
$I PTABLES - A G d17843X27745.0 -s 192.168.1.112 -j ACCEPT

The generated iptables command is placed only in the INPUT chain because it controls access to the
firewall and not to any addresses across it. The first iptables command matches chain, tcp port and state.
If this rule does not match the packet, there is no need to waste CPU cycles checking source I P addresses.
However, if thefirst rule matches, it passes control to the special user-defined chain"Cid17843X27745.0",
which checks the source address of the packet. If the compiler were to generate an i ptables script not using
this temporary chain, it would end up comparing the TCP port and state three times, together with each
possible source address. This can be rather wasteful if the rule is to match alot of addresses. Separation
of the matches using atemporary chain can improve performance alot.

The compiler decides whether to use the temporary chain not because administrator used an object group
in source in the original rule in the GUI, but because it determined that in the end it needs to compare
source address of the packet against several addresses defined in the policy. If the group contained just
one address, the generated iptables script would have consisted of just one iptables command without the
temporary chain. If therewasno groupin" Source" of therule but instead all these host objectswere placed
in "source" of the rule directly, the generated iptables script would look exactly like shown above, using
atemporary chain for optimization.

Here isthe code generated for PF for the same rule:
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table <tbl.r0.d> { 192.0.2.1 , 192.168.1.1 }
table <tbl.r0.s> { 192.168.1.110 , 192.168.1.111 , 192.168.1.112 }

# Rule O (global)
#
pass quick inet proto tcp from<tbl.r0.s> to <tbhl.r0.d> port 22 keep state

The policy compiler for PF extensively uses tables to produce compact code. PF tables are reused when
needed.

Here is the configuration generated for PIX:

obj ect-group network inside.id20599X27745. src. net. 0
net wor k- obj ect host 192.168.1.110

net wor k- obj ect host 192.168.1.111

net wor k- obj ect host 192.168.1.112

exit

I Rule O (global)

!

access-list inside_acl _in remark O (gl obal)

access-list inside_acl _in permt tcp object-group inside.id20599X27745.src.net.0
host 192.0.2.1 eq 22

access-list inside_acl _in pernmt tcp object-group inside.id20599X27745.src.net.0

host 192.168.1.1 eq 22
!

Asin the case of iptables, it is not that a group object was used in the original rule what triggered using
object-group PIX clause. The compiler always checksthe number of objectsit needsto comparethe packet
against and uses object-groups statements to optimize generated code as appropriate.

14.2.9. Using an Address Range Instead of a Group

In the example above, the three hosts used for the group "management hosts' have consecutive addresses
192.168.1.110, 192.168.1.111, 192.168.1.112. Although this example may be artificial, it allows us to
illustrate how a different type of object could be used to achieve the same goa - to permit access to
the firewall from these three addresses. The difference may be negligible when we dea with just three
addresses, but when the list getsinto hundreds it may become significant.

Since addresses of the management hosts are consecutive, we can use an address range object to describe
them:

Figure 14.19. Policy for the Server

& (o3 Objects -
. B[ Address Ranges \EEAddre“ GIEREZ
=1
- [ Address Tables
[ Addresses Name: management_range
Range Start: | 192.168.1.110
[ DNS Names g
B[] Groups
. L. 4% management hosts Range End: |192.168.1.112

= |3 Hosts

g dmz-server

& B mail server

#- O management host 1 -
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We use this abject in the rule just like any other object. Figure 14.20 shows therule:

Figure 14.20. Policy for the Server

Source Destination Service Interface Direction Action Time Options

a E¥management_range EElinux-static Any All “%.Both o Accept Any

The main difference in the generated code for the rule using a address range compared to the rule using
collection of individual addressesisthat compiler is allowed to optimizeit. It tries to squeeze the address
range to the minimal set of address and network objects. Here is how it looks like for iptables:

# Rule O (gl obal)

#

$I PTABLES -A INPUT -s 192.168.1.110/31 -mstate --state NEW -j ACCEPT
$I PTABLES -A INPUT -s 192.168.1.112 -mstate --state NEW -j ACCEPT

Again, the difference may not be very great when we have only three IP addresses, but in the case of a
range that spans hundred addresses the performance gain and reduction in the size of generated script are
significant.

The generated PF and PIX configurations look similar.

14.2.10. Controlling Access to the Firewall

Suppose we need to permit SSH access to the firewall. In the simplest case we just create a rule with a
firewall object (fw) in the destination and a service object SSH in the service. The SSH service object can
be found in the Standard objects tree, under Services TCP. Hereistherule:

Figure 14.21. SSH from Anywhere

Source Destination Service Interface Direction Action Time

0 Any Eﬁssh All b4 v Any |

This amost-trivial rule compiles into configurations using entirely different concepts depending on the
chosen target firewall platform. The generated iptablesrule is rather simple:

# Rule O (gl obal)
#
$I PTABLES -A INPUT -p tcp -mtcp --dport 22 -mstate --state NEW -j ACCEPT

The generated PF configuration uses tablesto list all IP addresses that belong to the firewall:

table <tbl.r0.d> { 192.0.2.1 , 192.168.1.1 }

# Rule O (global)
#
pass in quick inet proto tcp fromany to <tbl.r0.d> port 22 keep state

Theiptables platform has a concept of chains that separate different packet flow pathsinside the netfilter
engine and packets headed for the firewall itself are always processed in the INPUT chain. This meansthe
generated iptables script could be optimized. If comparison is done in the INPUT chain, the script does
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not have to verify the destination address to make sure it belongs to the firewall, since this has already
been done by the kernel. PF does not have any mechanism like this, therefore generated PF configuration
must compare destination address of the packet with all addresses of the firewall. This can be done in
a more elegant way using PF tables, but still, we make the firewall compare destination address of the
packet against alist of addresses.

Theipfw platform offersashortcut for this, called the configuration option"me". Hereis how the generated
ipfw script looks for the same simple rule controlling SSH access to the firewall:

# Rule O (gl obal)
#
"$| PFW add 10 set 1 permit tcp fromany to ne 22 in setup keep-state || exit 1

"me" here means any address that belongs to the firewall.

The rule #0 on Figure 14.21 matches the ssh service, which has special meaning in case of PIX. There,
control to the firewall for protocols such as SSH and Telnet is configured using special configuration
commands "ssh" and "telnet" instead of using generic access lists. Here is what we get when we compile
exactly the samerule for PIX:

! Rule O (global)
!

ssh 0.0.0.0 0.0.0.0 outside
ssh 0.0.0.0 0.0.0.0 dne50
ssh 0.0.0.0 0.0.0.0 inside

The rule in this example leaves the source address "any", which is why generated PIX commands match
"0.0.0.00.0.0.0". Firewall Builder generated the "ssh" command for all interfaces of the PIX for the same
reason.

Obvioudly, this rule makes the firewall too open because it permits SSH connections to it from any host
on the Internet. It would be agood ideato restrict it so that it permitted connections only from the internal
LAN. Thisis easy: we just put the abject "LAN" in the source of the corresponding rule:

Figure 14.22. SSH from LAN

Source Destination Service Interface Direction Action Time

0 A [Ew |Bssn o % Y Any !

The generated configuration for al supported firewall platforms will follow the same pattern but add
matching of the source address of the packet to make sure it comes from local LAN. In case of PIX, there
isonly one "ssh" command attached to the internal interface because the program determined that network
object used in the source of the rule matches only thisinterface of the firewall:

! Rule O (global)
!

ssh 192.168. 1. 0 255. 255. 255. 0 i nsi de

This s better, but we should be careful not to permit more protocols to the firewall than we really intend
to. Let's look at the simple rule permitting connects from internal LAN to the Internet (rule #0 on the
screenshot below):
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Figure 14.23. LAN to Anywhere

Source Destination Service Interface Direction Action Time
0 WLAN | Any Ay Al B % Any
1 Any | Any Ay Al B @ Any |

Logic says that the destination "any" should match any address, including the ones that belong to the
firewall itself. In Firewall Builder, thiscan actually be changed using acheckbox inthe Compiler tab of the
Firewall Settingsdialog of thefirewall object. If the checkbox "Assumefirewall is part of any" ischecked,
then the compiler generates rules assuming that "any" matchesthe firewall aswell. So, if thisoptionison,
then thisrule permitsany connectionsfrominternal LAN to thefirewall, regardless of the protocol. Hereis
how we can modify the rule permitting accessto the Internet to exclude the firewall from it using negation:

Figure 14.24. Negating the Firewall as a Destination from the LAN

Source Destination Service Interface Direction Action

0 BanBw | oay ow § ¥

We are now using negation in the destination; the meaning of thisruleis"permit connections on any pro-
tocols from machines on the network 'LAN' to any host except the firewall". We still need arule described
above to permit SSH to the firewall, but the rule permitting access from LAN to anywhere does not open
additional accessto the firewall anymore. | am going to demonstrate the generated iptables and pf config-
urations for rules with negation like this later.

Isthere any way to make it even more restrictive? It isalways agood idea to restrict access to the firewall
to just one machine and use that machine to compile the policy and manage the firewall. Let's call this
machine amanagement station "fw-mgmt". Here is more restrictive combination of rulesthat permits SSH
accessto thefirewall only from fw-mgmt, permits accessfrom LAN to anywhere except the firewall on any
protocol and blocks everything else. This combination of rules works the same regardless of the setting
of the option "Assume firewall is part of any".

Figure 14.25. Firewall Accessfrom Only One Machine

Source | Destination Service Interface Direction Action Time Options
0 Bw-mgmt L“ssh A% o Any
1 AN Ay oAl B v Any

2 Any Any any Al B [ ] Any [

Three rules shown above are very good at restricting access to the firewall from all sources except for the
dedi cated management workstation. The problem with them isthat the firewall policy is never thissimple
and short. Asyou add more rules, you can add a rule with a side-effect of permitting accessto the firewall
sooner or later. Thisis one of the reason many administrators prefer to keep option "Assume firewall is
part of any" turned off. In any case, it may be a good idea to build rules for the access to the firewall
explicitly and group them together. It would look like something like this:

Figure 14.26. Firewall Access from Only One Machine; All Other Access to the
Firewall Explicitly Denied

Source Destination Service Interface Direction Action Time Options
o Bw-mgmt et Sssh All % Both “Accept Ay
1 Any S Any Al BBoth  @Deny Any =
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| do not include the generated iptables, pf, pix code because it should be clear by now how should it look.
It is more important that rules in Firewall Builder GUI look exactly the same regardless of the chosen
target firewall platform.

Policy rules demonstrated in these examples are good at restricting access to the firewall while making
it possible to manage it remotely via SSH. The problem with these rules is that administrator has to be
careful to not break them in any way. One would think it should be hard to make an error in a policy
fragment consisting of two rules, but this happens. These two rules are just a small part of a much larger
rule set and may not be located in a prominent placeright on top of it. Asnew rules are added to the policy,
at some point some rule located above may block access to the whole network or range of addresses that
accidentally includes management address of the firewall. This means even though the rules are there, the
access to the firewall gets blocked as soon as updated policy is uploaded and activated. Thisisreally bad
news if the firewall machineislocated far away in aremote office or data center.

To help avoid thisbad (but all-too-familiar) situation, Firewall Builder offers another feature. To accessit,
select the firewall object in the tree and open it in the editor, then click "Firewall Settings' button. Thisis
described in moredetailsin Section 5.2.2. Inthe dial og that appears, locate controls shown on Figure 14.27

Figure 14.27. Option Enabling an Automatic Rule to Permit SSH Access from a
Management Workstation

Always permit ssh access from
v'| the management workstation 192.168.1.110
with this address:

Enter the single I P as shown on the screenshot or subnet definition in the input field and click "OK", then
recompile the policy. Hereis what gets added on the top of the generated iptables script:

$I PTABLES -A INPUT -mstate --state ESTABLI SHED, RELATED -j ACCEPT
$I PTABLES -A QUTPUT -m state --state ESTABLI SHED, RELATED -j ACCEPT
$| PTABLES - A FORWARD - m state --state ESTABLI SHED, RELATED -j ACCEPT

# backup ssh access

#

$I PTABLES -A INPUT -p tcp -mtcp -s 192.168.1.110/255. 255. 255. 255 \
--dport 22 -mstate --state NEWESTABLI SHED -j ACCEPT

$I PTABLES -A QUTPUT -p tcp -mtcp -d 192.168.1.110/255. 255. 255. 255 \
--sport 22 -mstate --state ESTABLI SHED, RELATED -j ACCEPT

| included rules matching "ESTABLISHED,RELATED" statesin the screenshot to demonstrate that auto-
matic rulefor SSH accessisadded right after them. In other words, the SSH accessruleisadded at the very
beginning of the script before any other rule. There are actually two rules. One to Permit inbound packets
in chain INPUT; it matches the protocol TCP, destination port 22, and states "NEW,ESTABLISHED".
The other rule permits outbound packetsin chain OUTPUT, also protocol TCP, source port 22, and states
"ESTABLISHED,RELATED". The purpose of thiscomplexity isto make sure not only newly-established
SSH sessions are permitted, but also "old" ones, established before the iptables rules are purged and re-
installed during firewall configuration reload. This helps ensure that the SSH session used to activate up-
dated firewall policy does not get blocked and stall in the middle of the policy update process.

The same option isprovided in the "Firewall settings' dialog for all supported firewall platforms. Firewall
Builder always generates command to permit SSH to the firewall and makesit the very first in the access
control rule set.

Now all the administrator needs to do is enter the IP address of the management workstation or address
block it belongs to in the "Firewall Settings' dialog, then recompile and update generated policy on the
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firewall. Thereisno need to remember to add a special ruleto permit SSH to thefirewall inthe policy rule
set since this rule is now generated automatically. The generated rule is always on top of all other rules,
so any mistake in the policy rule set will never block SSH access to the firewall. Thisis a good way to
reduce the risk of locking yourself out of your own firewall. Using this feature is highly recommended.

14.2.11. Controlling access to different ports on the serv-

er

Firewall Builder can be used to generate apolicy for the firewall running on the server. Hereisan example
that shows how to set up a policy to permit access to different ports on the server. First of all, we need
to create afirewall object to represent our server. The only difference between this case and a usual case
wherefirewall protects one or more networks behind it isthat for the server-firewall we only need to create
one interface besides the loopback. The following screenshot demonstrates a policy that permits access
to the web server running on this machine (both HTTP and HTTPS), as well as FTP and management
accessvia SSH. Rule #1 allows the server to use DNS for name resolution. The service object used in the
"Service" columninrule#lisinfact agroup that consists of TCP and UDP service objects that represent
TCP and UDP variants of the protocol (both use the same destination port 53).

Figure 14.28. Policy for server

] “ Source Destination Service Interface  Direction Action
2| etho ( ext) Any I:ﬁhtlp Al %Both  Accept
B lo o
g Policy 0 :,“https
g NAT otp
S Routing I,“ssh
server-ipt-2 * 1 Any A2DNS Al %Both ¥ Accept
g 'E-E: 5erver-p:‘; ) 2 Any Any Al “EBoth @ Deny

In thisexample, | turned the option "Assume firewall is part of any" off to simplify generated script. Here
isthe iptables script created for these rules:

# Rule O (gl obal)

zl PTABLES -A INPUT -p tcp -mtcp -mnultiport --dports 80,443, 21,22 \
-mstate --state NEW -j ACCEPT

Z Rule 1 (gl obal)

zl PTABLES -A QUTPUT -p tcp -mtcp --dport 53 -mstate --state NEW -j ACCEPT

$| PTABLES -A QUTPUT -p udp -mudp --dport 53 -mstate --state NEW -j ACCEPT
#

# Rule 2 (gl obal)

#

$!| PTABLES - N RULE_2

$I PTABLES -A INPUT -j RULE 2

$| PTABLES -A RULE_.2 -j LOG --log-level info --log-prefix "RULE 2 -- DENY "
$| PTABLES -A RULE 2 -j DROP

Firewall Builder optimized the generated rule and used the module multiport to put all four TCP ports used
in rule #0 in one iptables command. The program always uses the module multiport to make generated
script more compact, even if you use a mix of TCP, UDP, and ICMP services in the same rule. Since
iptables does not support using a mix of protocols in the same command, the program generates several
iptables commands, one for each protocol, but still can use the module multiport in each command if there
are several portsto match.

329



Firewall Builder Cookbook

Rule #1 was split because it matches both TCP and UDP protocols. Because of that, in the generated
iptables script we have one command for tcp and another for udp.

Note how iptables commands generated for rule #0 went into chain INPUT, whereas commands generated
for rule #1 went into chain OUTPUT. Rule #0 controls access to the server (object "server" isin "Desti-
nation” in the rule) but rule #1 controls connections initiated by the server (object "server” isin "Source"
of therule). Firewall Builder picks the right chain automatically.

Generated PF script uses tables to match four tcp portsin the samerule:

# Rule O (global)
#
pass in quick inet proto tcp fromany to 192.168.1.10 \
port { 80, 443, 21, 22 } keep state
#
# Rule 1 (global)
#
pass out quick inet proto tcp from 192.168.1.10 to any port 53 keep state
pass out quick inet proto udp from 192.168.1.10 to any port 53 keep state
#
# Rule 2 (global)
#
bl ock in log quick inet fromany to 192.168.1.10

Sometimes the web server is bound to several |P addresses on the same machine. One typical situation
when this is needed is when the web server supports multiple sites using the HTTPS protocol. The fol-
lowing firewall configuration demonstrates the case when interface ethO has two IP addresses (192.0.2.1
and 192.0.2.2):

Figure 14.29. Policy for the Server

- % server*
-1 = eth0 (ext)
P 192021

ip 192022
wal 1o avth

Suppose the web server should accept HTTPS connections to both | P addresses, whileHTTP and FTP are
allowed only on address 192.0.2.1. The management access to the server isallowed only viaprotocol SSH
and only from the management workstation "fw-mgmt". The following rules enforce this policy:

Figure 14.30. Policy for server

Source Destination Service Interface Direction Action

0 Any EP 192021 ghhtips . Al B v
P 192022
. Any iP 192021 giip A% v
cihttp
2 Biwmgmt iP 192021 ghssh Al % v
Ay &ons Al % v
4 Any Any Any EX -
Note

The same rules could be used to permit or deny access to different ports on a server located on
the network behind a dedicated firewall.
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Here is how generated iptables script looks like:

# Rule O (gl obal)

#

$I PTABLES -A INPUT -p tcp -mtcp -d 192.0.2.1 --dport 443 -mstate --state NEW\
-j ACCEPT

$I PTABLES -A INPUT -p tcp -mtcp -d 192.0.2.2 --dport 443 -mstate --state NEW\
-j ACCEPT

#

# Rule 1 (gl obal)

#

$I PTABLES -A INPUT -p tcp -mtcp -mmultiport -d 192.0.2.1 --dports 80,21 \
-mstate --state NEW -j ACCEPT

#

# Rule 2 (gl obal)

#

$I PTABLES -A INPUT -p tcp -mtcp -s 192.0.2.100 -d 192.0.2.1 --dport 22 \
-mstate --state NEW -j ACCEPT

#

These i ptables commands should be quite obvious. PF rulesin this example also look very familiar;

# Tables: (1)
table <tbl.r0.d> { 192.0.2.1 , 192.0.2.2 }

# Rule O (global)

#

#

pass quick inet proto tcp fromany to <tbl.r0.d> port 443 keep state

#

# Rule 1 (global)

#

#

pass quick inet proto tcp fromany to 192.0.2.1 port { 80, 21 } keep state
#

# Rule 2 (global)

#

#

pass quick inet proto tcp from 192.0.2.100 to 192.0.2.1 port 22 keep state

14.2.12. Firewall talking to itself

Many services running on the firewall machine need to be able to establish connections to the same ma-
chine. X11, RPC, DNS are services like that, to name a few. Blocking these services on the firewall can
cause various problems, depending on what protocol is being blocked. If it is DNS, then it may take a
lot longer than usual to get to a command-line prompt when logging in to the machine using Telnet or
SSH. Once logged in, you won't be able to resolve any host names into addresses. If X11 is blocked, then
X server and any graphic environment using it (KDE, Gnome etc.) won't start. In any case though the
problem can easily be solved by adding a simple any-any rule and specifying the loopback interface of
the firewall to permit all sorts of communications. As shown on Figure 14.31, this rule must specify the
loopback interface, have action Accept and direction Both.

Figure 14.31. Rule Permitting Everything on the L oopback Interface

1 Any Any Any  Elioopback B o Any
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Note

Running X11 and other complex services on the dedicated firewall machine should be discour-
aged. However, you may want to run afirewall to protect a server, workstation, or laptop where
X11, RPC, and other services are perfectly normal.

The generated iptables commands are placed in INPUT and OUTPUT chains because packets sent by the
firewall to itself never hit FORWARD chain. Options "-i 10" and "-0 10" nail interface and direction:

$I PTABLES -A INPUT -i lo -mstate --state NEW -j ACCEPT
$| PTABLES -A QUTPUT -0 lo -mstate --state NEW -j ACCEPT

For PF, we can specify interface to match but keep direction open so both "in" and "out" will match:

pass quick on lo inet fromany to any keep state

14.2.13. Blocking unwanted types of packets

Fragmented I P packets, although useful in certain situations, are often used asatool to probe and penetrate
simple packet filters. Particular kinds of fragmented packets, namely those with incorrect length specifi-
cations, are especially bad because they can cause some operating systemsto crash (for example Windows
NT was known to crash before afix was developed and published by Microsoft). These packets therefore
are considered potentially harmful and should be blocked on the perimeter of your network. Many firewall
platforms provide ways to deal with such packets.

In Firewall Builder, we provide a way to set flags or options in the IP service object. Two options deal
with fragments: one is called "all fragments" and another "short fragments®. Figure 14.32 shows how a
user-defined object called "fragments" looks with both options turned on. Policy compilers recognize this
object and generate correct code for underlying firewall software platform.

Figure 14.32. | P Service Object Representing Fragmented Packets

]E}G IP Service
Comment:

Name:| fragments Isrr {loose source route)

Pratocol number: 0 H ssiT (strict source route)

(0- any protocol) P

DifiSery rr (record route)

timestamp
Use DSCP @ Use TOS
¥| all fragments
TOS code (numeric): v| 'short fragments

Apply Close

The "ip_fragments" object, which isincluded in the section "Services/IP" of the Standard objectstree, is
set to block "short" fragments only.

Another potentially harmful type of packets is so called "Christmas tree" packet. Thisoneisjust a TCP
packet with an impossible combination of TCP flags or even all TCP flags turned on at once (for example
SYN, ACK, FIN, RST, PSH). This combination is never used in real communications, o if a packet like
that appears at the boundary of your network, it should be considered illegal and blocked. Object "tcp-
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xmas" is included in the section "Services TCP' of the standard objects database coming with Firewall
Builder.

Some platforms provide a mechanism to turn on and off stateful inspection on individual rules. Turning it
off on those rules which do not require it may improve performance of the firewall. Obviously, we do not
need stateful inspection while analysing fragmented packets as we do not really want any session to be
established, so we can safely use this option on thisrule. One example of firewall platform which supports
stateful inspection but provides away to turn it on and off isiptables. In Firewall Builder, this can be done
intherule optionsdialog (which is platform-sensitive and shows different optionsfor different platforms).
Figure 14.33 shows rule logging options dialog for iptables:

Figure 14.33. Rule Options Dialog for iptables Firewall

(f’////guardlam’ PolicyRule / 1

General Logging limit \ [ connlimit \“.' hashlimit\

Log prefix:

Log level: :]Netlink group (if using ULOG): EB

Apply Close

Here is an example of the policy rule which is intended to block short fragments and TCP "Christmas
scan" packets. The icon in the Options column indicates that logging is turned on.

Figure 14.34. A Rule Blocking Short Fragmented Packets and TCP " Christmas

n
Scan" Packets
Source Destination Service Interface Direction Action Time Options Comment
Any | Any cBxmas scan Al % @ Any =

'é‘.)ip_frag ments

Thisrule appliesto all packets crossing the firewall regardless of their origin. Thismeansthat it will block
such packets originating in your network, too. If by some reason you might want to be able to send this
kind of packets out, then specify your external interface in the Interface column.

14.2.14. Using Action 'Reject': blocking Ident protocol

Suppose we want to block connections to certain ports on the server behind the firewall, but want to do
itin a"polite" manner that lets the sender host know right away that the connection attempt was blocked
so it appears that our server is not listening on that port at al. One of the practical applications of this
setup would be blocking Ident connections to a mail relay or a mail server. Sendmail and many other
MTAs (Mail Transport Agents) attempt to connect to Ident port (TCP port 113) on the mail relay every
time they accept e-mail from that relay. Many believe that the Ident protocol is practically useless and
does not really serve as a protection against SPAM or for any other useful purpose. Unfortunately, silent
blocking of Ident connections on the firewall using arule with action "Deny" adds a delay in the e-mail
delivery. This happens because when the sender host triesto establish the |dent connection to the recipient,
it sends the TCP SYN packet to it (the first packet in three-way TCP handshake) and then waits for TCP
ACK packet in response. However, it never seesit because recipient's firewall blocked itsfirst TCP SYN
packet. In situations like this, the sender host assumes the reply packet got lost and tries to send the TCP
SYN packet again. It repeats this for a few seconds (usually 30 sec) before it gives up. This adds a 30-
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second delay to e-mail delivery. Our intent is to show how one can construct a policy rule to block Ident
without causing this delay.

The simplest way to block any protocol isto use a"Deny" action in the policy rule. Since "Deny" causes
the firewall to silently drop the packet, the sender never knows what happened to it and keeps waiting for
response. To avoid this delay we will set rule Actionto "Reject”. Normally "Reject" makesthe firewall to
send ICMP "unreachable" message back to sender, thus indicating that access to requested port is denied
by the firewall. This may be insufficient in some cases, because the host trying to connect to our |dent port
won't understand this type of ICMP message and will keep trying. In fact, most OSs do not recognize an
ICMP "administratively prohibited" message and do keep trying. To make the host on the other side stop
its attempts right away, we need to send an TCP RST packet back instead of an ICMP message. This can
be done by setting the appropriate parameter for the "Reject” action. To set an Action parameter, change
the Action to "Reject," then double-click the Reject icon to get the parameters dialog. (see Figure 14.36).
It isalso safeto turn stateful inspection off on this rule since we do not want connection to be established
and therefore do not need to keep track of it.

Figure 14.35. Using a" Regect” Action with the Rule Option

Source Destination Service Interface Direction Action Time Options Comment
0 Any  Bmail server g auth A % e Any =

Figure 14.36. Adding a Rule Option to Send an TCP RST Packet

&S Reject server /3

If rule action is ‘Reject’, this option defines firewall's reaction to the packet matching the rule

ICMP admin prohibited

ICMP host prohibited

ICMP host unreachable

ICMP net prohibited

ICMP netunreachable
Help ICMP port unreachable

ICMP protocol unreachable

TCP RST

Supported firewall platforms use different syntax for rules that should drop packets and send an ICMP or
TCP RST packet back. Hereiswhat Firewall Builder generates for the rule shown above for iptables:

# Rule O (gl obal)

#

$I PTABLES -A FORWARD -p tcp -mtcp -d 192.168.1.100 --dport 113 \
-j REJECT --reject-with tcp-reset

For PF it uses "return-rst" option:

# Rule O (global)
#
bl ock return-rst quick inet proto tcp fromany to 192.168.1.100 port 113

Thereis no equivalent configuration option for PIX.
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14.2.15. Using Negation in Policy Rules

Suppose we want to set up a rule to permit access from the host on DMZ net "mail_relay 1" to hosts
on the Internet, but do not want to open access from it to machines on our internal network represented
by the object "internal-network". Since we want it to connect to hosts on the Internet and cannot predict
their addresses, we have to use "any" as a destination in the policy rule. Unfortunately "any" includes our
internal net as well, which is going to open undesired hole in the firewall.

There are two solutions to this problem. First, we can use two rules: first will deny access from
"mail_relay 1" to "internal_net" and the second will permit access from "mail_relay 1" to "any". Since
rules are consulted in the order they are specified in the policy, access to the internal net will be blocked
by the first rule since the packet would hit it first. These two rules are represented on Figure 14.37

Figure 14.37. Using Two Rulesto Block Access from the DMZ to the Internal Net
and Permit Accessto the Internet

Source Destination Service Interface Direction Action Time Options Comment
0 Email_relayJ EEriinternal-neMOrk Any All 'z. @ Any "‘ﬁ
1 gmail_relayJ Any L“smtp All 'z. ~ Any

Here are the generated iptables rules:

# Rule O (gl obal)

#

$1 PTABLES -A FORWARD -p tcp -mtcp -s 192.168.2.22 -d 192.168.1.0/24 \
--dport 25 -j DROP

#

# Rule 1 (gl obal)

#

$| PTABLES -A FORWARD -p tcp -mtcp -s 192.168.2.22 --dport 25 \
-mstate --state NEW -j ACCEPT

Another solution uses negation. We can specify destination in the rule as "not internal_net", thus permit-
ting accessto anything but "internal _net". Negation can be enabled and disabled in the pop-up menu which
you call by right-clicking the corresponding rule field. This rule depends on the rules below it to block
access from "mail_relay1" to the "internal_net". If the policy was built using agenera principle of block-
ing everything and then enabling only types of connections that must be permitted, then it usually has a
"catch-all" rule at the bottom that blocks everything. Thislast rule is going to deny connections from the
"mail_relayl" to "internal_net".

Figure 14.38. Using a Rule with Negation to Block Access from the DMZ to the
Internal Net and Permit Accessto the lnternet

Source Destination Service Interface Direction Action Time Options Comment
0 gmail_relay_1 gginternal-network &smtp All % o Any “ﬂ

Firewall Builder can use the "!" option to generate a compact iptables command for thisrule:

# Rule O (gl obal)

#

$1 PTABLES -A FORWARD -p tcp -mtcp -s 192.168.2.22 -d ! 192.168.1.0/24 \
--dport 25 -mstate --state NEW -j ACCEPT
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Negation Can Be Used in NAT Rulesin aSimilar Way

Firewall Builder can use similar "!" option for PF aswell, but thereis no negation in the PIX ACL syntax.

Things get more complicated if we have several networksinside and want to build aruleto permit connects
from aserver on DMZ to everywhere except for the three internal networks:

Figure 14.39. Using a Rule with Negation to Block Access from DMZ to Internal
Net and Permit Accessto the Internet

Source Destination Service Interface Direction Action
Bamz-server  Tinside network 1 I,“sr‘"ltp All “%.Both  Accept
0 T¥inside network 2

Q§inside network 3

Simple"!" negationin the generated i ptables command won't work, so the program generatesthe following
more complicated script:

# Rule O (gl obal)

#

$I PTABLES -N C d168173X9037. 0

$| PTABLES -A FORWARD -p tcp -mtcp -s 192.168.2.22 --dport 25 \
-mstate --state NEW -j C d168173X9037.0

$| PTABLES - A C d168173X9037.0 -d 192.168.1.0/24 -j RETURN

$| PTABLES - A C d168173X9037.0 -d 192.168.10.0/24 -j RETURN

$| PTABLES - A C d168173X9037.0 -d 192.168.20.0/24 -j RETURN

$| PTABLES - A C d168173X9037.0 -j ACCEPT

The first rule checks protocol, port number, and source address and if they match, passes control to the
user-defined chain where destination address is compared with addresses of the three networks we want to
protect. If either one of them matches, theiptablestarget "RETURN" terminates analysisin the temporary
chain and returns control. Notethat in this case, the firewall does not make any decision what to do with the
packet. The rule Figure 14.39 in the GUI specifies action for the packets that do not head for the interna
networks but does not say anything about those that do. Some other rulesin the policy should decide what
to do with them. This is why the generated iptables script uses target "RETURN" instead of "DROP" or
"ACCEPT" to simply return from the temporary chain and continue analysis of the packet further.

For PF, Firewall Builder uses combination of the"!" option and atable:

table <tbl.r0.d> { 192.168.1.0/24 , 192.168.10.0/24 , 192.168.20.0/24 }

# Rule O (global)
#
pass quick inet proto tcp from 192.168.2.22 to ! <tbl.r0.d> port 25 keep state

14.2.16. Tagging Packets

Tagging packets (or packet marking) can be avery useful option that allows you to match a packet at one
point in the rule set but act on it later on. This option can be combined with rule actions or rule branching
for even more flexibility. Tagging can also be used to interact with packet processing not intended to
enforce security policies, such astraffic shaping or QoS. Packet tags assigned by iptables can later be used
for traffic shaping with the Linux utility "tc".
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Not every target platform supports packet tagging; see Section 7.2.7 for details on platform support for
tagging.

In Firewall Builder, packet tagging is accomplished using a special service object type called TagService.
First, you create a TagService object, specifying a tag number or a string. To use this object to match
tagged packets, just drop the object into the Serviceruleelement in apolicy rule. To mark apacket with the
tag, select the Tag option from the Options context menu and drop the TagService object into the well in
the Options dialog. Let's use an example given inthe " A Practical Guideto Linux Traffic Control™ (http://
blog.edseek.com/~jasonb/articles/traffic_shaping/index.html) to illustrate this. They show how packets
can betagged using iptablestarget "MARK" so that they can be placedin theright queuefor traffic shaping
later on. Theiptables rule we will create looks like this:

i ptables -t mangle -A POSTROUTING -0 eth2 -p tcp --sport 80 -j MARK --set-mark 1

Note how the rule should be placed in the table "mangle”, chain "POSTROUTING". Thisishow thetarget
MARK works; the administrator is expected to know thisif they write iptables rules by hand.

We start with atag service object configured with tag "1":

Figure 14.40. Simple TagSer vice Object

1 Groups

=] 1cmp

[=p 5

ﬁ QSNIEES 3 Mame: | tagl
£ tagl

= e

1 uop E Code: |1

[ users

ditar

We also need a TCP service object to match source port 80:

Figure 14.41. TCP Serviceto Match Source Port 80

|
- ~
pej TCP Source Port Range Comment;
=l ) Y Mame: | sportsn
@ B starti[an &
L AL
E ¥ Fags: U & P R S F
Mk O OOOODO End: |80 E
settrgs: [0 0 O O O O

Editar

[[] Established Destination Port Range

Start: [0 E

End:|0 =

Help

And now therule:

Figure 14.42. Rule M atching the Tag Service
Any Aany Tfﬂ SpOrtED Eldmz i‘ Outbound @Accept Any
In order to replicate the rule from the Guide, | leave Source and Destination "any", put outside interface of

the firewall in "Interface” column, set direction to "Outbound”, set action to "Tag" and make it stateless.
The following screenshots demonstrate how thisis done:
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Figure 14.43. Configuring the Tag Action

x|
% ::: {General \/ Loaging \/ it _\/_conniimit \/ hashimit \/ a0 \/ Classiy \/ Route \
. = Tog srvic bt
5 - [[] Tag connections created by packets that match this rule {adds a rule with CONNMARK target)
. ?’
3 tagl
Help
Figure 14.44. Configuring Rule Optionsto M ake the Rule Stateless
F x|

Output
ll

= [ General \{ Logging \/ Timit \/ connlimit \/ hashimit \/ Tag \/ Classify \/ Route \.

= Assume firewall is part of "ary" for this rule only:  |Follow global setting  +

Find

Normally policy compiler uses statsful inspection in sach rule, Activating this option makes this rule stateless.

Stateless rule

Editor

Help

This configuration makes Firewall Builder generate an iptables command that is exactly the same as the
onegivenin"A Practical Guideto Linux Traffic Control."

Therule, reproduced from the Guide, is statel ess and matches and tags every reply HTTP packet crossing
the firewall. This is not very efficient in case the firewall has to forward heavy HTTP traffic because
it has to work on every single packet. To make things more efficient, iptables can mark whole sessions
which meansindividual packets can be marked automatically aslong asthey belong to the session that was
marked once. To use this feature with Firewall Builder, turn on the checkbox "Mark connections created
by packets that match thisrul€e" in the dialog Figure 14.43, where you configure options for the rule action
and where the well into which you had to drop the tag service object is located. This checkbox modifies
generated iptables script by adding a call to CONNMARK iptables target that marks whole connection
and also by adding the following rule on top of the script:

# Tabl e 'mangl e', automatic rul es
$I PTABLES -t nmangl e - A PREROUTI NG -j CONNMARK --restore-mark

This rule automatically restores mark on the packets that belong to the marked session.

14.2.17. Adding IPv6 Rules to a Policy

We start with afirewall object that has some basic IPv4 policy. First, we need to add 1Pv6 addressesto its
interfaces. Right-click to open the context menu associated with the interface object in the tree and click
theitem "Add |Pv6 address".
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Figure 14.45. Adding | Pv6 Addressesto an I nterface
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Enter the address and netmask length, using the address required by your topology.

Figure 14.46. Entering Address and Netmask
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1P fuethZip Mame: [fw:ethzzipvﬁ l
" fweth2ipvé
- B lo ﬁddresszlzom b8 l
- | Policy
-8 Pl ——
- B NAT
- ¢ Routing
e [ DNS Lookup... l

(]

E Help Apply

Adding IPv6 to an Interna Interface

339



Firewall Builder Cookbook

Figure 14.47. The Internal Interface
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Help Apply Close

We also need to create a network object to represent our local 1Pv6 network. Click New Network 1Pv6
in the new object menu.

Figure 14.48. Creating the | Pv6 Network Object

< [F[S veer

B \) i\ New Library
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EE New Firewall

B New Host
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B New Network

Ha New Network IPvE

P New Address
.

- P New Address IPVE -

&' New DNS Name

i New Address Table

EE New Address Range

4% New Object Group

(]

E fio New Custom Service

1P Wi ID Samrinm

Enter the name and address of this network. We are using the link-local address for illustration purposes.

Figure 14.49. The IPv6 Network Object Name and Address
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Inspect the regular policy object. To see its parameters, double-click it in the tree to open it in the editor
(see screenshot below). Thisobject hasaName, |Pv4/IPv6 setting and a Top ruleset checkbox. For iptables
firewalls, thereis also apair of radio buttons that indicates whether the policy should affect filter+mangle
tables or just mangle table.

Figure 14.50. Policy Parameters

- fw:ethz:il vE
I P EI Rule set
- 5 lo

Comme
i NAT Name: |Palicy

- & Routing
- % jos*

- B ipfw*

- g enD ( ext)
[l B ent

- g 100
- & Policy v'| Top ruleset

B NAT 3

i_:‘ Close

@ filter+rmangle tabls

This is IPv4 rule set

L1

mangle table

The IPv4/IPv6 setting tells the compiler how it should interpret addresses of objects that appear in the
rules. Possible configurations are "1Pv4 only", "IPv6 only" and "Mixed IPv4 and IPv6":

Figure 14.51. I Pv4/1Pv6 Rule Set Configuration

‘ EI Rule set

Name: |Palicy

@ filter+mangle tabl

5 is IPv4 rule sef
This is IPvE rule set Igle table

This is combined IPv4 and IPvE rule set

o e

"IPv4 only rule set" - Only addressable objects with 1Pv4 addresses will be used intherules. If an object
with an IPv6 address appearsin rules, it isignored. IPv6-only services such asICMPv6 are also ignored.
TCP and UDP services are used since they apply for both IPv4 and IPv6 rules.

"IPv6 only ruleset” Only objectswith | Pv6 addresses are used and those with | pv4 addresses areignored.
IPv6-only services such as ICMPV6 are used but 1Pv4-only services such as ICMP are ignored. TCP
and UDP services are used since they apply for both IPv4 and 1Pv6 rules.

"Mixed IPv4 and | Pv6 only rule set" The compiler makestwo passes over the samerules, first to produce
IPv4 configuration and then to produce IPv6 configuration. On each pass it uses only address objects
with addresses matching address family of the pass. Thisisthe best configuration for transitional con-
figurations when IPv6 rules are gradually added to existing IPv4 configuration. Note that if you add
IPv6 address to an interface of afirewall or ahost object used in the rules, the compiler will use IPv4
addresses of the interface on IPv4 pass and new |Pv6 address of the same interface on the 1Pv6 pass.
This principle also applies to the mixed groups of addresses and services.

Compilerstreat the "top rule set” parameter differently, depending on the firewall platform:

« iptables: rules defined in such rule set will go into built-in chains INPUT,OUTPUT,FORWARD etc.
Rules defined in rule sets where this checkbox is not checked go into user-defined chain with the name
the same as the name of the rule set.
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» PF: rulesdefined in the rule set with "top rule set" checkbox turned off go into an anchor with the name
of therule set.

» Cisco 10S access lists: if the top rule set checkbox is turned off, the rules go into access list with the
name prefixed with the name of the rule set; this access list will not be assigned to interfaces via"ip
access-group” command. Rule sets with checkbox "top rule set" checked generate ACLs with names
consisting of the shortened name of interface and direction abbreviation ("in" or "out"). Only these lists
are assigned to interfaces.

To add new palicy, right-click the firewall object in the tree to open the context menu and use the menu
item Add Policy Rule Set.

Figure 14.52. Adding a Policy Rule Set

€ | [ [V ser :|

B & User
E}- [ Firewalls

Edit

Duplicate ... 3
Move ... 3
cr- g
..... a
B} ﬁ
-]
B oo
= B Add Interface
B Add Policy Rule Set
B Add NAT Rule Set
Find
Where used
Compile
Install
Lock
B Policy
B MAT
% Routing

Assign a unique name to the new policy object, make it IPv6, and check the top ruleset checkbox, then
click Apply.
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Figure 14.53. Setring Rule Set Parameters
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Now click the new policy object in the tree ("Policy_ipv6") and add some rules as usual. Here we have
added aruleto permit all on loopback, aruleto permit incoming HTTP and ICMPV6 to the firewall and a
rule to permit outgoing sessions from the internal network (object "local ipv6 net") and the firewall itself.

Figure 14.54. Adding Policy Rules

fw / Policy_ipv6

Source Destination Sernvice Interface Direction  Action Time Options Cc
a Any Any Any = “®Both o Accept Any
: Any Ehttp Al ®Both  wAccept  Any
Eipv6 any ICMPG
. Any Any Al EBoth W Accept  any
Eﬂlocal ipvG net
3 Any Any Any Al BBoth | @Deny Any =]

Now compile the policy. Note that in the progress output the compiler shows that it first processes |Pv4
policy rule set, then compiles IPv6 policy rule set. | till have bunch of rulesin the IPv4 policy from the
previous examples in this section but the IPv6 policy is small and only has a few rules as shown on the

screenshot above.
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$ fwb_ipt -v -f policy rules.fw fw

*** | pading data ... done

Conpiling rules for 'nat' table

processing 1 rules

rul e 0 (NAT)

Conpiling ruleset Policy for 'mangle' table
processing 1 rules

rule 0 (eth2)

Conpiling ruleset Policy for ‘filter' table
processing 17 rul es

rule 1 (gl obal)

rule 2 (gl obal)
rule 3 (gl obal)
rule 4 (gl obal)
rule 5 (gl obal)
rule 6 (gl obal)
rule 7 (gl obal)
rule 8 (gl obal)

rule 9 (gl obal)

rule 10 (gl obal)

rule 11 (eth2)

rule 12 (1l o)

rule 13 (gl obal)

rule 14 (gl obal)

rule 15 (gl obal)

rule 16 (gl obal)

rule 17 (gl obal)

Conpi ling ruleset Policy ipve for 'mangle' table, |Pv6
Conpiling ruleset Policy ipve for 'filter' table, |IPv6
processing 4 rul es

rule Policy ipve 1 (global)

rule Policy ipve 2 (gl obal)

rule Policy_ ipve 3 (global)

Conpi | ed successful ly

Hereisafragment of the generated script. The script usestheip6tablesroutineto load rulesinto the kernel.
The option "Assume firewall is part of any" was turned off in this firewall object so the rule #1 generated
only iptables commands in the INPUT chain.
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# Table "filter', rule set Policy_ipv6

# Policy conpiler errors and war ni ngs:

#

# Rule Policy_ipve 0 (lo)

#

$I P6TABLES -A INPUT -i lo -mstate --state NEW -j ACCEPT
$I P6TABLES -A QUTPUT -0 lo -mstate --state NEW -j ACCEPT
#

# Rule Policy_ipve 1 (gl obal)

#

echo "Rule Policy_ipv6e 1 (global)"

#

$I P6TABLES -A INPUT -p tcp -mtcp --dport 80 -mstate --state NEW -j ACCEPT
$I P6TABLES -A INPUT -p ipv6-icnp -mstate --state NEW -j ACCEPT

#

# Rule Policy_ipve 2 (gl obal)

#

echo "Rule Policy_ipv6e 2 (global)"
#

$| PBTABLES -A QUTPUT -mstate --state NEW -j ACCEPT
$| PETABLES -A FORWARD -s 2001:db8:ffff:ffff::/64 -mstate --state NEW -j ACCEPT
#

# Rule Policy_ipve 3 (gl obal)

#

echo "Rule Policy_ipv6e 3 (global)"

#

$I P6TABLES -N Policy_ipv6_3

$I P6TABLES -A FORWARD -j Policy_ipv6_3

$I P6TABLES -A Policy_ipv6_3 -j LOG --log-level info --log-prefix "RULE 3 -- DENY "
$I P6TABLES -A Policy_ipv6_3 -j DROP

Let'stry to compilethe policy rule set configured asmixed |Pv4+IPv6. Toillustrate, | am using two simple
rules.

Figure 14.55. Mixed | Pv4/I Pv6 Rule Set Parameters

fw / Policy_mix
Source Destination Service Interface Direction  Action Time  Optiol
0 Any Any Any o %Both  WAccept  Any
Any Eitw o http Al BBoth  WAccept  Any

1
Xipv6 any ICMPG

4 3

‘EI Rule set

MName: |Policy_mix

Comment:

@ filter+mangle table

This is combined IPv4 and IPvE rule s +
mangle table

v| Top ruleset

Close

Rule #0 permits everything on the loopback. The loopback interface of the firewall has two addresses:
127.0.0.1/8 and ::1/128. Rule #1 permits HTTP and any ICMPV6 to the firewall. Here is the generated
iptables script for these two rules:
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# | Pv4

# Table 'filter', rule set Policy_mx

# Policy conpiler errors and war ni ngs:

#

# Rule Policy mx 0 (lo)

#

$I PTABLES -A INPUT -i lo -mstate --state NEW -j ACCEPT
$I PTABLES -A QUTPUT -0 lo -mstate --state NEW -j ACCEPT
#

# Rule Policy mx 1 (global)

#

$I PTABLES -A INPUT -p tcp -mtcp --dport 80 -mstate --state NEW -j ACCEPT

# | Pv6

# Table 'filter', rule set Policy_mx

# Policy conpiler errors and war ni ngs:

#

# Rule Policy mx 0 (lo)

#

$I PETABLES -A INPUT -i lo -mstate --state NEW -j ACCEPT
$I PETABLES -A QUTPUT -0 lo -mstate --state NEW -j ACCEPT
#

# Rule Policy mx 1 (global)

#

$I PETABLES -A INPUT -p tcp -mtcp --dport 80 -mstate --state NEW -j ACCEPT
$I PETABLES -A INPUT -p ipv6-icnp -mstate --state NEW -j ACCEPT

The script hastwo parts, onefor |Pv4 and another for |Pv6, generated from the samerule set "Policy_mix".
ThelPv4 part hasonly |Pv4 addresses and services. Therulethat permits|CMPv6 to thefirewall ismissing
in this part of the script because ICMPv6 does not match the address family. The rule that permits HTTP
to the firewall is there, though. The second (IPv6) part of the script both permits HTTP and ICMPv6 to
the firewall.

Note: the rule that matches on an interface (column "Interface” is not "any") will compile for IPv6 only
if thisinterface has IPv6 address.

If the loopback interface of thefirewall did not have an address ::1/128, then the IPv6 part of the generated
script would not have rules permitting anything on loopback (those with "-i 0" and "-010"). This may not
be very obvious and may be confusing at first, but thisbehavior isvery useful during transition from purely
IPv4 network to amix of 1Pv4 and IPv6 when you enable I1Pv6 only on some interfaces but not others.

Finally, let'slook at the generated PF configuration for the same rules in the same mixed policy rule set:
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table <tbl.r9999.d> { 192.0.2.1 , 192.168.1.1 }
table <tbl.rl.dx> { 2001:db8:1:1::1 , 2001:db8:ffff:ffff::1 }

# Rule Policy mix 0 (lo)

#

pass quick on lo inet fromany to any keep state
#

# Rule Policy mx 1 (global)

#

pass in quick inet proto tcp fromany to <tbl.r9999.d> port 80 keep state

# Rule Policy mix 0 (lo)

#

pass quick on lo inet6 fromany to any keep state
#

# Rule Policy mx 1 (global)

#

pass in quick inet6 proto tcp fromany to <tbl.rl.dx> port 80 keep state
pass in quick inet6 proto icnp6 fromany to <tbl.rl.dx> keep state

14.2.18. Using Mixed IPv4+IPv6 Rule Sets to Simplify
Adoption of IPv6

Mixed IPv4/IPv6 rule sets can be especially useful in the configuration of the router's access lists and fire-
wall policies where rules can become rather complicated when |Pv6 is added to an existing | Pv4 network.
Since most firewalls and routers require different syntax for IPv6 ACL and rules, administrator hasto im-
plement second rule set for IPv6, carefully trying to copy existing |Pv4 rulesto preserve general structure
and meaning of the security policy. Things get even more complicated after that because every changein
the policy should now be reflected in two sets of ACL or firewall rules. Keeping these synchronized can
quickly turn into major task that can significantly elevate probability of human error and network outage.
Mixed IPv4+IPv6 rule setsin Firewall Builder help solve this problem.

Lets illustrate this using simplified example of a Cisco router access list configuration that we migrate

from IPv4 only to mixed |Pv4+IPv6. We start with simple two rulesthat use only 1Pv4 address and service
objects:

Figure 14.56. | Pv4 only rule set

Source Destination Service Interface Direction Action
0 Any I‘Eﬂping request Al * Inbound | ¥ Accept
1 Any ﬁinside network 1 If\‘shﬂp BE|FastEthernetod ¥ Inbound  Accept

In this example, the router has just two interfaces, FastEthernet0/0 and FastEthernet0/1, both interfaces
have only |Pv4 addresses when we start. The generated configuration looks like this:

347



Firewall Builder Cookbook

! | Pv4

I Policy conpiler errors and war ni ngs
!
no i p access-list extended fe0 0 in
no i p access-list extended fe0O_1 in

ip access-list extended fe0_0_in
permit icnp any host 192.0.2.1 8
permit icnp any host 192.168.1.1
exit

8

ip access-list extended fe0_1 in
permit icnp any host 192.0.2.1 8
permit icnp any host 192.168.1.1 8
permit tcp any 192.168.1.0 0.0.0.2
exit

55 eq 80

interface FastEthernet0/0

ip access-group fe0 O in in
exit
interface FastEthernet0/1

ip access-group feO 1 in in
exit

Here rule #0 permits ICMP ping requests to the firewall through all interfaces and rule #1 permits http to
internal network through interface FastEthernetO/1 (external), direction inbound. Asthe result, we get two
accesslists"fe0 0 _in" and "fw0_1 in", one for each interface, that reflect these rules.

Suppose we need to add | Pv6 to thisnetwork. To do this, | add I Pv6 addressesto the interfaces of therouter
and create a network object to describe IPv6 internal network. | then add a new 1Pv6 network object to the
rule#1to permit HTTPtointernal net both on IPv4 and IPv6. Rule#0 should al so permit |CMPv6 neighbor
solicitation and advertisement messages, as well as ICMPv6 ping since it is different from IPv4 ICMP
ping. Lets permit any ICMPV6 to the internal network as well. I'll just add 1Pv6 objects to existing rules,
mark rule set as"Mixed |Pv4 and IPv6" and let the program sort it out. Here is how the updated rules look:

Figure 14.57. Mixed | Pv4/I Pv6 Rule Set

ios-2 / Policy
Source Destination Service Interface Direction Action
any Eios2 £ ipv6 nsighbrsol Al * Inbound & Accept

Eﬂipvﬁ neighbradv
Ewipvﬁ ping request
IEQ; .
gMping request
Any @Iocal ipvG net I,“hﬂp B FastEthernetost ¥ Inbound | & Accept
E,ﬁinside network 1 f}fipvs any ICMP&

Now therouter has the same two interfaces, FastEthernet0/0 and FastEthernet0/1, but both interfaces have
IPv4 and | Pv6 addresses. Hereis the result:
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! | Pv4

I Policy conpiler errors and war ni ngs
!
no i p access-list extended fe0 0 in
no i p access-list extended fe0O_1 in

ip access-list extended fe0_0_in
permit icnp any host 192.0.2.1 8
permit icnp any host 192.168.1.1 8
exit

ip access-list extended fe0_1 in
permit icnp any host 192.0.2.1 8
permit icnp any host 192.168.1.1 8
permit tcp any 192.168.1.0 0.0.0.2
exit

55 eq 80

interface FastEthernet0/0

ip access-group fe0 O in in
exit
interface FastEthernet0/1

ip access-group feO 1 in in
exit

! | Pv6

I Policy conpiler errors and war ni ngs
!
no i pvé access-list ipve fe0 0_in
no i pvé access-list ipve fe0 1 in

i pv6 access-list ipv6 feO O _in
permit icnp any host 2001: db8: ;11 135
permit icnp any host 2001: db8: ;11 136
permit icnp any host 2001:db8:1:1::1 128
permit icnp any host 2001:db8:ffff:ffff::1 135
permit icnp any host 2001:db8:ffff:ffff::1 136
permit icnp any host 2001:db8:ffff:ffff::1 128

exit

=2
[

i pv6 access-list ipv6 fe0 1 in
permit icnp any host 2001: db8 1 135
permit icnp any host 2001: db8 1 136
permit icnp any host 2001:db8:1:1::1 128
permit icnp any host 2001:db8:ffff:ffff::1 135
permit icnp any host 2001:db8:ffff:ffff::1 136
permit icnp any host 2001:db8:ffff:ffff::1 128
permit tcp any 2001:db8:ffff:ffff::/64 eq 80
permit icnp any 2001:db8:ffff:ffff::/64

exit

B
B

interface FastEthernet0/0

ipve traffic-filter ipv6é _fe0 O _in in
exit
interface FastEthernet0/1

ipve traffic-filter ipve fe0 1 in in
exit

The 1Pv4 part looks exactly the same as before, but we also have additional 1Pv6 access lists. For 1Pv6,
rule #1 permits ICMPv6 neighbor solicitation, neighbor advertisement, and |Pv6 ping request messages
to the firewall through all interfaces, direction inbound, and rule #1 permits HTTP and all ICMPv6 to
the internal network through FastEthernet0/1, inbound. Generated |Pv6 access lists "ipv6_fe0 0 in" and
"ipv6_fe0 1 in" reflect this. ACL ipv6_fe0_0 in permitsicmp types 128, 135 and 136 to | Pv6 addresses
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that belong to the firewall and ACL ipv6_feQ 1 in permits the same ICMP messages to the firewall, plus
TCP port 80 and any IPv6 ICMP to the internal 1Pv6 network.

The program automatically separated 1Pv4 and | Pv6 objects and created two sets of access liststo imple-
ment policiesfor both addressfamilies. Thissimplifies adoption of I Pv6 into existing network because you
don't have to reimplement access lists and firewall ruleswritten for IPv4 again and then maintain two rule
sets coordinated asyou make changes. Instead, the structure of existing policy rule setispreserved, you just
add |1Pv6 objects to the same rules and the program generates both 1Pv4 and IPv6 configurations from it.

14.2.19. Running Multiple Services on the Same Machine
on Different Virtual Addresses and Different Ports

Here is an example of how Firewall Builder can be used to build afirewall protecting a server. Suppose
we run severa secure web servers on the same machine and use virtual |P addresses to be able to supply
different certificates for each one.

In addition, we run the webmin service on the same machine that we use to manage it. We need to permit
access on protocol HTTPS to virtual addresses web servers are using from anywhere, and limited access
to the webmin port on a specific address.

Here isthe firewall object:

Figure 14.58. Firewall Object with Multiple Services

-1 i User 2]
-1 o3 Firewalls
- % server*
- ] txp0 (ext)
P fxp0-ipt
P fxp0-ip2
P fxp0-ip3
P fxp0-ip4
+ [ 1o [ ext)
B Policy
B NAT
B Rnutinn

(a]

Here are the policy rules:
Figure 14.59. Policy Rules

Source Destination Service Interface Direction Action Time Options

0 TR AN P xp0-pt gPwebmin Al B v Any
- ) I
Any 1P fxp0-ip2 i htips ar % v Any
1 iP txp0-ip3
iP fxp0-ip4
2 Any | Any Any Al % [ Any |5

Access to the webmin service is only permitted from the local network, while access to the secure web
servers running on virtual addresses fxp0-ipl, fxp0-ip2 and fxp0-ip3 is permitted from anywhere.

The following screenshot illustrates how the TCP service object webmin is created.
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Figure 14.60. webmin object

TEPYTCP Service
o
- Source Port Range Comment:
Name: |webmin
Fagss U A P R S F EHC‘ZD
Mask: Destination Port Range
Settings: Start:| 10000

Established

End:| 10000

The webmin service uses port 10000, so we put this port number in both the beginning and end of the des-
tination port range. We do not need to do any inspection of the TCP flags and leave all of them unchecked
in this object.

14.2.20. Using a Firewall as the DHCP and DNS Server
for the Local Net

It is often convenient to use a firewall as a DHCP and DNS server for the local net, especialy in small
installations like that in ahome office. It is not really difficult, but building rules properly requires under-
standing of how DHCP and DNS work.

The following combination of rules permits machines on the local net to use the firewall as DHCP server:

Figure 14.61. Ruleswith DHCP

Source Destination = Service Interface Direction Action Time Optic

0 any  Ew Any Al % v Any
fEbmadcast

J Etw | Any &oHer . Al % v Any

2 Any | Any &ouce Al % @ Any | =

Thefirst rule permitstwo types of DHCP requests: theiinitial discovery request that is sent to the broadcast
address 255.255.255.255 and the renewal request that is sent to the firewall's address. The address range
object "broadcast" can be found in the Standard objects tree, under Objects/Address Ranges; this object
defines broadcast address 255.255.255.255. The second rule in the pair permits DHCP replies sent by the
firewall. The Service object "DHCP" can be found in the "Standard" objects tree, under Services/Groups.

We could make these rules more narrow if we used the internal interface of the firewall in place of the
firewall object. Assuming interface ethO is connected to the internal net, the rules would look like this:

Figure 14.62. Ruleswith DHCP Using a Firewall I nterface

Source Destination Service Interface Direction Action Time Opti

0 Any Betho &Zouer Al % v Any
EE broadcast
1 Beletho | Any once Al % v Any

To permit the local network to use the firewall as a DNS server, we need to permit DNS queries directed
tothefirewall, DNSreplies sent by the firewall, DNS queries sent by the firewall to servers on the Internet
and replies sent back to it. The following pair of rules does just that:
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Figure 14.63. Ruleswith DNS

2 Stw Any &onNs | Al R ¥ Any
3 any B ALDNS Al % v Any

The service object group object DNS can be found in the " Standard” objects tree, under Services/Groups.
Thisgroup consists of both the UDP object domain and TCP object domain. Both objects define destination
port 53 and ignore source port. Since we do not specify the source port, these objects match both queries
sent by the domain name server (source port is 53) and the resolver on the workstations on the local net
(source port is >1024). We need to use objects representing both UDP and TCP protocols because DNS
falls back to TCP if the answer for the query istoo big and won't fit in the standard UDP datagram. DNS
zone transfers also use the TCP protocol.

14.2.21. Controlling Outgoing Connections from the Fire-

wall

This example shows the rule that permits only certain types of outgoing connections. To permit outgoing
web access but nothing else, we put the firewall object in Source and the corresponding service object
in Service:

Figure 14.64. HTTP-Only

Source Destination Service Interface Direction Action Time Options
0 S Any ntp | Al B v Any
1 Any | Any Any ar % @ Any ]

Rule #1 blocking packets going from any source to any destination also blocks packet originating on the
firewall (provided option "Assume firewall is part of any" is on). The combination of these two rules
permits only outgoing HTTP connections from the firewall and nothing else.

Although we permit outgoing HT TP connections here, we should probably permit outgoing DNS queries
aswell. The browser running on this machine would not be able to connect to aweb siteif it cannot resolve
the name via DNS. Here is the corrected policy:

Figure 14.65. HTTP and DNS

Source Destination Service Interface Direction Action Time Options (

0 S Any onttp Al R ~ Any
ALDNS
1 Any | Any Any Al % @ Any |5

The DNS service object, which includes both the UDP and TCP versions, can be found in the " Standard"
tree under Services/Groups.

We may also want to permit protocols used for troubleshooting, such as ping. In order to permit it, we just
add ICMP Service object "ping request” to the list of services permitted by rule #0:

Figure 14.66. HTTP, DNS, and Ping

Source Destination Service Interface Direction Action Time Options
et Any i htp a % v Any
0 &DNS
'c':,?fping request
1 Any | Any Any Al % @ Any |
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Note

In Firewall Builder, a firewall object represents any machine that runs firewall software. This
is not necessarily a dedicated firewall protecting a local network, but may actually be a server
or alaptop. For example, rules permitting HTTP to the dedicated firewall machine may not be
very practical because running the web server on it would be risky, but if the firewall object
represents aweb server with iptables or ipfilter running on it, such rules make perfect sense. The
rule permitting outbound HT TP access from the firewall machine explained in this example can
be used as a part of the policy protecting alaptop or a workstation.

14.2.22. Branching rules

Many firewall platforms support mechanisms by which control can be passed from one group of rulesto
another, much like in programming languages control can be passed to a subroutine. The rule set that gets
control in such operation can then make final decision about the packet and accept or deny it, or it can
return control back to the rule set that was running before. Firewall Builder provides the same mechanism
using abranching action that iscalled " Chain" for iptablesfirewallsand " Anchor" for PF firewallsto reuse
the familiar names from iptables and pf, respectively.

Note

Platform-specific action names "Chain" and "Anchor" will disappear in Firewall Builder v4.0.
The name of the action that creates a branch in the rule set processing sequence will be just
"Branch" regardless of the chosen target firewall platform.

Branching rules can be used to create optimized rule sets or to improve readability or both. Consider the
example shown in the following screenshot:

Figure 14.67. A Firewall Object with Two Poalicy Rule Sets

- iy User
Et- [ Firewalls
B

] eth
-] eth2 [ ext)
-5 lo

=

B rate_limit

Firewall fw2 has two rule sets: "Policy” and "rate_limit". | am going to demonstrate how the second rule
set can be used to rate limit packets that match different rulesin the main rule set "Policy".

Note

Figure 14.52 demonstrated how to add policy rule set object to the firewall.

Let's create a rule to match ssh sessions to the firewall and instead of accepting or dropping them right
away, pass control to the rule set "rate_limit" that will accept them only if they are not opened too fast.
First, create this rule and choose action "Chain", then double-click the action and drag rule set object
"rate_limit" into the well in the action dialog as shown in the screenshot:
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Figure 14.68. A Rule with Action " Chain"
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‘uBranchfwﬂm & Reject
EE Accounting
R Palicy ruleset object: % Queue
- @ Mark
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g rate_limit
28 &% Custom
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Now we can configurerate limiting rule in the "rate_limit" rule set. | am going to use the iptables module
"hashlimit" to configure rather sophisticated rate-limiting. When | recreate the same examplefor PF bel ow,

the options will ook different.

Figure 14.69. Rate limiting rule

fw2 / rate_limit

Source Destination Service Interface Direction  Action Time Options Comment

0 Any  Any Any Al BBoth  WAccept  any &
%

‘(///mmoucynulam
General \/ Logging \/ limit\, /" connlimit}, /" hashlimit
Madule hashlimit Name:[

On some older systems this module has name ‘dstlimit'. Check here if you need to use this name.

Rate: Burst. _ﬂ Mode: |v| Src dst Sy dsf

Options below control size of the hash table and expiration time. They will be omitted from the generated script if setto zero.

htable-size: htable-max: _ﬂ htable-expire: ] htable-gcinterval: _ﬂ

Here isthe iptables script generated by the program for these rules:
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# Rule O (gl obal)

#

$I PTABLES -N rate_limt

$I PTABLES -A INPUT -p tcp -mtcp --dport 22 -j rate_limt
# Table 'filter', rule set rate_ limt

#

# Rule rate limt O (global)

#

$I PTABLES -A rate_ limt -mstate --state NEW \
-mhashlimt --hashlimt 5/ mnute --hashlimt-node srcip \
--hashlimt-nane htable rule_ 0 -j ACCEPT

Those familiar with iptables will notice that Firewall Builder created user-defined chain with the name of
the second rule set ("rate_limit") and used "-j" option to pass control to it from the top-level rule.

Branching from a single rule is not very interesting. | could just use the same options with the rule #0 in
the top level Policy rule set and get the same result, except instead of the user defined chain "rate_limit"
this all would have been done in the same iptables command. However branching to a dedicated rule set
becomes more useful if | want to use the same rate limiting to control access to several servers behind the
firewall on entirely different protocols. Here is new example:

Figure 14.70. Several rules branching to thesamerule set "rate_limit"

fw2 / Policy
Source Destination Service Interface Direction Action Time Options Comment
0 any S hssh Al ®inbound  [1Branch rate_limit  any
1 Any gr“lail server I,“smtp All ‘%BOth LA Branch rate_limit Any
2 Any gweb sarver I_“nnp All ‘%Both A Branch rate_limit Any

Here is how generated iptables script looks like:

Table '"filter', rule set Policy

#
#
# Rule O (gl obal)

H

$I PTABLES -N rate_limt

$I PTABLES -A INPUT -p tcp -mtcp --dport 22 -j rate_limt

Z Rul e 1 (gl obal)

zl PTABLES -A FORMRD -p tcp -mtcp -d 192.168.1.100 --dport 25 -j rate_limt
Z Rul e 2 (gl obal)

zl PTABLES -A FORMRD -p tcp -mtcp -d 192.168.1.200 --dport 80 -j rate_ limt

# Table "filter', rule set rate_limt
#

# Rule rate_limt O (global)

#

$I PTABLES -Arate limt -mstate --state NEW \
-mhashlimt --hashlimt 5/ mnute --hashlimt-node srcip \
--hashlimt-nane htable rule_0 -j ACCEPT
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Here are three iptables rules that match different addresses and services but pass control to the same chain
"rate_limit". Now if | need to tune my rate-limiting parametersfor all destinations, | can do it in one place
instead of three.

Therule#0inthe "rate_limit" rule set matches packets only if they come at the rate no more than five per
minute per source | P address. Packets that match these criteriawill be accepted, but those that don't will
not match the rule. Since thisrule is the last in the branch rule set, control will return to the top level and
firewall will continue examining the packet with rules below the one that passed control to "rate_limit" rule
set. Eventually it may hitthe"catch all" rule and get dropped, but more complex policiesmay do something
else with these packets such astry different rate-limiting criteria or mark them for traffic shaping.

An action that createsabranch isavailablein Firewall Builder only if the target firewall platform provides
some kind of mechanism to support it. In iptables it is user-defined chains, in PF it is anchors. Unfortu-
nately, branching can not be implemented in Cisco 10S access lists and PIX. Let's try to recompile the
same rules for PF. First, we'll need to change rate limiting parameters because its implementation in PF
isdifferent from that in iptables.

Figure 14.71. Rate-Limiting Rule for PF

fw2-pf / rate_limit

Source Destination Service Interface Direction  Action  Options Comment

0 Any  Any Any | Al BBoth ¥ Accept &

 tw2-pt / PolicyRule / 0

[ General\ { Logging™\/ Tracking \, /" Limits'\ / TGP\

Maximum number of concurrent states this rule may create. Unlimited if set to zero (option 'max’). |0 =

Maximum number of simultaneous TCP connections that a single host can make (max-src-conn): |10 :

The limit of new connections over a time interval (max-src-conn-rate): 5 : /60 : sec
overload table: flush global

| am using the same three rules in the main policy to rate-limit connections to the firewall itself and two
serversbehind it. The generated PF config is split so that main policy rulesarein the file "fw2-pf.conf" and
rulesfor theruleset "rate_limit" arein thefile"fw2-pf-rate_limit.conf". When configuration with multiple
rule sets is compiled for PF, each new branch rule set has its own separate file with the name composed
from the name of the firewall object and the name of the rule set object.

File fw2-pf.conf:
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# Tables: (1)
table <tbl.r9999.d> { 192.0.2.1 , 192.168.1.1 }

# Policy conpiler errors and war ni ngs:

z Rule 0 (gl obal)

znchor rate limt in inet proto tcp fromany to <tbl.r9999.d> port 22
z Rule 1 (global)

znchor rate limt inet proto tcp fromany to 192.168.1.100 port 25

z Rule 2 (gl obal)

#

anchor rate limt inet proto tcp fromany to 192.168.1.200 port 80

File fw2-pf-rate_limit.conf:

# Tables: (0)

# Policy conpiler errors and war ni ngs:

z Rule rate limt O (global)

ﬁass quick inet fromany to any keep state ( max-src-conn 10, nax-src-conn-rate 5/6

Firewall Builder also generates a shell script to load these rules. The script isin the file with the name the
same as the name of the firewall, with extension ".fw":

Hereisthe code that loads rulesin the file fw2-pf.fw:

$PFCTL -f ${FWDI R}/fw2-pf.conf || exit 1
$PFCTL -a rate_|limt -f ${FWIR}/fw2-pf-rate_|imt.conf || exit 1

Rules from the file "fw2-pf-rate_limit.conf" are loaded into anchor "rate_limit".

14.2.23. Using branch rule set with external script that
adds rules "on the fly" to prevent ssh scanning attacks

Branch rule sets created in the Firewall Builder GUI get translated into user-defined chains (iptables) or
anchors (pf) in the generated configuration. It is not required however that you put any rulesin this branch
rule set. If it isleft empty, it won't make packet checks and return back to the top level rule that called it
right away. Such an empty rule set can be very useful if you populate it with rules using some externa
script after firewall policy has been loaded. In the following example | use thisideato add firewall policy
rules dynamically to block SSH scanners. The goal isto build policy rules to do the following:

1. Always permit SSH from the internal network to the firewall. Our algorithm for identification of SSH
scanners is based on the log records of failed login attempts, so it isimportant to have arule to permit
SSH from inside. Without this rule, if the administrator made a typo entering the password, this could
trigger the next rule for the source address they tried to connect from and block them.
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2. If the source IP address of the SSH client that tries to connect was identified as an SSH scanner, block
connection

3. Permit all other SSH connections from all sources.
Thispolicy israther permissive but it can easily be modified to suite more strict security requirements.

| start with an existing firewall policy. The rules | am going to add to block SSH scans do not depend on
other rulesin the policy. First, | create anew policy rule set with name"block _ssh". Thisrule setisnot the
"top rule set", so generated iptables rules will be placed in the chain "block_ssh". | do not add any rules
here. Rules will be added to this chain by an external script.

Figure 14.72. Creating a " block_ssh" Rule Set

<: | [ |82 User = fw3 /block_ssh

..E__::_.m.pf* - Source Destination Service Interface Direction Action Time Options
= w3*
& g eth

B NAT ‘El Rule set

L jos* Name: |block_ssh

Comn

= ios-2°

S Iphw”

= linux-dynamic *

2 linux-static-with-dmz *
pi*

(- g en0 ( ext) Top ruleset
- ent -

@ filter+mangle table

This is IPv4 rule set

L3

i B O e OO e B e B e

mangle table

R R U

{1t

Create rule #0 in the main policy to permit SSH to the firewall from internal network, then another one
wherethe destination thefirewall itself, the serviceis"ssh", thedirection " Inbound" and actionis"Branch".
Open the action in the editor by double-clicking it, then drag the object representing rule set "block_ssh”
into the well in the action editor panel. Theideaisto first permit SSH to the firewall from the internal net
(rule #0), but for attempts to connect to the firewall on the SSH port from other sources pass control to
chain "block_ssh". If that chain does not block the SSH session, the next rule #2 permitsit.

Figure 14.73. Setting the" Chain™ Action

fw3 / Policy
Source Destination Service Interface Direction Action Tir
0 Wdinside network 1 5w |elssh Al ¥ Inbound i Accept ’
! Any Ews  |éhssn  an ®inoound [0 ;
2 Any Ews  |issn Al ®inbound o Accept ’

‘ ' Branch fw3 /1

Palicy rulesat object:

=

block_ssh

In addition to filter, create branching rule in ‘mangle’ table as well
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Here iswhat the iptables commands generated for rules 0-2 look like. Note that although the script creates
the chain "block_ssh", it does not put any rulesiniit.

# Table 'filter', rule set Policy
# Policy conpiler errors and war ni ngs

#

# Rule O (gl obal)

#

$I PTABLES -A INPUT -p tcp -mtcp -s 192.168.1.0/24 \
--dport 22 -mstate --state NEW -j ACCEPT

#

# Rule 1 (gl obal)

#

$I PTABLES - N bl ock_ssh

$I PTABLES -A INPUT -p tcp -mtcp --dport 22 -j block_ssh
#

# Rule 2 (gl obal)

#

$I PTABLES -A INPUT -p tcp -mtcp --dport 22 -mstate --state NEW -j ACCEPT

| am using swatch to watch the log and add iptables rules with addresses of scanners to the chain
"block_ssh". The screen shot below shows the contents of the swatch configuration file /root/.swatchrc.
This configuration makes swatch detect log lines added by SSH when an attempt is made to log in using
an invalid user account or invalid password. Swatch then runs script /root/swatch/block_ssh_scanner.sh.

# cat /root/.swatchrc

wat chf or /sshd\[\d+\]: Failed password for invalid user (\S+) from (\S+)/
echo bol d
exec "/root/swatch/bl ock_ssh_scanner.sh $2"

wat chf or /sshd\[\d+\]: Failed password for (\S+) from (\S+)/
echo bol d
exec "/root/swatch/bl ock_ssh_scanner.sh $2"

wat chf or /sshd\[\d+\]: Did not receive identification string from (\S+)/
echo bol d
exec "/root/swatch/bl ock_ssh_scanner.sh $1"

wat chf or /sshd\[\d+\]: Invalid user (\S+) from (\S+)/
echo bol d
exec "/root/swatch/ bl ock_ssh_scanner.sh $2"

Thefollowing script adds an iptables rule to chain "block_ssh" and also adds the address of the scanner to
the file /root/swatch/ssh_scan addresses to avoid duplications in the future.

# cat /root/swatch/bl ock_ssh_scanner. sh
#!/ bi n/ sh

addr =$1
test -z "$addr" &% exit 1
grep $addr /root/swatch/ssh_scan_addresses &% exit O

cnd="i pt abl es - A bl ock_ssh -s $addr -j DROP"
echo "$cmd" >> /root/swatch/ssh_scan_addresses
$cnd
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Here is the command line you can use to start the swatch daemon. Add this command to the /etc/rc.d/
rc.local script to start it when you reboot your machine.

[ usr/bin/swatch --daenon --tail-file=/var/log/secure --use-cpan-file-tail </dev/null &

This method of blocking SSH scan attacks is effective but might be too "sharp”. It will block access from
legitimate machines outside your network as soon as you mistype your password even once. This can be
dangerous because you'll block yourself until you either restart the firewall or remove the blocked address
from iptables rules in chain "block_ssh”. SSH access to the firewall from the internal network is always
permitted because of the rule #0, so this setup will not cut you off the firewall completely. Using SSH

keys for authentication instead of the password when you log in from outside is a good way to avoid this
problem.

Note

This example wasintended to demonstrate how abranch rule set can be used in combination with
external script that populates rule set. There are better ways to block SSH scanners, for example
using theiptables module"recent” which solves aproblem of blocking legitimate client addresses
after a user mistypes the password. Module "recent” can block an address for alimited period of
time, which should be enough for the SSH scanner to time out and go away, yet the user who
mistyped their password will be able to log in again some time later. The shell script that adds
iptables commands to the chain "block_ssh" or addresses to the modul e recent table can also be
improved to only add them after they appear in the SSH log afew timesto avoid blocking client
addresses after single error entering password.

14.2.24. A Different Method for Preventing SSH Scanning
Attacks: Using a Custom Service Object with the ipta-
bles Module "recent”

The method described in the previous section has a problem in that it permanently blocks access from any

client when user mistypes their password severa times. It is better to block access temporarily instead of
permanently. The iptables module "recent” provides away to do just that.

In this example, | only use the basic features of the "recent” module you can find
more information about the available options for this module a the netfilter How-To
page. http://netfilter.org/documentation/HOWTO/netfilter-extensions-HOWTO-3.html#ss3.16 [http://
netfilter.org/documentation/HOWT O/netfilter-extensions-HOWTO-3.html#ss3.16]

To use thismodule, | create the following custom service object (see Section 5.3.6):
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Figure 14.74. Custom Service Object Used to Define Parameters for the iptables
Module " recent"

J User § Services [ Custom / recent 10 min

o
EL Ll L Comment:
a "’; Name: recent 10 min

i— TP
9 Platform: [iptables - l
c

Code String: -m recent --rcheck --seconds 600
5

p-

= Protocol Name: [any v]
Address Family: @ IPv4 IPvE

Help

This module matches packets that have source addressthat ison thelist of the module and was seen within
the last 600 seconds. Now we can use thismodulein arule:

Figure 14.75. Policy Rules Using the Custom Service Object " recent 10 min"

Source Destination  Service Interface Direction Action Time  Options Comment
.m Any Batest a4 recent 10 min All +* " ] any &
1 any Baytest “hssh All * (7] Any

These two rules tranglate into the following iptables script:

# Rule O (gl obal)

#

echo "Rule 0 (gl obal)"

#

$I PTABLES - N RULE O

$I PTABLES -A INPUT -mrecent --rcheck --seconds 600 -j RULE O
$I PTABLES -A RULE 0 -j LOG --log-level info --log-prefix "RULE O -- DENY "
$I PTABLES -A RULE 0 -j DROP

#

# Rule 1 (gl obal)

#

echo "Rule 1 (gl obal)"

#

$I PTABLES -A INPUT -p tcp -mtcp --dport 22 -mstate --state NEW -j ACCEPT
#

Rule 0 blocks any packets that match module "recent,” that is, that have source address that is on the
modul€e's list and were seen within last 10 minutes. Rule #1 simply permits SSH to the firewall. If every-
thing goes well, no addresses should be on the module recent list, which means rule #0 does not match
any packets and SSH access to the firewall is permitted by rule #1. However if any addressis placed on
the list of the module recent, rule #0 will block access to the firewall from that address for 10 min.

To place addresses of the attacking bots on the list | am using swatch just like in the previous chapter. The
configuration file /root/.swatchrc looks like this:

361




Firewall Builder Cookbook

# cat /root/.swatchrc

wat chfor /sshd\[\d+\]: Failed password for invalid user (\S+) from (\S+)/
echo bol d
exec "/root/swatch/bl ock_ssh_scanner.sh $2"

wat chfor /sshd\[\d+\]: Failed password for (\S+) from (\S+)/
echo bol d
exec "/root/swatch/bl ock_ssh_scanner.sh $2"

wat chfor /sshd\[\d+\]: Did not receive identification string from (\S+)/
echo bol d
exec "/root/swatch/bl ock_ssh_scanner.sh $1"

wat chfor /sshd\[\d+\]: Invalid user (\S+) from (\S+)/
echo bol d
exec "/root/swatch/bl ock_ssh_scanner.sh $2"

When swatch finds log entry that signals a potential SSH scan attack, it calls the script /root/swatch/
block _ssh_scanner.sh:

#! / bi n/ sh

addr =$1

ADDRDB="/r oot / swat ch/ ssh_scan_addr esses"
test -f $ADDRDB || touch $ADDRDB

echo $addr >> $ADDRDB

# take last 10 entries fromthe list, sort and count them then

# use addresses that appear 3 or nore tines. This neans we'll bl ock
# clients that nake 3 mistakes for a short interval of tine.
#

tail -10 $ADDRDB | sort | unig -c | awk '$1>3 { print $2;}' | while read a
do

echo "+$a" > /proc/net/xt_recent/DEFAULT
done

This script finds addresses that tried wrong password or non-existent user accounts three or more times
and addsthemto thelist "DEFAULT" of the module recent. If such addresstriesto connect to the firewall
one more time, it will be blocked by the rule #0 in the policy. However if they try 10 minutes later, they
will be allowed to connect. This meansif | mistype my password three times and get blocked, | can till
log in 10 minutes later.

Finally, to start swatch and bring thisall in motion, | use the following command:

nohup /usr/bin/swatch --daenon --pid-file=$PID_FILE --tail-file=/var/log/auth.|og \
--use-cpan-file-tail < /dev/null &

Swatch should monitor log file /var/log/auth.log on Debian and Ubuntu or /var/log/secure on RedHat,
Fedora and other similar systems.
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14.2.25. Using an Address Table Object to Block Access
from Large Lists of IP Addresses

This section demonstrates how address blocks registered to whole countries can be bl ocked by the iptables
or pf firewall. Firewall Builder makes generating configuration for thissimple. Thisrecipefollowstheidea
outlined in the HOWTO found on HowtoForge at http://www.howtoforge.com/blocking-i p-addresses-of -
any-country-with-iptablesandin thisblog: http://blogama.org/node/62. The original HOWTO only applies
to iptables but this recipe demonstrates how the same objectsin Firewall Builder can be used to generate
both iptables and PF configurations.

The blocking method described in the original HOWTO and in this recipe becomes possible because of
the service provided by http://blogama.org where they make files with lists of 1P addresses registered to
different countries available for download using URL s such as

http:// bl ogama. or g/ country_query. php?count r y=CCODE1, CCCDE2, . . .

Here CCODE1, CCODEZ2 and so on are 1SO 3166 country codes.

We start with creating Address Table object (See Section 5.2.14) with name "blocklist":

Figure 14.76. Address Table Object Using the File" /tmp/iptables-blocklist.txt"

E I
- 3 Objects |E Address Table
[ Address Ranges
- [[3 Address Tables Name:| blocklist Gomment:
| Dblocklist
[3 Addresses Compile Time @ Run Time
i DNS Names File name:
Groups
g Hostf mp/iptables-blocklist.txt
8 [ WIS Browse Preview
+- [ Serices
g Time
i_—l Close

Since the object is configured as "run-time", the Firewall Builder policy compiler generates configuration
in a such way that addresses will be read at the time when policy is activated on the firewall machine.
This can be achieved in different ways, for example for the iptables compiler generates shell script frag-
ment that reads addresses, or if the firewall supports iptables module "ipset", generated script will use it
(Section 5.2.14.1). For PF, the generated configuration uses table which is loaded at run time using "file"
option. You do not have to recompile policy if you use "Run time" Address Table object every time the
list of 1P addresses is updated. If generated script uses the ipset module with iptables or tables with PF,
you only need to run the command on the firewall to reload addresses in the tables maintained by ipset or
PF in memory. If the generated firewall uses a shell script that reads the file, asis the case with iptables
firewall that does not have the module ipset, then the same script needs to be re-run to pick up changes.

Now we can use this object in the policy rules. To follow original HOWTO closely, | am added rules
to control packets coming from the addresses in the list to the firewall, as well as packets going from
the firewall to addresses in the list. My goal in this recipe was to reproduce rules found in the original
HOWTO as close as possible.
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Figure 14.77. Policy Rules Using an Address Table Object

1 iﬁblocklist _r—‘ guardian Any All @ ' Any

2 _r—‘ guardian Any All @ . Any

In the rule #1 address table object is in source, the firewall object is in destination, the direction is "in-
bound", and the action is "deny". This rule matches and drops packets coming from the addresses in the
list to the firewall. The second rule reverses source and destination and makes direction "outbound" to
match packets sent by the firewall to addressesin the list.

Here is how the generated commands look like for the iptables firewall without module "ipset":

# Rule 1 (gl obal)
#
echo "Rule 1 (gl obal)"
#
grep -Ev "A# M | M s*$' /tnp/iptabl es-blocklist.txt | while read L ; do
set $L; at bl ocklist=$1; $IPTABLES -A INPUT -i + -s $at_blocklist -j DROP
done
#
# Rule 2 (gl obal)
#
echo "Rule 2 (gl obal)"
#
grep -Ev "A# M| Ms*$' [tnp/iptabl es-blocklist.txt | while read L ; do
set $L; at_ bl ocklist=$1; $IPTABLES -A QUTPUT -0 + -d $at_bl ocklist -j DROP
done

A few comments. The script generated by Firewall Builder assumes comments in the file that holds IP
addresses can start with the characters'#, ;' or **'. It also expects the file to hold one address per line and
anything after the address on any line is assumed to be a comment too. This format is slightly expanded
compared to the format of files produced by blogama.org which makes script commands slightly more
complex. It isalso possible that generated script can be somewhat optimized.

If the firewall supports the module ipset (See Section 5.2.14.1 for more details about that), the generated
iptables commands look like this:

# Rule O (gl obal)

#

echo "Rule 0 (gl obal)"

#

$I PTABLES -A INPUT -m set --set blocklist src -j DROP
#

# Rule 1 (gl obal)

#

echo "Rule 1 (gl obal)"

#

$l PTABLES -A QUTPUT -m set --set blocklist dst -j DROP
#

14.2.25.1. Generating Configuration for a PF Firewall Using the
Same Firewall Builder Objects

Here is how exactly the same set of objects can be used to generate configuration for a PF firewall doing
the same thing. First, we need to change firewall platform and host OSin the firewall object:
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Figure 14.78. Switching the Firewall to the PF Platform
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Now save the file and recompile configuration. Here is the result for PF (only relevant fragments of the
generated .conf file are shown):

tabl e <bl ocklist> persist file "/tnp/iptabl es-bl ocklist.txt"

table <tbl.r9999.d> { 192.0.2.1 , 172.16.22.1 , 192.168.2.1 }

#

# Rule 1 (gl obal)

#

#

bl ock in quick inet from<blocklist> to <tbl.r9999.d> |I|abel "RULE 1 -- DROP "
#

# Rule 2 (global)

#

#

bl ock out quick inet from<tbl.r9999.d> to <blocklist> |abel "RULE 2 -- DROP "
#

The compiler created the table <blocklist> and associated it with the file "/tmp/iptables-blocklist.txt".
(Pardon the name of thefile, it carried over from theiptablesexample). Thetable <thl.r9999.d> wascreated
because compiler needed to put severa ip addresses that belong to the firewall in this configuration in a
singlerule. In the end, this PF configuration performs the same operation as i ptabl es configuration shown
above.

Finally, to make thiswork and do something useful, we need to downl oad the addresses of the countrieswe
want to block and put them in the file "/tmp/iptables-blocklist.txt". As the author of the originadl HOWTO
suggests in http://blogama.org/node/62 this can be done with wget. A simple script like this does the job:

COUNTRI ES=" AK, AR"
wget -c --output-docunent=/tnp/iptabl es-bl ocklist.txt \
http://bl ogama. or g/ country_query. php?count r y=3COUNTRI ES

This command should probably be put in a script which should run from cron once a month or so. The
same script should aso reload ip addresses in PF table or ipset list after it updates the address table file
to make sure firewall picks up the change. To reload |P addresses from the file on the iptables with ipset
module, run the script with command line option "reload_address table":

letc/fw firewall.sh rel oad_address_table bl ocklist /etc/fw blocklist _file.txt
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To reload | P addresses on the PF firewall, use the command

pfctl -t blockist

If thefirewall you use runsiptables and does not support module ipset, you just need to re-run the firewall
script to update the rules with new ip addresses.

14.3. Examples of NAT Rules
14.3.1. "1-1" NAT

The examples above were "hiding” multiple internal addresses behind just one external address. We had a
whole network (potentially 254 hosts) use the same external addressto accessthe Internet. Sometimesitis
necessary to do translation where each internal host has a dedicated corresponding address on the outside.
Thisisoften called "1-1" NAT. Hereis how thisis donein Firewall Builder when awhole network of the
same dimension is available on the outside:

Figure 14.79.
Original Src Original Dst Original Srv Translated Src  Translated Dst Translated Srv
0 Einternal nst Any Any Text net Criginal Criginal

Network object ext net defines network "192.0.2.0/24", which isthe same size asthe internal network (this
isahypothetical example). Hereis iptables command produced for thisrule:

# Rule 0 (NAT)
#
$I PTABLES -t nat -A POSTROUTING -s 172.16.22.0/24 -j NETMAP --to 192.0.2.0/24

NETMAP target maps a whole network of addresses onto another network of addresses.

In PF the following "nat" command is used:

# Rule 0O (NAT)
#
nat proto {tcp udp icnp} from 172.16.22.0/24 to any -> 192.0.2.0/24

For PIX, Firewall Builder generates a"global" address pool the size of the 192.0.2.0/24 network:

! Rule 0O (NAT)

!

gl obal (outside) 1 192.0.2.0 netmask 255.255. 255.0

access-|ist id54756X30286.0 permt ip 172.16.22.0 255.255.255.0 any
nat (inside) 1 access-list id54756X30286.0 tcp 0 O
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14.3.2. "No NAT" Rules

Sometimes a firewall that is doing NAT should skip translation for some pairs of source and destination
addresses. One examplewhen thisis necessary iswhen you have DM Z segment that uses private addresses,
so0 you need to use NAT to provide access to serversin DMZ from outside, but no NAT is needed for
access to the same servers from internal network. Here is how it looks:

Figure 14.80.

S tw
- | etho [ ext)
Ip fw-1:ethO:ip
- g etht
IP fw-1:ethi:ip
P fw-1:ethi:ip6
- EE| eth2 [ ext)
Ip fw-1:eth2:ip
+ B lo
B Policy
B NAT
% Routing

Firewall object fw-1 has 4 interfaces:

Table 14.1.

Interface Network zone Address

eth0 externa interface 192.0.2.1/24
ethl internal interface 172.16.22.1/24
eth2 DMZ 192.168.2.1/24
lo |oopback 127.0.0.1

Theinternal interface ethl also has |Pv6 address but it is not used in this example.

Hereisa NAT rule to permit access to the DMZ network (192.168.2.10) from internal network directly
without NAT.

Figure 14.81.

Original Src Original Dst Original Srv Translated Src Translated Dst Translated Srv

o Binternal net TRnet-192.168.2.0  Any Original Original Original

Here is the script generated for iptables:

#

# Rule 0 (NAT)

#

$1 PTABLES -t nat -A POSTROUTING -s 172.16.22.0/24 -d 192.168.2.0/24 -j ACCEPT
$1 PTABLES -t nat -A PREROUTING -s 172.16.22.0/24 -d 192.168.2.0/24 -j ACCEPT

For PF we get this:
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# Rule 0 (NAT)

#

no nat proto {tcp udp icnp} from 172.16.22.0/24 to 192.168. 2.0/ 24
no rdr proto {tcp udp icnp} from 172.16.22.0/24 to 192.168. 2.0/ 24

For PIX, Firewall Builder generates "nat 0" rule:

| Rule O (NAT)
!
access-list nat0O.inside permt ip 172.16.22.0 255.255.255.0 192.168.2.0 255.255.255.0

nat (inside) O access-list natO.inside
!

14.3.3. Redirection rules

Another useful class of destination translation rule is the one that does redirection. A rule like this makes
the firewall send matching packets to itself, usually on a different port. This rule can be used to set up a
transparent proxy. To set up aredirection rule in Firewall Builder, place the firewall object or one of its
interfaces in Trandlated Destination. Here is an example:

Figure 14.82.

Original Src Original Dst Original Srv  Translated Src Translated Dst  Translated Srv
0 5,ﬁinternal net Any I.“http Criginal E—;:.'fw-l I.“squid

And hereiswhat is generated for iptables:

# Rule 0 (NAT)

#

$| PTABLES -t nat -A PREROUTING -p tcp -mtcp -s 172.16.22.0/24 \
--dport 80 -j REDIRECT --to-ports 3128

I ptables uses special target REDIRECT for thiskind of redirection.
For PF we get this:

# Rule 0 (NAT)

#

rdr proto tcp from 172.16.22.0/24 to any port 80 -> 127.0.0.1 port 3128
#

14.3.4. Destination NAT Onto the Same Network

This situation is described in the iptables HOWTO  http://www.netfilter.org/documentation/HOW-
TO//NAT-HOWTO.html [http://www.netfilter.org/documentation/HOWTO/NAT-HOWTO.html]
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This problem occurs when machines on aninternal LAN try to access a server (let's say aweb server) that
isactually located on the same LAN and NAT'ed through the firewall for external access. If internal users
access it by its external NATted address, then they send their TCP packets through the firewall, which
translates them and sends them to the server on LAN. The server, however, replies back to the clients
directly because they are on the same network. Since the reply has server's real address in the source,
clients do not recognize it and the connection cannot be established.

To resolve this problem you need to make a NAT rule to replace the source address of the packet with the
address of firewall'sinternal interface. This should happen in addition to the translation of the destination
address described in the previous chapters. If the source address of the packet that hits the server belongs
to the firewall, the server repliesto it; the firewall then trand ates again before sending the packet back to
the client. The client sees the address it expects and the connection gets established.

Fortunately, Firewall Builder supports this kind of a dual-trandation NAT rule. Rule #0 in Figure 14.83
does just that: it trandlates both the source and destination addresses of the packet.

Thefirewall's ethO interface isinternal and is connected to the same subnet the web server belongsto. For
any packet headed for any address of the firewall, TCP port 80, the rule #0 substitutes its source address
with the address of interface ethO and its destination address with the address of the web server. The packet
reaches the server because its destination address has been changed. This also makes the server reply back
to thefirewall, which in turn provides reverse trandation before it sends these reply packets back to client
hosts.

Figure 14.83. DNAT Back to the Same LAN

Criginal Src| Original Dst  Original Srv. Translated Src Translated Dst Translated Srv. Options  Comr

0 Any L“http B¥etho B web server Original

Rulein Figure 14.83 replaces source address of all packets regardless of their origin. Because of this, the
web server sees all connections as if they were coming from the firewall rather than from the real clients.
If having real client addresses in the web server log is necessary, the scope of this rule can be narrowed
by placing object representing internal network in the Original Src. Since the source address needs to be
tranglated only in the connections coming from theinternal net, dual translation rule should only be needed
for these connections. Connections coming from the Internet can be translated as usual. A combination
of rules that implement this configuration is shown in Figure 14.84. Rule #0 does dual trandlation, while
rule #1 does a simple destination address translation. The dual trandation rule must be thefirst in the pair
because if it weren't, another one would match connections coming from the internal net and trandlate
destination address without changing the source address.

Figure 14.84. Using Dual Translation Only for Connections Coming from the
I nternal Network

Qriginal Src Criginal Dst| Criginal Srv | Translated Src Translated Dst| Translated Srv Options | Comme

0 E,ﬂinternal-nehfmrk _:-_::_-fv.'E L“http Beletho gweb server Qriginal
Any _:-_::_-fv.'E L“http Qriginal gweb server Qriginal

Note

Not all firewall platforms provide the features Firewall Builder needs to implement dual transla-
tion rules. Currently dual trandation rules are supported only with iptables and OpenBSD PF.
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14.3.5. "Double" NAT (Source and Destination Transla-

tion)

There are situations where both the source and destination | P addresses of a packet need to be NATted.
The diagram below shows just such a scenario where an internal server needs to be accessed remotely

from the outside using the Remote Desktop Protocol (RDP).
Remote User
(Dynamic IP)

ROP Connections to
ms-server-1 from the outsic
need go through fw-2

Figure 14.85. Network Configuration

192.168.1.1 /24

Default Route ROP Traffic

ms-server-1
192.168.1.25/ 24

What complicates this scenario isthe fact that the default route for the ms-server-1 server directstraffic to
rtr-1 instead of fw-2. If aremote user attempts to connect from the Internet to ms-server-1, and thereisa
destination NAT configured on the fw-2 firewall to forward traffic from a specific port on its outside ethO
interface to port 3389 (RDP) on ms-server-1, the ms-server-1 server will send the RDP response traffic to
rtr-1 because of the default route and the remote desktop connection will never be established.

One way to solve this problem is to configure fw-2 with "double” NAT which results in both the original
source and origina destination |IP addresses being modified. By modifying the source IP to be fw-2's
internal ethl address, the return packets from the ms-server-1 server for the RDP traffic will correctly be
sent to fw-2 and the remote desktop connection will work.

This recipe assumes that in addition to the fw-2 firewall object the following objects and attributes have
already been configured in Firewall Builder.

370



Firewall Builder Cookbook

Table 14.2. Firewall Builder Objects

Object Name Object Type Object Value
ms-server-1 Address 192.168.1.25
RDP-OUTSIDE-4080 TCP Service 4080

The NAT ruleis created using these objects and objects from the Standard Library. After the double NAT
ruleis configured it should like the figure below.

Figure 14.86. Configured NAT Rule

IP address of fw-2 IP address of fw-2
outside interface inside interface
(192.0.2.2) (192.168.1.3)
Clrigir'..ll STC I::Iril_:Ii"'l.Il.I Dsr Driglr'l:.l Sy Translated Src Translated DS Tia
O Any P fw-2:eth0:ip 3 ROP OUTSIDE 4080 ¥ fw-2:ethlip IF ms-server-1 &7
TCP Service with P add
destination paort ms-5e
set to 4080 (19218
Note

The Original Srcisset to Any, thiswill match the | P address of any remote PC on the Internet. To
connect the ms-server-1 internal server using RDP, the remote PC will connect to fw-2's outside
interface on port 4080.

Hereisthe Firewall Builder-generated compiler output for configuring this rule on an iptables firewall:

$I PTABLES -t nat -A PREROUTING -p tcp -mtcp -d 192.0.2.2 --dport 4080 -j DNAT \
--to-destination 192.168. 1. 25: 3389

$I PTABLES -t nat -A POSTROUTING -0 ethl -p tcp -mtcp -d 192.168.1.25 \
--dport 3389 -j SNAT --to-source 192.168.1.3

After theNAT ruleisinstalled on thefirewall thetraffic that isdestined to port 4080 on the outsideinterface
of fw-2 will be trandated as shown in the diagram below.
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Figure 14.87. Configured NAT Rule

Original Packet

Source P Source Port | Destination IP | Destination Port

198.51.100.8 11325 192.2.0.2 4080
i
=7
- fw-2
.
— 1
Translated Packet
Source IP Source Port | Destination IP | Destination Port
192.168.1.3 10451 192.168.1.25 3389
Note

The Source ports in the example above are random and generated by the system originating the
TCP connection.

14.4. Examples of cluster configurations

This chapter is dedicated to high availability (HA) or cluster configurations that involve two or more
firewalls sharing the same set of virtual addresses. Examples are written assuming that the reader will
probably jump straight to the one that is most close to the configuration they have, instead of reading
all of them in order, so many procedures and explanations are repeated in each example. Nevertheless,
sometimes examplesrefer to each other and other chaptersin this Guide to reduce the amount of redundant
meaterial.

14.4.1. Web server cluster running Linux or OpenBSD

This example demonstrates how Firewall Builder can be used to generate firewall configuration for a
clustered web server with multiple virtual 1P addresses. The firewall is running on each web server in the
cluster. This example assumes the cluster is built with heartbeat using "old" style configuration files, but
which high availability software isused to build the cluster isnot really essential. | start with the setup that
consists of two identical servers running Linux but in the end of the chapter | am going to demonstrate
how this configuration can be converted to OpenBSD with CARP.

In this example | am working with redundant web server configuration where each machine hasitsown IP
address, plusthree additional virtual addressesthat can be used for virtual hosts. Firewall Builder generates
iptables script for both machines. Configuration of the HA agent should be handled either manually or
using specialized configuration system such as pacemaker. When | convert the same setup from Linux to
OpenBSD, | am going to show how fwhbuilder can generate not only firewall configuration, but also the
script that manages CARP and pfsync interfaces.
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Figure 14.88. HA Configuration Using Two Web Servers

— )

| 10.3.14.254

heartbeat

ha.cnf: meast ethl  225.0.0.1 69410

haresources: linux-test-1 |Paddr::10.3.14.150/24/eth0/10.3.14.255
linux-test-1 IPaddr::10.3.14.151/24/eth0/10.3.14.255
linux-test-1 IPaddr::10.3.14.152/24/eth0/10.3.14.255

eth0 eth0

10.3.14.108/ 24 10.3.14.108 /24

gw 10.3.14.254 gw 10.3.14.254
linux-test-1 linux-test-2

Note

IPv6 addresses are not used in this recipe. Some interface objects in the screenshots have ipv6
addresses because firewall objects were "discovered” using snmp which finds |Pv6 addresses.
Y ou can disregard these addresses while working with examples in this chapter.

14.4.1.1. Setting Up the Heartbeat
Note

| amgoingto usean"old" heartbeat configuration filesin thisexamplejust to demonstrate how the
configuration looks like. Y ou should probably use modern Cluster Resource Manager software
such as Pacemaker [http://www.clusterlabs.org/wiki/Main_Page].

As shown in Figure 14.88, machines linux-test-1 and linux-test-2 run heartbeat daemon (Linux-HA home
page [http://www.linux-ha.org/]) to create virtua IP addresses. Heartbeat adds virtual 1P address to the
same interface eth0. One of the daemons becomes master and takes ownership of the virtual address by
adding it to the interface with the label "eth0:0" or "eth0:1".

Note

Section 8.1 explains that "eth0:0" is not an interface and should not be used as the name of the
interface object in Firewall Builder configuration. See Section 8.1 for amore detailed explanation.

In this example | am using heartbeat in multicast mode where it sends UDP datagram to the multicast
address 225.0.0.1 every second or so to declare that it is up and running and owns the address.

If you are interested in more detailed explanation of the "old" style heartbeat configuration files used to
set up example similar to this one, see Section 14.4.3.

Once heartbeat daemon is configured and started on both servers, their 1P address configuration looks like
shown in Figure 14.89 and Figure 14.90. Virtual addresses were highlighted to illustrate that the heartbeat
isrunning in active/active configuration, that is, two virtual addresses are active on one machine and the
third is active on another. If either machine dies, al three virtual addresses will move over to the one that
isleft working.
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Figure 14.89. | P Addresses of the Web Server linux-test-1

root @i nux-test-1:/etc/ha.d# ip addr Is
1: lo: <LOOPBACK, UP, LONER UP> ntu 16436 qdi sc noqueue state UNKNOMW
i nk/ | oopback 00: 00: 00: 00: 00: 00 brd 00: 00: 00: 00: 00: 00
inet 127.0.0.1/8 scope host |o
inet6 ::1/128 scope host
valid_|ft forever preferred_|ft forever
2: et h0: <BROADCAST, MULTI CAST, UP, LONER UP> ntu 1500 qdi sc pfifo_fast state UNKNOM gl en 1000
link/ether 00:0c:29:1e:dc:aa brd ff:ff:ff:ff:ff:ff
inet 10.3.14.108/24 brd 10. 3. 14. 255 scope gl obal et hO
inet 10.3.14.150/24 brd 10. 3. 14. 255 scope gl obal secondary ethO0:0
inet 10.3.14.151/24 brd 10. 3. 14. 255 scope gl obal secondary ethO:1
inet6 fe80::20c:29ff:fele:dcaal 64 scope |ink
valid_|ft forever preferred_|ft forever

Figure 14.90. | P Addresses of the Web Server linux-test-2

root @i nux-test-2:/etc/ha.d# ip addr Is
1: | o: <LOOPBACK, UP, LONER UP> ntu 16436 qdi sc noqueue state UNKNOMN
I i nk/ | oopback 00: 00: 00: 00: 00: 00 brd 00: 00: 00: 00: 00: 00
inet 127.0.0.1/8 scope host |o
inet6 ::1/128 scope host
valid_|ft forever preferred_|Ift forever
2: et hO: <BROADCAST, MULTI CAST, UP, LONER UP> ntu 1500 qdi sc pfifo_fast state UNKNOM gl en 1000
I'i nk/ether 00:0c:29:fc:67:8c brd ff:ff:ff:ff:ff:ff
inet 10.3.14.109/24 brd 10. 3. 14. 255 scope gl obal et hO
inet 10.3.14.152/24 brd 10. 3. 14. 255 scope gl obal secondary ethO:0
inet6 fe80::20c:29ff:fefc:678c/64 scope |ink
valid_|ft forever preferred_|Ift forever

14.4.1.2. Creating Firewall and Cluster Objects

Here | present an abbreviated explanation of the process of creating firewall and cluster objects. More
detailed step-by-step guides are available in Section 5.2.2 and Section 5.2.3

Asusual, to create afirewall object | use main menu "Object/New object” which opens a menu of object
types:

Figure 14.91. Creating the First Member Firewall Object
:'L File Edit View Object Rules Tools Window Help

MaNd

I
v |

42 | % [ @ Cookbook2
@ New Library

New Firewall
' New Cluster
[=] New Host
S New Network
i) New Network IPv6

0D oo aaao___

Attributes

After | choose the type "Firewall", awizard used to create new firewall object opens:
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Figure 14.92. Choosing the Name, Platform, and Host OSfor the Firewall Object

Enter the name of the new object below: |Iinu>c—test—1|

Choose firewall software it is running: [iptables

Choose 05 the new firewall runs on: [Linux 2.4/2.6 |

[%] Use preconfigured template firewall objects

Template file: [,.fusr,.fshare,'fwbuilder—4.0.0,rtemp|ate5.><ml

[ Browse l [ Use standard template library l

To makethings simpler, | am going to use preconfigured template object "web server" that comeswith the
package. This object represents a machine with one interface "eth0" and comes with some basic firewall
policy that can be useful as a starting point for the firewall configuration for aweb server.

Figure 14.93. Choosing a Template Firewall Object

Choose template object in the list and click 'Next' when ready.

You can change interface names and their IP addresses on the next page. Template firewall
object comes with basic policy and MAT rules that implement policy described in its
comment. If you change IP addresses of its interfaces, policy and NAT rules will be
automatically corrected to reflect this change. However you should always inspect the
rules and adjust them to suite your security policy. Template objects are designed to be a

starting point, a way to jump-start your configuration and most likely require changes to
be useful in your environment.

By fw template 1

By fw template 2 ’ Interface: etho (outside)

Ba fw template 3 192.168.1.10/255.255.255.0

By host fw template 1
By Sveasoft template
By c36xx

By IPCOP appliance (2 interfaces)
Bs IPCOP appliance (3 interfaces)

By OpenWRT template .

The template firewall object has | P address that does not match the address chosen for this example. The
next page of the wizard allows me to change the address and add two more:
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Figure 14.94. Changing the I P Address of the Firewall Object

Here you can add or edit interfaces manually. 'Name' corresponds to the name of the
physical interface, such as 'eth0’, 'fxp0', 'ethernet0’ etc. 'Label' is used to mark
interface to reflect network topology, e.g. 'outside’ or 'inside'. Label is mandatory for
PIX firewall.

etho lo

Name: [eth@ ]

Label: [outside ]
MAC: [ ]
Type: [Regular interface =

Comment:

Here you can change IP address of the template interface to match addresses
used on your network. Interface can have several IPv4 and IPv6 addresses.

Address Netmask Type Remove |

1/10.3.14.108 255.255.255.0 IPv4 ‘v Remove l

Add address

[ <= Back H Mext = H Finish H Cancel l

Oncel am done changing | P addressesand clicking "Finish", the new firewall object iscreated and isadded
tothelibrary of objectsthat was opened at the moment. Inthisexamplethislibrary iscalled " Cookbook2". |
"floated" the object tree panel to make the screenshot more compact. Y ou can seethe new firewall objectin
thetree, itsinterfacesand | P addresses, aswell as preconfigured policy rule set on screenshot Figure 14.95:

376



Firewall Builder Cookbook

Figure 14.95. Firewall Object Created from the Template

A Fle Edit View Object Rules Tools Window Help
JHAUAD
/ Cookbook2 / Firewalls / linux-test-1 / Policy

| |Source |D-e5tina.tion |Service |Interfa.ce |Directi0n |Action |T|me |0pti0n5 |C-
0 Bglinux-test-1 Any Any B outside  § Inbounc @Deny  Any =
1 any Any Any B loopback 4%Both (@ Accept Any
2 Any B linux-test-1 54 http All 4%Both @ Accept Any
%A ssh
& Useful_ICMP
3 By linux-test-1 Any #»DNS All 4%Both @ Accept Any st
1800 %] clusters.fwb ny tF
5 clusters.fwb ny B tr
6 py B
[ 4% [P Cookbook2 |']l
Filter: [ |v] E]
Object Attributes
El- [ Cookbook2
i@ Clusters 0 objects
El-[Z] Firewalls 1 objects
 E-Bm linux-test-1 * iptables(- any -) { linux24
i El- B etho outside
P jinux-test-1:eth0:ipv4  10.3.14.108/255.255.255.0
: BB lo loopback
o LR jinux-test-1:lo:ipva 127.0.0.1/255.0.0.0
B Policy top ruleset ipvd
NAT top ruleset ipv4
i Routing top ruleset ipv4

The member firewall object's interface "eth0" has only one IP address which is its own, in our example
10.3.14.108. Virtual addresses managed by heartbeat will be added to the cluster object later.

Next, | create the second member firewall linux-test-2 with its own ip address:
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Figure 14.96. Two Member Firewall Objects

clusters.fwhb
[ 4= | [ @ cookbook2 |v]l
Filter: [ |v] E]

Attributes

; 0 objects
-] Firewalls 2 objects
E- B linux-test-1 * iptables(- any -) / linux24
outside
“ AP linux-test-1:eth0:ipv4 10.3.14.108/255.255.255.0
= lo loopback
LB linux-test-1:lo:ipv4 127.0.0.1/255.0.0.0
Policy top ruleset ipvd
NAT top ruleset ipv4
Routing top ruleset ipv4
- B linux-test-2 * iptables(- any -) / linux24
El- 2] etho outside
P linux-test-2:eth0:ipv4  10.3.14.109/255.255.255.0
BB lo loopback
o LR Jinux-test-2:lotipva 127.0.0.1/255.0.0.0
Policy top ruleset ipv4
NAT top ruleset ipv4
. Routing top ruleset ipv4
- [Z5] Objects 7 objects
B[ Services 8 objects
[ Time 0 objects

Because our firewall objects represent web serverswhich should never haveto forward packets, we should
turn ip forwarding off. To do this, double-click the firewall object in the tree to open it in the editor, then
click "Host OS settings' button and turn I Pforwarding off asshownin Figure 14.97. Turning ip forwarding
off in this dialog has several consequences: generated firewall script will actually turn it off on the server
and Firewall Builder policy compiler will not generate any rules in the FORWARD chain.

Figure 14.97. Turn Off IP Forwarding

Options [ TCP | Path | conntrack ]

IPv4 Packet forwarding
IPv6 Packet forwarding | No change
Kernel anti-spoofing protection | Mo change

Ignore broadcast pings | No change

Ignore all pings | No change
Accept source route | No change

Accept ICMP redirects | No change

Ignore bogus ICMP errors | No change

Allow dynamic addresses | No change

Log martians | No change

Now that | have both firewall objects, | can create cluster object that will represent my HA pair. To do
this, | select both firewall objectsin the tree by clicking on them while holding Ctrl key, then right-click
to open context menu and choose the item "New cluster from selected firewalls":
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Figure 14.98. Creatinga Cluster Object from Two Member Firewalls

N

[ 4a | [P Cookbook2

)

Filter: [

=) (*]

Object Attriby
9 Cookbook2
-] Clusters 0 objects
-|.. (=] Firewalls 2 objects
| linux-test-1 Edit
] linux-test-2 )
Objects Duplicate ... 3
1-[E] Services Move ... »
“.[5] Time
Copy
Cut
Paste
Delete
Group
New cluster from selected firewalls
Compile
Install
Lock
Unlock

This opens a wizard that will walk you through the process of creating new cluster object. The wizard
was opened using "New cluster from selected firewalls" menu, because of that there are only two firewall
objects in the list. If | used main menu "Object/New Object" and then "New Cluster", | would see all
firewalls defined in my datafilein the list which can be quite long.

Figure 14.99. Choosing the Name for the New Cluster Object

Enter the name of the new object |web_server_clu5ter|

|

Select member firewall objects to use with the new cluster. One member firewall should be marked
as master. You can choose to copy policy and NAT rules from the rule sets of one of the members to

the new cluster later.

Firewall

| Use in cluster Master |

Be linux-test-1

1
2| e linux-test-2

Note

[3] ®
[3]

A word about the "Master" column. Not all failover protocolsrequire one of the member firewalls
to be designated as" master". Most protocols used on Linux don't, so you can disregard this setting
on thefirst page of the wizard. It is needed for other platforms, such as PIX. In this sense setting
"master" on the first page of the wizard is not optimal. We will rectify thisin the future versions

of Firewall Builder.
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Figure 14.100. Choosing I nterfaces of the Member Firewalls

(%] eho o] ]

Name: [eth@ ]
Label: [outside ]
Comment: ‘

Select firewall interfaces to use with cluster interface and choose its name.

Configuration of cluster interfaces depends on the failover protocol chosen
on the next page. If the protocol creates its own new interface, such as
CARP that creates interface carp@, then the cluster interface object
represents it and should have name carp0. If failover protocol does not
create new interfaces, such as heartbeat or OpenAls, then cluster
interface should have the same name as corresponding member firewall
interfaces, that is eth0, eth1.102, vlan200, and so on. In the latter case
cluster interface is an abstraction used to define mapping between
corresponding interfaces of the member firewalls and to provide place for
the configuration of the failover protocol.

linux-test-1 linux-test-2
- B linux-test-1 - B linux-test-2
L lo =

[ < Back l| Next > |[ Finish H Cancel l

This page of the wizard allows meto establish correspondence between interfaces of the member firewalls
create cluster interface objectsthat will represent them. Cluster interface object should have the same name
as corresponding member firewall interfaces. The program tries to guess what interfaces of the member
firewalls can be used for the cluster and in asimple configuration like the one | am working with, guesses
right.

On the next page of the wizard | can choose failover protocol used by the cluster on each interface (in
principle, | can run different protocols on different interfaces) and virtual |P addresses.
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Figure 14.101. Choosing I P addressesfor the interfaces of the cluster

[#] o (o] [x)

Name: [

]
Label: [outside ]
Comment: ‘

Protocol: | heartbeat |~

Depending on the failover protocol, cluster interface may or may not need
an IP address. VRRP, CARP, heartbeat interfaces should have their own
unigue IP addresses different from the member firewall interfaces. Other
failover protocols such as the one used in Cisco ASA (PIX) firewall do not
require additional IP address.

List of available failover protocols depends on the firewall platform.

Address Netmask: | Type | Remove
1/10.3.14.150 255.255.255.0 | IPv4 |v Remove
2(10.3.14.151 255.255.255.0 | IPw4 - Remove
3|/10.3.14.152 255.255.255.0 | IPv4 E] Remove
al | oD

Add address

[ < Back H Mext = H Finish ][ Cancel ]

Next page of the wizard is particularly interesting. Here | can choose which member firewall's policy to
usefor the cluster. Thisfeatureisdesigned mostly for those who convert from the old manually maintained
configuration of redundant firewalls to the new cluster object and want to reuse policy rules that used to
belong to one of the member firewalls.

Figure 14.102. Cluster will inherit rules of one of the member firewalls

Choose which member's policy and NAT rules should be used to create policy
and nat rules of the cluster. First, each member firewall object will be copied
with the name "<firewall=-bak" (where <firewall> is the name of the
member) for backup, then rules from the chosen member will be copied to the
new cluster and finally all policy and NAT rules will be deleted in both
members. Backup firewall objects ensure that you do not lose your
configuration and can always revert back if necessary. You can delete backup
objects or move them to a separate library for archival later.

() do not use any, i will create new policy and NAT rules

) linux-test-2

When new cluster object inherits policy and other rule sets of one of the members, the program copies
rules from the designated member to the cluster, then it creates copies of all member firewalls, clearstheir
rule sets and sets the cluster up to use these copies as members. It keeps old member firewall objectsin
thefile, but they are marked as inactive and renamed. These objects are kept as a backup in case you may
want to check their configuration or copy rules. New cluster object is shown in Figure 14.103:
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Figure 14.103. New cluster object

clusters.fwh

[ 4= | [ @ cookbook2

)

Filter: [ |v] E]
Object Attributes
El- [} Cookbook?2
- [Z] Clusters 1 objects
= * iptables(- any -} / linux24

= web_server_cluster
- @ State Sync Group

e web_server_cluster:eth0:ip
web_server_cluster:eth0:ip
= web_server_cluster:eth0:members

type: conntrack
top ruleset ipvd
top ruleset ipvd
top ruleset ipvd
outside
10.3.14.152/255.255.255.0
10.3.15.151/255.255.255.0
10.3.14.150/255.255.255.0
type: heartbeat

BB lo loopback
‘& web_server_cluster:lo:members type: heartbeat
-] Firewalls 4 objects
- Be linux-test-1 * iptables(- any -) / linux24

Hrebect 1bak * iptables(- any -} { linux24

linux-test-2 * iptables(- any -} / linux24

- B linuxtect 2 bak * iptables(- any -} / linux24
-] Objects 7 objects
& Services 8 objects
L. (&5 Time 0 objects

Each cluster interface has child "Failover group” object with the name "firewall:ethO:members' or similar.
Thisiswhere you configure associated member firewall interfaces. Double click this object in the tree and
then click "Manage Members' button in the dialog. Select interfaces of the member firewallsin the panel
on the left hand side and click arrow button to add them to the list on the right. When you create cluster
object using the wizard, the Failover Group objects are created automatically.
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Figure 14.104. Failover group object

.. | Cookbook2 / Clust:

‘. Cookbook2 - l
An | 4"[ © | ] |Source |De5t|nat|on
Filter: [ |'] E] 0 g web_server_cluster Any
Object | 1 Any Any
=- F@ Cockbook2 Z Any B web_server ¢
E-[Z] Clusters 1 objects
- g web_server_cluster * iptables(-
h State Sync Group type: connt 3
. top ruleset i &5 web_server_cluster Any
top ruleset | 4 g web_server_cluster Any
top ruleset | 5 any ﬂweb_server_:
outside 6 An An
AP web_server _cluster:eth0:ip 10.3.14.15; Y Y
12 web_server_cluster:eth0:ip 10.3.15.15]
10.3.14.15¢(
B X type: heartl]
BB lo loopback
aenod X [/ Cookbook2 [ Clusters / web_server_cluster [ ethO [ web_se

[ Cookbook2 [ Clusters [ web_server_cluster [ eth0 [ web_server_cl

Name: [web_server_cluster:ethG:members ] |Firewa|| |Interface |Statu5
----- - Bm linux-test-1 g&l ethd  OK
----- - Bm linux-test-2 g8l eth0 OK

Type: [ heartbeat | - ]

l Edit protocol parameters l [ Manage Members

Help

Failover Group object not only ties interfaces of the member firewalls together, it is also the place where
you configure failover protocol and its parameters. | am using heartbeat in this example and failover group
object "web_server_cluster:ethO:members' is configured with this protocol as shown in Figure 14.104.
To configure parameters of the protocol, click "Edit protocol parameters’ button. This opens dialog Fig-
ure 14.105:

Figure 14.105. Parameter s of heartbeat protocol

heartbeat Parameters l

["] Use unicast address for heartbeat

Address: 224.0.10.100
Port number (udp):

These parameters are used to generate policy rulesthat permit packets of the protocol.
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14.4.1.3. Building rules for the cluster

Now that all objects are ready and heartbeat is configured on the machines, we can move on and build
some firewall rules. Since thisis a cluster configuration, all rules go into the rule set objects that belong
to the cluster rather than its member firewalls.

Because al policy and NAT rules are entered in the rule set objects of the cluster, al member firewalls
end up running firewall configuration that implement the same rules. The difference is that whenever you
use cluster object or one of itsinterfacesin arule, the program replaces it with actual |P addresses of the
member firewall it compilesfor and virtual addressesthat belong to the cluster. Each member firewall gets
dightly different script, the difference isin the part that matches addresses of the member: script on each
one matches its own addresses. If you wish to build a rule to match addresses of both members, just put
corresponding firewall objectsin therule.

Note

Y ou can override this algorithm and make the program generate different rules for each member
if you wish. See Section 8.4.

Rules that we've got from the template object are shown in Figure 14.106:

Figure 14.106. Overview of the policy rulesand compiled output for rule #0
:_"L File Edit View Object Rules Tools Window Help

MaNd

I
v |

/ Cookbook2 / Clusters / web_server_cluster / Policy

Source |De5tination |Service |Interface |Directi0n |Action |T|me |Dpti
‘ﬂweb_ser\ier_cluster g8 web_server_cluster Any Boutside § Inbound @Deny Any [

1 any Any Any &= loopback 4% Both @ Accept Any [
2 any g8 web_server_cluster 4 http All 4% Both @ Accept Any
¥4 ssh
o Useful_ICMP
3 g web_server_cluster Any o DNS All 4% Both @ Accept Any
4 g web_server_cluster Any WA smtp All 4% Both @ Accept Any
5 Any g8 web_server_cluster 5% auth All 4% Both (D Reject Any
6 Any g8 web_server_cluster Any All 4% Both @oeny any

[ Cookbook2 [ Clusters f web_server_cluster / Policy / rule #0

linux-test-1 / Policy / rule 0

$IPTABLES -N In_RULE_O

SIPTABLES -A INPUT -ieth0 -510.3.14.152 -jIn_RULE_O

SIPTABLES -A INPUT -ieth0 -510.3.15.151 -jIn_RULE_O

SIPTABLES -A INPUT -ieth0 -510.3.14.150 -jIn_RULE_O

SIPTABLES -A INPUT -ieth0 -510.3.14.108 -jIn_RULE_O

SIPTABLES -A In_RULE_O -j LOG -log-level info —log-prefix "RULE 0 — DENY "
$IPTABLES -A In_RULE_0 -j DROP

Find Output

Editor

linux-test-2 / Policy / rule 0

$IPTABLES -N In_RULE_O

$IPTABLES -A INPUT -i eth0 -510.3.14.152 -jIn_RULE_D

$SIPTABLES -A INPUT -ieth0O -510.3.15.151 -jIn_RULE_O

$IPTABLES -A INPUT -ieth0 -510.3.14.150 -jIn_RULE_D

$IPTABLES -A INPUT -i eth0 -510.3.14.109 -jIn_RULE_D

$IPTABLES -A In_RULE_0 -j LOG -log-level info —log-prefix "RULE 0 — DENY "
$IPTABLES -A In_RULE_O -j DROP

* Rule #0: anti-spoofing rule. Thisis the only rule in this simple setup that generates different iptables
commands for two member firewalls. Fwbuilder optimizes other rules using INPUT and OUTPUT

384



Firewall Builder Cookbook

chains as appropriate so they look identical on both firewalls. The bottom panel visiblein Figure 14.106
shows generated iptables script for the rule #0. To get that, select the rule in the rule set, click right
mouse button and use menu item "Compile", or use keyboard shortcut "X".

Rule #1: permits everything on loopback. This rule is configured as "stateless" to simplify generated
iptables code. The output looks like this (commands for linux-test-2 firewall look the same):

linux-test-1/ Policy / rule 1
$I PTABLES -A INPUT -i lo -j ACCEPT
$I PTABLES -A QUTPUT -0 lo  -j ACCEPT

Rule #2: permits access to the web server on limited set of protocols.

linux-test-1/ Policy / rule 2

$I PTABLES -A INPUT -p icnp -micnp --icnp-type 11/0 -mstate --state NEW -j ACCEP
$I PTABLES -A INPUT -p icnp -micnp --icnp-type 11/1 -mstate --state NEW -j ACCEP
$I PTABLES -A INPUT -p icnp -micnp --icnp-type 0/0 -mstate --state NEW -j ACCEPT]
$I PTABLES -A INPUT -p icnp -micnp --icnp-type 3 -mstate --state NEW -j ACCEPT

$I PTABLES -A INPUT -p tcp -mtcp -mnultiport --dports 80,22 -mstate --state NEW -

==

Rule #3: this rule makes it possible for the web server to send DNS queries:

linux-test-1/ Policy / rule 3

# server needs DNS to back-resolve clients |Ps.

# Even if it does not |og host nanes during its

# normal operations, statistics scripts such as

webal i zer need it for reporting.

$I PTABLES -A QUTPUT -p tcp -mtcp --dport 53 -mstate --state NEW -j ACCEPT
$I PTABLES -A QUTPUT -p udp -mudp --dport 53 -mstate --state NEW -j ACCEPT

F*

rule #4. this rule permits the server to send email:

linux-test-1/ Policy / rule 4

# this rule allows the server to send

# statistics and reports via email. Disable

# this rule if you do not need it.

$I PTABLES -A QUTPUT -p tcp -mtcp --dport 25 -mstate --state NEW -j ACCEPT

Rule #5: reject auth (ident) protocol. Thisis optiona and depends on your MTA configuration:

linux-test-1/ Policy / rule 5

# this rejects auth (ident) queries that renote

# mail relays may send to this server when it

# tries to send enmil out.

$I PTABLES -A INPUT -p tcp -mtcp --dport 113 -j REJECT

Rule#6: "Catch all" rulethat disables everything that was not explicitly enabled by rules aboveand logs:
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linux-test-1/ Policy / rule 6

$| PTABLES -N RULE_6

$I PTABLES -A INPUT -j RULE_6

$| PTABLES -A RULE 6 -j LOG --log-level info --log-prefix "RULE 6 -- DENY "
$| PTABLES -A RULE 6 -j DROP

Y ou should modify the rulesto suit your security policy, of course.

Once you are happy with the rules, you can try to compile the whole script and deploy it to both member
firewalls. To do this, | am going to use "Compile this' toolbar button located right above the rules as
shown in Figure 14.107:

Figure 14.107. " Compilethis' toolbar button

/ Cookbook2 / Clusters / web_server_cluster / Policy

Compile this firewall

| Destination | Service | Interface | Direction | Action
0 g web_server_cluster g web_server_cluster Any Eloutside [ Inbound @ Deny
1 Any Any Any 5 loopback 4% Both @ Accept
: 2 pny o8 web_server_cluster §7 http All 4% Both @ Accept

This opens standard "compile" dialog but it only showsthe cluster and itstwo member firewalls. | actually
have many other firewall and cluster objectsin my test datafile, but since | started compile process using
"compile this" button, only those that are relevant to the cluster configuration | am working with at the
moment are shown.

Figure 14.108. Compiling cluster configuration

Select firewalls to compile.

|C0mpi|e |Last Modified |Last Compiled |Last Installed
b_server cluster;® Thu Mar 18 13:01:29 2010 Never Newver
linux-test-1 Thu Mar 18 12:38:54 2010 Never Newver
L. Bm linux-test-2 Wed Mar 17 23:02:21 2010 Never Newver

Clicking "Next" on the first page of the dialog starts the compiler. It processes both member firewalls,
one after another, and prints its progress output in the window on the next page of the dialog. Errors and
warnings, if any, appear there aswell.
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Figure 14.109. Compiling process progr ess window

|Firewa|| / |Prog Firewalls: web_server_cluster 100%
- web_server cl.. Suc

11/11

—Process log

Save log to file

-

Compiling rule sets for firewall: web_server_cluster

fwb_ipt -v

Jhomefvadim/src/fwbuilder/docs/UsersGuided /data/clusters.fwb -d
Jhomefvadim/src/fwbuilder/docs/UsersGuided/data -0
id11803X12660,/homefvadim/src/fwbuilder/docs/UsersGuided/dataflinux-
test-1.fw,id13563X12660,/homefvadim/src/fwbuilder/docs/UsersGuided /d
ata/linux-test-2.fw -i id5955X9296

*** |Lpading data ...

done

Firewall linux-test-1 member of cluster web_server_cluster
Compiling ruleset Policy for 'mangle’ table
Detecting rule shadowing

Compiling ruleset Policy for 'filter' table
Detecting rule shadowing o
processing 11 rules

rule -4 heartbeat (automatic)

rule -3 heartbeat (automatic)

rule -2 heartbeat (automatic)

rule -1 heartbeat (automatic)

rule 0 (etho)

rule 1 (lo)

rule 2 (global)

rule 3 (global)

rule 4 (global)

rule 5 (global)

rule 6 (global)

processing 11 rules

rule -4 heartbeat (automatic)

rule -3 heartbeat (automatic)

rule -2 heartbeat (automatic)

rule -1 heartbeat (automatic)

(] [Ilz] rule 0 (eth0)
[ ] || Lete3ithea &
[ < Back H Next > H Finish H Cancel l
%
Tip

If compiler generates any errors or warnings, they are highlighted in the output using different
colors. Errors appear red and warnings appear blue. The text lines of errors are warnings are
clickable. Clicking on one automatically makes the main window switch to the firewall, rule set
and rule that caused the message.

If you inspect the output of the compiler, you'll notice that it processed 11 rules, while the main window
shows only 7. To find out what are these additional 4 rules, we are going to look inside the generated
script. There are two scripts, actually, one for each member firewall. Their names are the same as names
of the member firewall objects, "linux-test-1" and "linux-test-2", with extension .fw. Other chapters of the
Users Guide discuss various parts of the generated script, here we are going to look at the automatically
added rules. Here is a fragment of the script linux-test-1.fw, specifically the beginning of the part that
definesiptables rules:
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# Table 'filter', rule set Policy
#

# Rule -4 heartbeat (automatic)

#

echo "Rule -4 heartbeat (automatic)"

#

$| PTABLES -A QUTPUT -0 lo -p udp -mudp -d 224.0.10. 100 --dport 694 -j ACCEPT
z Rul e -3 heartbeat (automatic)

zcho "Rul e -3 heartbeat (automatic)"

:I PTABLES -A INPUT -i lo -p udp -mudp -d 224.0.10.100 --dport 694 -j ACCEPT
z Rul e -2 heartbeat (automatic)

zcho "Rul e -2 heartbeat (automatic)"

:I PTABLES - A OQUTPUT -0 ethO -p udp -mudp -d 224.0.10.100 --dport 694 -j ACCEPT
z Rul e -1 heartbeat (automatic)

zcho "Rule -1 heartbeat (automatic)"

:I PTABLES -A INPUT -i ethO -p udp -mudp -d 224.0.10.100 --dport 694 -j ACCEPT
z Rul e 0 (eth0)

#

echo "Rule 0 (eth0)"

#

$I PTABLES -N I n_RULE O

$I PTABLES -A INPUT -i ethO -s 10.3.14.152 -j In_RULE O
$I PTABLES -A INPUT -i ethO -s 10.3.14.151 -j In_RULE O
$I PTABLES -A INPUT -i ethO -s 10.3.14.150 -j In_RULE O
$I PTABLES -A INPUT -i ethO -s 10.3.14.108 -j In_RULE O

$| PTABLES -A In_RULE O -j LOG --log-level info --1og-prefix “RULE O -- DENY "
$| PTABLES -A In_RULE 0 -j DROP

Rules with negative numbers were added by the program automatically to permit packets of the heartbeat
protocol. Rules added to interface "ethO" look right, they arein the right chains INPUT and OUTPUT and
match multicast group 224.0.10.100 and port 694 which were configured in the protocol settings dialog
Figure 14.105. The program also added the same rules to the loopback interface which we probably do not
need. Thisisbecause the wizard that creates new cluster object treats all interfaces equally and sinceit has
found two interfaces in each member firewall, "ethQ" and "l0", it set up failover groups on both. In other
words, the program assumed that | want to run heartbeat on all interfaces. | could have fixed thisright in
the wizard when | was creating new cluster abject. To do that, | would have to switch to the tab "10" in
Figure 14.101 page of the wizard and set "Protocol” to "None" for the interface "l0". However, | did not
doit then, so | need to fix it now, when cluster object and its interfaces have already been created.

Tofix this, | find interface "lo" of the cluster and failover group object "web_server_cluster:lo:members"
located right under it in the tree:
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Figure 14.110. Failover group that was added to loopback interface

Object | Attributes
- [f§ Cookbook2
E-[E] Clusters 1 objects
- g web_server_cluster * iptables(- any -) / linux24
ﬁ State sync Group type: cenntrack
- [ Policy top ruleset ipv4
- [E NAT top ruleset ipv4
- g Routing top ruleset ipv4
eth0 outside
P web_server cluster:ethO:ip 10.3.14.152/255.255.255.0
web_server_cluster:eth0O:ip 10.3.15.151/255.255.255.0
web_server_cluster:ethO:ip 10.3.14.150/255.255.255.0
web_server_cluster:ethO:members  type: heartbeat
loopback

-+ web_server_cluster:lo:members type: heartbeat

Then | double click on the failover group "web_server_cluster:lo:members' in the tree to open it in the
editor and switch the type from "heartbeat" to "None". Once thisis done, | recompile the firewall again
and inspect generated script:

Table '"filter', rule set Policy

Rul e -2 heartbeat (automatic)

cho "Rule -2 heartbeat (autonatic)"

H 0O HHHH

$I PTABLES - A QUTPUT -0 ethO -p udp -mudp -d 224.0.10.100 --dport 694 -j ACCEPT
#

# Rule -1 heartbeat (autonatic)

#

echo "Rule -1 heartbeat (automatic)"

#

$I PTABLES -A INPUT -i ethO -p udp -mudp -d 224.0.10.100 --dport 694 -j ACCEPT
#

# Rule O (ethO)

#

echo "Rule 0 (eth0)"

#

$I PTABLES - N I n_RULE_O

$I PTABLES -A INPUT -i ethO -s 10.3.14.152 -j In_RULE O

$I PTABLES -A INPUT -i ethO -s 10.3.14.151 -j In_RULE O

$I PTABLES -A INPUT -i ethO -s 10.3.14.150 -j In_RULE O

$I PTABLES -A INPUT -i ethO -s 10.3.14.108 -j In_RULE O

$I PTABLES -A In_RULE 0 -j LOG --log-level info --1og-prefix "RULE O -- DENY "
$I PTABLES -A In_RULE_ O -j DROP

#

Therules attached to loopback are gone.

Last change | am going to do before | upload generated script to my firewallsis switch to iptables-restore
format in the generated script. This offers many advantages over entering iptables commands one by one,
the most important isthat i ptables-restore policy updateisatomic. If it encountersan error, it abortswithout
changing running firewall policy. Also the update happens much faster and the firewall does not run in
the undefined state with only part of its policy loaded. To switch, find firewall object in the tree, double
click it to openitintheeditor and click "Firewall Settings" button. Navigate to the tab " Script" and turn on
checkbox "Use iptables-restore to activate policy”. Do it in both member firewall objects, then recompile
again. Generated script now looks like this (thisis only relevant part of the script):
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(

echo '*filter'

# Table "filter', automatic rules

echo : | NPUT DROP [ 0: 0]

echo : FORWARD DROP [ 0: 0]

echo : QUTPUT DROP [0: 0]

# accept established sessions

echo "-A INPUT -mstate --state ESTABLI SHED, RELATED -j ACCEPT "

echo "-A OUTPUT -m state --state ESTABLI SHED, RELATED -j ACCEPT "

echo "-A FORWARD -m state --state ESTABLI SHED, RELATED -j ACCEPT "

# Table 'filter', rule set Policy

#

# Rule -2 heartbeat (automatic)

echo "-A OQUTPUT -0 ethO -p udp -mudp -d 224.0.10.100 --dport 694 -j ACCEPT "
#

# Rule -1 heartbeat (automatic)

echo "-A INPUT -i ethO -p udp -mudp -d 224.0.10. 100 --dport 694 -j ACCEPT "
#

# Rule O (ethO)

echo ":In_RULE O - [0:0]"

echo "-A INPUT -i ethO -s 10.3.14.152 -j In_RULE O "
echo "-A INPUT -i ethO -s 10.3.14.151 -j In_RULE O "
echo "-A INPUT -i ethO -s 10.3.14.150 -j In_RULE O "
echo "-A INPUT -i ethO -s 10.3.14.108 -j In_RULE O "

echo "-A In_RULE O -j LOG --log-level info --log-prefix \"RULE O -- DENY \""
echo "-A In_RULE O -j DROP "

nore rul es here .

# Rule 6 (gl obal)

echo ":RULE_6 - [0:0]"

echo "-A INPUT -j RULE 6 "

echo "-A RULE 6 -j LOG --log-level info --log-prefix \"RULE 6 -- DENY \""
echo "-A RULE 6 -j DROP "

#

echo COWM T

) | $I PTABLES_RESTORE; | PTABLES RESTORE_RES=$7?

test $I PTABLES RESTORE RES != 0 && run_epil og_and_exit $I PTABLES RESTORE RES

Note

In addition to rules for the failover protocol, Firewall Builder can automatically add rules to
permit packets used by the state synchronization protocol. In case of iptables thisis conntrackd.
Protocol parameters are configured in the "State Sync Group™" object that is located in the tree
immediately under the cluster.

14.4.1.4. Installing cluster configuration using built-in policy in-

staller

More details on the installer and explanation of its options can be found in Chapter 10.

To upload generated script to both firewalls and activateit, use toolbar button "Install” that islocated next
to the button "Compile". It also opens wizard-like dialog that lists the cluster and member firewalls and
provides checkboxes that allow you to choose which firewall you want to install on (both by default).
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Figure 14.111. Policy installer parameters

Install options for firewall 'linux-test-1'

User name: [ root ]

Password or passphrase: |...lll...ll ]

[] Remember passwords

Address that will be used to communicate

with the firewall: l10‘3‘14‘108

["] Quiet install: do not print anything as commands are executed on the firewall
[] Verbose: print all commands as they are executed on the firewall

[] Store a copy of fwb file on the firewall

If you install the policy in test mode, it will not be saved permanently, so you can revert to
the last working cenfiguration by rebooting the firewall

[] Test run: run the script on the firewall but do not store it permanently.

["] schedule reboot in _a min

| ox I

2

Once you choose which firewalls you want to install the policy on and click Next, you are presented with
policy installer dialog Figure 14.111 where you need to enter authentication credential and some other
parameters that control installation process.

Policy installer shows its progress in the dialog that looks like this:

Figure 14.112. Policy installer progress

B0 1%, wbuilder
Feowall /| Pogres Frewsis: inux-test-2 AREERRRTTRRENRNEN]

linux-te.. Success

linux-te... Success
Process log

Save log 1o fike

Summary:
* Running as wser : vadim
* Firewall name : linux-test-1
* Installer uses user name : root
* Managemant address : 10,3.14,108
* Platform ; iptables
* Host 05 : linux24
* Loading config: from file ; i et bu (UsersGuided/datajclusters. fwb

Installation plan:
Copy file: themepvadimfsrofwbuilder/docsiUsersGuided /datafinue-test-1.fw > fetcfwflinux-test-1.fw
Fun script

echo "=ttt
chmod +x fetcfwilinus-test-1.fw;
sh fetcwilinux-test-1 bw && [ test 1 varfrunfshutdewn. pid E& shutdown -c; echo Policy activated’ )

nux-test-1_fw = 10.3.14. 108 /etcFw/linux-test-1.fw
r established,

firewall script generated Thu Mar 18 17:37:10 2010 by vadm
Running prolog script
# Removing ip address: ethd 10.3.14.151/24

verifying interfaces: ethd lo
Running epileg script

Poli

Connec

< 1.3.14.108 closed =
Stop S5H session terminated, exit status: 0 T|

Einish Cancel ‘
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Installer copies the script to the firewall using scp (pscp.exe on Windows), then runsit there. If thisisthe
first time you connect to the firewall using ssh, installer recognizes ssh warning about unknown host key
and opens ancther pop-up dialog where it shows the key and asks administrator to verify it. If there were
no errors during policy install, corresponding statusis declared "success' in the left hand side column and
installer tries to do the same for the next member firewall.

14.4.1.5. Converting configuration to OpenBSD and PF

Lets see how much effort it is going to take to convert this configuration to entirely different firewall
platform - PF on OpenBSD. There are different ways to do this. | could make a copy of each member
firewall (linux-test-1 and linux-test-2), set platform and host OSin the copy to PF and OpenBSD and then
create new cluster object. This would be a sensible way because it preserves old objects which helps to
roll back in case something does not work out. However, to make the explanation shorter, | am going to
make the changes in place by modifying existing objects.

| start with member firewalls. Open each one in the editor and change its name, platform and host OS as
shown in Figure 14.113 for the first member:

Figure 14.113. Converting member firewall to PF/OpenBSD

:'_5: File Edit View Object Rules Tools Window Help

NS

l<=|4...v[n'g Cookbook2 |']l _im

Filter: | |~ m 0 g wel
Object Attributes =l 1 any
El- [ Cookbook2 2 any
El-[Z5] Clusters 1 objects
El- g web_server_cluster * iptables(- any -) { linux24
State Sync Group type: conntrack
Policy top ruleset ipv4 3 igwel
- [B] NAT top ruleset ipvd 4 ggwel
- fig] Routing top ruleset ipvé 5 any
El- 5 etho outside 6an
P web_server _cluster:eth0:ip 10.3.14.152/255.255.255.0 e S
web_server_cluster:eth0:ip 10.3.15.151/255.255.255.0
; web_server_cluster:eth0:ip 10.3.14.150/255.255.255.0
‘@ web_server_cluster:ethO:members type: heartbeat
2 lo loopback
‘.- web_server_cluster:lo:members type: none
£ [ Firewalls 4 objects
= bsd-test-1 * pf(- any -} / openbsd
i - [E Policy ipva
. .[E NaT ipva g
. [ Routina inv4
[«] | [«]»] |

[ Cookbook2 [ Frewalls [ bsd-test-1

Col
Name: [bsd—test—l |
[ Host OS Settings ... ]

l
Platform: [ PF v l

[ Firewall Settings ... l

Version: [— any - |
| [ Inactive firewall

’)
’)

Host 0S: [OpenBsn

Medified: Thu Mar 18 18:24:41 2010
Compiled: Thu Mar 18 17:37:10 2010
Installed: Thu Mar 18 18:05:39 2010
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Set version of PF to match version of your OpenBSD machine. Do the same change to the second member
firewall, then check failover group of interface "eth0" of the cluster object:

Figure 14.114. Failover group indicates that the cluster configuration does not
match members

[ Cookbook2 [ Clusters [ web_serwver_cluster / ethD / web_server_cluster:ethO:members

C

% Name: [web_server_cIuster:etho:members ] |Firewa|| |Interface |Statu5 |
i Bm bsd-test-1 gg eth0  [Invalid
Type: |heartbeat -] ‘- Bm bsd-test-2 g§l etho |Invalid

Edit protocol parameters l [ Manage Members l

Failover group declares status of both members "Invalid", this is because the platform and host OS of
members do not match configuration of the cluster object anymore. They should match exactly, so we
have to reconfigure the cluster object to platform "PF" and host OS "OpenBSD" as well. This should fix
the status of both membersin the failover group dialog.

To switch to OpenBSD from Linux we need to change failover protocol from heartbeat to CARP as well.
The protocol is configured in the failover group object. List of available protocols depends on the firewall
platform chosen in the parent cluster object. While cluster was set up as "iptables’, possible choices of
failover protocolswere "heartbeat", "VRRP', "OpenAlS" and "None". "CARP" was not in the list because
it is not available on Linux. After the cluster is switched to "PF", the list consists only of "CARP" and
"None" as shown in Figure 14.115:

Figure 14.115. Failover protocol choicesfor PF/OpenBSD

[ Cookbook2 [ Clusters [ web_server_cluster [ ethO / web_server_cluster:ethO:members

Co

Mame: [web_server_cluster:ethO:members l |Firewa|| |Interface |Statu5 |
i Bm bsd-test-1 g8l eth0 OK
Type: | CARP < i Bm bsd-test-2 gl etho  OK

MNone

l Edit protocel parameters l [ Manage Members l

Help

Firewall Builder can configure CARP interfaces on BSD. For that, it needs some parameters of the CARP
protocol. You can configure these if you click "Edit protocol parameters’ button in the failover group
object dialog. This brings another dialog where you can configure CARP password, vhid and some other
parameters:
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Figure 14.116. CARP parameters

CARP Parameters

CARP password |secret
VHID | 100
Advertisement interval (sec) |1

Master advskew |0

LI VIRERARE I 3

Default adwskew |0

A

Last thing we have to change is the names of interfaces. On OpenBSD loopback is "lo0" and ethernet
interface can be for example "pcn0*. To rename interfaces find them in the tree, open in the editor and
change the name. This needs to be done with interface objects of both member firewalls and the cluster.
Significant difference between CARP protocol and heartbeat on Linux is that CARP creates its own net-
work interfaces named "carpNN". In Firewall Builder terms this means we need to name cluster interface
object "carp0" (remember that in case of Linux cluster, cluster interface name was the same as names of
corresponding member firewalls). After all interfaces have been renamed, my final configuration looks
like shown in Figure 14.117:

Note

| also changed ip addresses of interfaces pcnO of both member firewalls to avoid conflict with
till running linux firewalls.
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Figure 14.117. Final configuration for PF cluster

clusters.fwb
[ 4= | . [ Cookbook2 |v]l
Filter: [ |v] E]
Object Attributes
|:| Clusters 1 objects
El- g web_server_cluster * pfi- any -) / openbsd
h State Sync Group type: pfsync

top ruleset ipvéd

top ruleset ipvd

top ruleset ipvd

outside
10.3.14.152/255.255.255.0
I web_server cluster:carp0:ip-1  10.3.14.151/255.255.255.0
web_server cluster:carp0:ip-2 10.3.14.150/255.255.255.0
= web_server_cluster:carpO:me... type: carp

- [ Policy

Lo AP psd-test-1:pcn0:ip

- Bm bsd-test-2

lo0 loopback
‘.. web_server_cluster:lo:members type: none
- [E] Firewalls 4 objects
El- B bsd-test-1 * pf(4.6 and later) / openbsd
- [E Policy ipvd
- [E] NAT ipvd
- f& Routing ipvd
E- 35 lod loopback
i AP bsd-test-1:l00:ip 127.0.0.1/255.0.0.0
. I8y bsd-test-1:100:ipv6 14128
BB pcno outside

10.3.14.50/255.255.255.0
* pf(4.6 and later) / openbsd

- [E Policy ipvé

MAT ipv4

- fig] Routing ipva

El- B o0 loopback
i IP - bsd-test-2:100:ip 127.0.0.1/255.0.0.0
. I8y bsd-test-2:100:ipv6 ::1/128

BB pcno outside

L AP hsd-test-2:pen0:ip

10.3.14.51/255.255.255.0
* iptables(- any -) / linux24
* iptables(- any -) / linux24

-3 Objects 7 objects
B[] Services 8 objects
- [E5] Time 0 objects

Now we can recompile the cluster again. For PF fwbuilder generates two files for each member firewall.
One file has extension .conf and contains PF configuration. The other file has extension .fw and is an
activation script.

Looking inside the generated .conf file, we see PF implementation of the same policy rules (thisis just
afragment with first few rules):
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# Tables: (2)
table <tbl.r0.d> { 10.3.14.50 , 10.3.14.152 , 10.3.14.151 , 10.3.14.150 }
table <tbl.r0.s> { 10.3.14.152 , 10.3.14.151 , 10.3.14.150 , 10.3.14.50 }

# # Rule -2 CARP (automatic)

pass qui ck on pcnO inet proto carp fromany to any | abel "RULE -2 -- ACCEPT "

#

# Rul e backup ssh access rule

# backup ssh access rule

pass in quick inet proto tcp from10.3.14.0/24 to <tbl.r0.d> port 22\
flags any |abel "RULE -1 -- ACCEPT "

#

# Rule O (carpO)

bl ock in log quick on pcnO inet from<tbl.r0.s>to <tbhl.r0.s>\
no state | abel "RULE O -- DROP "

#

# Rule 1 (100)

pass quick on 100 inet fromany to any no state |abel "RULE 1 -- ACCEPT "

Figure 14.118. Example of arule associated with a cluster interface

|Source |Destination |Service |Interface Direction |Acti0n |Dption5 |
mﬂweb_sewer_cluster g web_server_cluster Any B carp0 | § Inbounc @Deny F

Look at the rule #0 in the screenshot Figure 14.106 (the anti-spoofing rule). The same rule is shown in
Figure 14.118, except | removed label "outside" from the interface carp0 to make it clear which interface
isplaced in the "Interface" column of therule.

This rule has interface object that belongs to the cluster in its "Interface” column. Firewall Builder GUI
does not accept member firewall interface in this column. Only interfaces of the cluster are allowed in
the "Interface” column of the rule set that belongs to the cluster. Interfaces of the Linux cluster have the
same names as corresponding member firewall interfaces. In my example above member interfaces were
"eth0" and cluster interface had the same name. Thisis because cluster interface object is an abstraction
that serves several purposes: it is a place where failover protocol parameters are configured and also it
represents member firewall interfacesin ruleswhen the program compilesthe policy and generatesfirewall
script or configuration file. Cluster interface object will be replaced with interface of the member firewall
for which the policy is being compiled. When fwbuilder compilesit for the member #1, it replaces cluster
interface objects with interfaces of member #1. When it then compiles the same rules for member #2, it
replaces cluster interfaces with interfaces of member #2.

Thisfeelsintuitivewhen we build Linux cluster because names of member interfacesand cluster interfaces
are the same. When | use cluster interface "ethQ" in the rule, it is essentially the same as using firewall's
interface with the same name (except it is not the same, internally) so it is the configuration | am used to
when | start configuring clusters have spent some time working with regular firewalls in fwbuilder.

Interfaces of BSD cluster have names that directly correspond to the names of failover protocol interfaces
carpNN which really exist on the firewall machine. The problem is that PF does not inspect packets on
these interfaces and therefore PF rules should not be attached to these interfaces. Y et, fwbuilder usesBSD
cluster interfaces carpNN in the same way as explained above. if you want to attach rules to particular
interfacesusing "on <intf>" clause, you need to use cluster interface object intherules. Inthiscase, just like
when we were building Linux cluster, fwbuilder will replace carpNN with interfaces of member firewall
that are configured in the failover group of the cluster interface.

| realizethis can be counter-intuitive, especially to those who know all details of BSD cluster configuration
by heart and are very used to working with CARP. We may be ableto improve the model in futureversions
of fwbuilder if there is enough user demand.
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Note

In addition to rules for the faillover protocol, Firewall Builder can automatically add rules to
permit packets used by the state synchronization protocol. In case of PF thisis pfsync. Protocol
parameters are configured in the " State Sync Group" object that islocated in the treeimmediately
under the cluster. Generated script can also configure pfsync interface and some parameters of
the protocol.

The bottom part of the activation script isinteresting. Thisiswhere CARP interface is configured and PF
configuration is activated. Here is how this looks like:

configure_interfaces() {
sync_carp_i nterfaces carp0
$| FCONFI G carpO vhid 100 pass secret car pdev pcnO

updat e_addresses_of interface \
"carpO 10.3.14. 152/ 0xffffff00 10.3.14. 151/ 0xffffff00 10.3. 14. 150/ OxffffffoO" ""
updat e_addresses_of _interface "l o0 ::1/128 127.0.0. 1/ Oxff000000" ""
updat e_addresses_of interface "pcn0O 10. 3. 14. 50/ Oxffffffo0o" ""
}

log "Activating firewall script generated Thu Mar 18 20:19:42 2010 by vadi nt

set _kernel _vars
configure_interfaces
prol og_conmmands

$PFCTL \
-f
${FWDI R}/ bsd-test-1.conf || exit 1

Shell function "sync_carp_interfaces' is defined at the beginning of the same script, it compares list of
carp interfaces defined in Firewall Builder with carp interfaces that really exist on the firewall machine.
Interfaces that are missing are created and those that exist but are not defined in fwbuilder are deleted. If
the set of carp interfaces matches those defined in fwbuilder, this function does nothing. Next, the script
configured interface carpO using parameters entered in the failover protocol dialog Figure 14.116 shown
above. Callsto shell function"update_addresses of interface” updateip addresses of interfaces, including
carpO. This function also does it incrementally by comparing required list of addresses with those that
really are configured on the interface. If lists match, the function does not do anything, otherwise it adds
or deletes addresses as appropriate.

Basically, you can start with OpenBSD or FreeBSD machine configured with one I P address on the inter-
face that you can use to communicate with it. Script generated by fwbuilder will set up other addresses
and failover protocol.

As you can see, conversion required few changes but not that much. | had to change firewall platform
and host OS in member firewalls and cluster object, rename interfaces, possibly change IP addresses,
change the name of thefailover protocol and its parameters. Rel ationshi ps between the cluster and member
firewalls remained the same and so | did not have to add or remove firewalls to cluster failover group
objects. Most importantly, | did not have to touch rules at all. Granted, this was very simple example and
in more complicated cases some rules may need to be adjusted. Most often thisis the case when origina
iptables policy used some modules and features unique to iptables. Most typical rules can be trandated
automatically with no change in the GUI.
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14.4.2. Linux Cluster Using VRRPd

In this example, we work with two Linux machines running VRRP for failover that form a High Avail-
ability (HA) firewall pair, and another machine behind them that will use this pair as a firewall. The
set-up is shown in figure Figure 14.119. Machines linux-test-1 and linux-test-2 are the firewalls and lin-
ux-test-3 is a workstation behind them. All testing is done on an isolated network using private |IP ad-
dresses, subnet "outside" the firewalls is 10.3.14.0/255.255.255.0 and subnet "behind" the firewalls is
10.1.1.0/255.255.255.0. In fact, this network was located behind arouter and another firewall that provid-
ed connection to the Inetrnet. In real configurations, the subnet that is 10.3.14.0 here will probably use
publicly routable IP addresses.

Figure 14.119. HA Configuration Using Two Linux M achines Running VRRPd

UE

10.3.14.254

eth0 10.3.14.108 / 24
default gw 10.3.14.254

linuxitest-1 linuxitest-2

ethD 10.3.14.109 / 24

VYRRP vrid 1 10.3.14.1 |
‘ L 5g default gw 10.3.14.254

eth110.1.1.1/24 eth110.1.1.2/24

‘ VRRP vrid 2 10.1.1.254 |

eth010.1.1.3/ 24
default gw 10.1.1.254

=

linux-test-3

Note

IPv6 addresses are not used in this recipe. Some interface objects in the screenshots have IPv6
addresses because firewall objects were "discovered” using SNMP, which finds | Pv6 addresses.
Y ou can disregard these addresses while working with examplesin this chapter.

14.4.2.1. Setting up VRRPd daemon

Asshown in Figure 14.119, machines linux-test-1 and linux-test-2 run vrrpd daemon (VRRPD home page
[http://off.net/~jme/vrrpd/]) to create virtual |P address on both subnets. VRRPd adds avirtual I1P address
to the same interface ethO or ethl. One of the daemons becomes master and takes ownership of the virtual
address by adding it to the interface. It sends a UDP datagram to the multicast address 224.0.0.18 every
second or so to declare that it is up and running and owns the address. If the machine it is running on
shuts down for any reason, this stream of packets from the master stops and after a predetermined timeout,
the second machine becomes the master and assumes the virtual 1P address. VRRP daemon also replaces
MAC address of theinterface with avirtual MAC address so that when the virtual |P addressistransferred
from one machine to ancther, al hosts on the corresponding subnet do not have to update their ARP tables
because the MAC address stays the same.
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VRRPd is very easy to configure. It does not have any configuration file; al configuration is provided by
parameters on the command line. Here is the command line for the machine linux-test-1;

virrpd -D -i ethO -v 1 -a none -p 110 10. 3. 14. 150
vrrpd -D -i ethl -v 2 -a none -p 110 10.1.1.254

Here is the same for the machine linux-test-2:

vrrpd -D -i ethO -v 1 -a none -p 120 10. 3. 14. 150
vrrpd -D -i ethl -v 2 -a none -p 120 10.1.1.254

The parameter "-D" makes VRRPd become a daemon, "-i" tells it which interface it should work with,
"-v" defines the VRID (Virtual Router Identifier), "-a" is used to set up authentication (we used none
for this simple test), "-p" configures priority and the last parameter is the virtual address this instance of
VRRPd should manage. The VRID used on our two subnets should be different. Here | make the priority
of one machine higher than the other to ensure it becomes master when it comes online. Thisis it: once
all instances of VRRPd start on both machines, they configure | P addresses as follows (addresses added
by vrrpd are highlighted in red):

root@inux-test-1:~# ip -4 addr |s

1: |l o: <LOOPBACK, UP, LONER UP> ntu 16436 qdi sc noqueue state UNKNOMN
inet 127.0.0.1/8 scope host |o

2: et hO: <BROADCAST, MULTI CAST, UP, LONER UP> ntu 1500 qdi sc pfifo_fast state UNKNOMN gl en
inet 10.3.14.108/24 brd 10. 3. 14. 255 scope gl obal et hO

3: ethl: <BROADCAST, MULTI CAST, UP, LOAER _UP> ntu 1500 qdi sc pfifo_fast state UNKNOM gl en
inet 10.1.1.1/24 brd 10.1.1. 255 scope gl obal ethl

root@inux-test-2:~# ip -4 addr |s

1: |l o: <LOOPBACK, UP, LONER UP> ntu 16436 qdi sc noqueue state UNKNOMN
inet 127.0.0.1/8 scope host |o

2: et hO: <BROADCAST, MULTI CAST, UP, LONER UP> ntu 1500 qdi sc pfifo_fast state UNKNOMN gl en
inet 10.3.14.109/24 brd 10. 3. 14. 255 scope gl obal et hO
inet 10.3.14.150/32 scope gl obal ethO

3: ethl: <BROADCAST, MULTI CAST, UP, LOAER _UP> ntu 1500 qdi sc pfifo_fast state UNKNOM gl en
inet 10.1.1.2/24 brd 10.1.1. 255 scope gl obal ethl
inet 10.1.1.254/32 scope global ethl

1000

1000

1000

1000

Note

Addresses added by VRRPd have a netmask of /32, while the normal netmask in this set-up for
all interfacesis/24.

At thispoint, we can test our configuration by pinging virtual addresses on both sides. Then kill VRRPd on
linux-test-2 and observe virtual addresses being added on the other machine. The test ping should register
afew seconds of downtime and then just keep going.

14.4.2.2. Firewall and Cluster Objects for the HA Firewall Configura-
tion with VRRPd

Now we can create objectsin Firewall Builder to represent this cluster. We start with two firewall objects
configured with | P addresses but no policy or NAT rules. Interfaces and their addresses and netmasks are
shown on Figure 14.120:
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Figure 14.120. Interfaces and Addresses of the Cluster Members

Object Attributes
B
£ Clusters 0 objects
v [Z] Firewalls 2 objects
v Ba linux-test-1 * iptables(= any =) / linux24
Policy top ruleset ipv4
NAT top ruleset ipv4
Routing top ruleset ipv4
v B etho
P linux-test-1:eth0:ip 10.3.14.108/255.255.255.0
I8y linux-test-1:eth0:ip6 fe80::2c:29ff fele:dcaa /64
v B ethl
P Jinux-test-1:eth1:ip 10.1.1.1/255.255.255.0
I8y linux-test-1:eth1:ip6 fe80::2c:29ff -fele:dch4 /64
» o loopback
v Bm linux-test-2 * iptables(- any =) / linux24
» = o loopback
v B etho
P linux-test-2:eth0:ip 10.3.14.109/255.255.255.0
I8y linux-test-2:eth0:ip6 fe80::2c: 29 fefc:678¢/64
v B ethl
P linux-test-2:eth1:ip 10.1.1.2/255.255.255.0
I8y linux-test-2:eth1:ip6 fe80::2c:29ff:fefc:6796 /64
Policy top ruleset ipv4
NAT top ruleset ipv4
Routing top ruleset ipv4
» [ Objects 7 objects
» [ Services 8 objects
& Time 0 objects

Now we can create the cluster. Use the usual "New object" menu and choose the object type "Cluster":

Figure 14.121. Creating a New Cluster Object

Emr@ User

Filkel @ New Library
| B New Firewall I
o New Cluster
[=] New Host 0 objects
Y H3 New Network 2 objects
* iptables(- ai
LF
n,'{;,} New Network IPv6 top ruleset tpwe
I New Address top ruleset ipve
IB; New Address IPv6 top ruleset ipv¢
(& New DNS Name 0:i 10.3.14.108/2!
= ip 3,14, !
i3 New Address Table 0:ipb fe80::2c: 29ff:fe
“s New Address Range
& New Object Group 1:ip 10.1.1.1/255.2
1:ip6 fe80::2c: 29ff:fe
#" New Custom Service loopback
1%, New IP Service * iptbables(- al
ye . i k
‘% New ICMP Service cophac
%% New ICMP6 Service  guip 10.3.14.109/2!
%% New TCP Service 0:ip6 fe80::2c:29ff:fe
%4 New UDP Service ) R
N ] ip 1.1 .
i
ﬁ New TagSemcle 1:ip6 fe80::2c: 29ff fe
& New User Service top ruleset ipv<
& New Service Group top ruleset ipv¢
top ruleset ipv¢
¥ @ Time Interval 7 objects
[ R nhiartc

This starts the wizard that helps you create new cluster object. First, choose which firewall objects will
be used for the cluster. Our test file is small and has only two firewall objects so the choice is obvious.
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In more complex configurations, you may have many firewall objects, not all of which need to be used
in cluster configurations. Figure 14.122

Figure 14.122. First Page of the New Cluster Wizard

8.0

Enter the name of the new object linux-cluster

Select member firewall objects to use with the new cluster. One member
firewall should be marked as master. You can choose to copy policy and
NAT rules from the rule sets of one of the members to the new cluster
later.

Firewall Use in cluster Master

G

o
L

1 B linux-test-1

" ®

2 B linux-test-2

F T = £ ~ 1 &
< Back )( Next> )| Finish )( Cancel )

Note

Since all policy and NAT rules are configured in the cluster object, the same member firewall
object can be used with different clusters. Thisis a great way to try different configurations or
build some temporary ones.

On the next page Figure 14.123 of the wizard we configure the mapping between cluster interfaces and
interfaces of the member firewalls. In this simple set-up the mapping is direct: interface "ethQ" of the
cluster represents interfaces "eth0" of both members and the same goes for "eth1" and loopback. Things
may be more complicated if the failover protocol used for the cluster creates its own interfaces, such as
CARP on OpenBSD. In that case the name of the interface that is configured at the top of the wizard page
would be "carp0" and we would map it to interfaces of the members, say "en0" on both, using controls at
the bottom of the wizard page. However in the case of VRRP,the heartbeat and keepalived on Linux the
name of the cluster interface must match the name of the member interfaces; that is, in our case we create
cluster interfaces "eth0" and "eth1". The wizard does this automatically: it finds interfaces with the same
name in both members and suggests cluster interfaces with the same name, mapped to those interfaces of
the member firewalls. Feel freeto edit if this guess was incorrect for your set-up. The"+" and "x" buttons
in the top corners of the page allow you to add and remove cluster interfaces. See Section 8.1 for more
information on the cluster interfacesin Firewall Builder.

401



Firewall Builder Cookbook

Figure 14.123. Configuring Cluster Interfaces

8,060

& eth0 | ethl o | ®

Name: ethO

Label:
Comment:

Select firewall interfaces to use with cluster interface and choose its

Configuration of cluster interfaces depends on the failover protocol
chosen on the next page. If the protocol creates its own new
interface, such as CARP that creates interface carp0, then the
cluster interface object represents it and should have name carp0.
If failover protocol does not create new interfaces, such as
heartbeat or OpenAlS, then cluster interface should have the same

linux-test-1 linux-test-2
By linux-test-1 By linux-test-2
= lo = lo
= =
= ethl = ethl

T TP - ——
( <Back )( Next> )| Finish )( Cancel )

|

The next page Figure 14.124 of the wizard is used to set up virtual |P addresses and failover protocols
for the cluster interfaces. Most protocols require an | P address, which you can add by clicking the "Add
address' button. The only exception at this time is Cisco PIX, where the HA pair uses |P addresses of
the master instead of using special virtual addresses. In that case, the part of the wizard page where you
configure I P addresses will be disabled.

Choose the failover protocol using the drop-down list. Among other "rea” protocols list includes item
"None". Use thisitem if you do not want Firewall Builder to add automatic policy rules to the generated
configuration and plan to do thisyourself. Also use this"protocol" to configure cluster loopback interface.
In any case cluster interfaces must be configured with corresponding interfaces of the member firewalls
to establish the mapping.
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Figure 14.124. Configuring Virtual I P Addresses of Cluster Interfaces

aMNeO
& eth0 | ethl lo | ®
Name: eth0
Label:
Comment:
Protocol: VRRP o

Depending on the failover protocol, cluster interface may or may
not need an IP address. VRRP, CARP, heartbeat interfaces should
have their own unique IP addresses different from the member
firewall interfaces. Other failover protocols such as the one used in
Cisco ASA (PIX) firewall do not require additional IP address.

List of available failover protocols depends on the firewall platform.

Address Netmask Type Remowe
1 10.3.14.150 IPv4 14) (Remove
W ] [

(" Add address )

£ = 3 2z o . ) n F T
( <Back )( Next> )| Finish )( Cancel )
| S | S

Note

The address and netmask pair of the cluster interface must be configured exactly the same asdone
by the cluster software. In the case of VRRPd, the netmask is/32 (see the output of "ip addr show"
command above where it is visible that the address added by VRRPd comes with netmask /32).
We use the same netmask in the address configuration in cluster interfaces ethO and ethl. See
Section 14.4.2.4 for the explanation of why this netmask isimportant.

Thefinal page of the wizard Figure 14.125 allows you to choose to copy policy and NAT rules from one
of the membersto the new cluster object. This can be useful if you used to manage a cluster with Firewall
Builder by maitaining two firewall objects manually or with the aid of external scripts. If you decide to
usethis option, the Firewall Builder GUI copies policy and NAT rules from the member you choose to the
new cluster object, then creates backup copies of both member firewall objects with the name with suffix
"-bak" and deletes all Policy and NAT rulesin the rule sets of the member firewall objectsit uses for the
cluster. This way, you can aways return to your old set-up using these backup objects and at the same
time, new cluster configuration has all the rules in the cluster object.

Note

This is important because if a member firewall object has a policy or NAT rule set with the
same name as the one in the cluster, then Firewall Builder will use rules from the rule set of the
member, thus overriding al the rules in the cluster's rule set with the same name. This alows
you to create complex configurations where majority of the rules are defined and maintained in
the cluster object, but afew rules can be created separately in the members to complement rules
of the cluster.
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Figure 14.125. Final Page of the New Cluster Wizard

0.0

Choose which member's policy and NAT rules should be used to create
policy and nat rules of the cluster. First, each member firewall object will

be copied with the name "<firewall>-bak" (where <firewall> is the name of
the member) for backup, then rules from the chosen member will be
copied to the new cluster and finally all policy and NAT rules will be deleted
in both members. Backup firewall objects ensure that you do not lose your
configuration and can always revert back if necessary. You can delete
backup objects or move them to a separate library for archival later.
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The following screenshot Figure 14.126 demonstrates the newly created cluster object.

Figure 14.126. Cluster Object

Object Attributes
@ User
£ Clusters 1 objects
linux-cluster * iptables(- any =) / linux24
State Sync Group type: conntrack
Policy top ruleset ipv4
NAT top ruleset ipv4
Routing top ruleset ipv4
ethQ
!E'. linux-cluster:eth0:ip 10.3.14.150/255.255.255.255
Eﬂ linux-cluster:ethG:memb... type: vrrp
B ethl
!E'. linux-cluster:ethl:ip 10.1.1.254/255.255.255.255
Eﬂ linux-cluster:ethl:memb... type: vrrp
lo loopback

Eﬁ linux-cluster:lo:members ype: none

Each cluster interface has an additional child object (located underneath it in the tree) with the name
linux-test-1: eth0: members and linux-test-1: eth1: members. These objects arefailover groups; thisiswhere
the failover protocol and mapping between the cluster and member interfaces is configured. Screenshot
Figure 14.127 highlights failover group that belongs to interface ethO:
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Figure 14.127. Cluster Failover Group in the Object Tree

@ User
£ Clusters 1 objects
linux-cluster * iptables(- any -) / lin
ﬁ State Sync Group type: conntrack
Policy top ruleset ipv4
NAT top ruleset ipvé
Routing top ruleset ipv4
B etho
I linux-cluster:eth0:ip 10.3.14.150/255.255.25
L:TI
B ethl
I linux-cluster:eth1:ip 10.1.1.254/255.255.255
Bﬁ linux-cluster:ethl:members type: vrrp
= o loopback
ﬂ linux-cluster:lo:members type: none
£ Firewalls 2 objects
Ba linux-test-1 * iptables(- any -) / lin
Policy top ruleset ipv4
NAT top ruleset ipv4
Routing top ruleset ipv4
= Etho

The failover group is configured with the name, protocol, and interfaces of the member firewalls that
correspond to the cluster interface this failover group belongs to. The failover group object selected on
Figure 14.127 looks like this:

Figure 14.128. Cluster Failover Group Object

ey Comn

put
E
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| 3 gt
WE
=

Find

| Editer

Manage Members

The failover group for the interface ethl should look the same, except for using interfaces ethl of the
member firewalls. Use the button Manage Membersto open adialog that lets you add and remove member
firewall interfaces in the failover group.

Another new type of object that appearsin the clustersis State Synchronization group Figure 14.129. This
group object defines the state synchronization protocol to be used for the cluster and interfaces of the
member firewalls where this protocol runs. In the case of Linux firewalls only the conntrack protocol is
available.

Note

The purpose of this new object is to provide configuration parameters to let Firewall Builder
generate policy rulesto permit packets of this protocol. In some other cases, such as with PF on
OpenBSD where state synchronization is done via pfsync interface, Firewall Builder can gener-
ate actual configuration for the protocol itself. However at this time Firewall Builder does not
generate configuration or acommand line for the conntrackd daemon.
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Figure 14.129. State Synchronization Group in the Object Tree

f; User
1 Clusters
linux-cluster

Policy
NAT
Routing
B etho

P linux-cluster:eth:ip

Ej—j linux-cluster:ethO:members
B ethl

P linux-cluster:ethL:ip

Ej—j linux-cluster:ethl:members
= o

EH linux-cluster:lo:members
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top ruleset ipv4

10.3.14.150/255.255.25
type: vrrp

10.1.1.254/255.255.255
Type: vrrp

loopback

type: none

Just like asfor failover groups, a state synchronization group object is configured with the name, protocol,
and member interfaces:

Figure 14.130. State Synchronization Group Object

| { User | Clusters | Bnux-cluster | State Sync Groun
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Output
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If you do not use conntrackd in your cluster set-up and do not need iptables rules to permit its packets
in the generated script, then just do not configure state synchronization group object with interfaces of
the member firewalls. Such an empty state synchronization group object will look like this when opened
in the editor:

Figure 14.131. Empty State Synchronization Group Object

Edit protocel parameters Manage Members

[FEditor= Find | Oumut

You can edit parameters of the state synchronization protocol, such as |P address of the multicast group
it uses and port number if you click Edit protocol parameters button:
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Figure 14.132. State Synchronization Protocol Parameters

8.0 1 conntrack protocol settings
f

[ conntrack Parameters ]

[l Use unicast address for conntrackd
Address: 225.0.0.50

Port number (udp): 3780 @

. Cancel )

)

Firewall Builder uses thisinformation to generate policy rulesto permit conntrack packets. See examples
of the output generated by the policy compiler below.

14.4.2.3. Policy and NAT Rules for the Cluster

Now we can move on to building a cluster policy and NAT rules. In the examples below, | am using a
featureintroduced in Firewall Builder 4.0 that lets you quickly compile single rule and see theresult in the
bottom panel of the GUI immediately. To do this, right-click anywhere in the rule to open context menu
and use item "Compile" or highlight the rule and pressthe " X" key. Figure 14.133

Figure 14.133. Compiling a Single Rule
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Add Rule Below el s *
| Leliierar | A All A pnrh M a
- Remove Rule F

| | [ User { Clusters | linux-cluster [ Policy

| Move Ruleup %% |

linw 9P %

SIPT, Move Rule down 1 -m state --state NEW -j ACCEPT
Copy Rule

linuj  Cut Rule
3IPT Paste Rule Above 1 -m state --state NEW -j ACCEPT

| Output |

Paste Rule Below

Find

Disable Rule

[ Editor

Figure 14.134 shows aminimal policy rule set for the cluster that demonstrates general principles used by
Firewall Builder to generate configurations for the member firewalls.
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Figure 14.134. Simple Policy for the Cluster, Also Showing the Generated iptables
Commandsfor the Anti-Spoofing Rule

& #—; / User / Clusters / linux-cluster / Policy

Source Destination Service Interface Direction Action Time Optic Comment
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6 Any Any Any Al 4% Both @0eny  Any B 4
d
[ User [ Clusters / linux-cluster f Policy / rule #0 @ 0
(=] linux-test-1 / Policy / rule 0 £
= | SIPTABLES -N In_RULE_O
g‘ $IPTABLES -A FORWARD -i eth0 -s 10.3.14.150 -jIn_RULE O
© | SIPTABLES -A FORWARD -ieth0 -s10.1.1.254 -jIn_RULE_D
$IPTABLES -A FORWARD -i eth0 -s 10.3.14.108 -jIn_RULE O
- SIPTABLES -A FORWARD -ieth0 -s10.1.1.1 -jIn_RULE_O
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L | ZIPTABLES -A In_RULE_O -j DROP
=
2 linux-test-2 [ Policy [ rule 0
B SIPTABLES -N In_RULE_O

$IPTABLES -A FORWARD -i eth0 -s 10.3.14.150 -jlIn_RULE O v

Let's inspect the policy rules shown in Figure 14.134. All rules are built with the global option "Assume
firewall ispart of any" turned off in both linux-test-1 and linux-test-2 firewalls.

 Rule 0: anti-spoofing rule. When we build anti-spoofing rule for a standalone firewall, we put firewall
object in"Source", its external interface in "Interface” and make direction "Inbound”. When we do this
for a cluster, we put cluster object in "Source" instead of the member firewall object. The interface
object in"Interface" element of thisruleisthe onethat belongsto the cluster rather than its members. Al
other aspects of the rule are the same. Firewall Builder generates i ptables commands for this rule using
the IP addresses of the cluster (10.3.14.150 and 10.1.1.254 in our example) and the addresses of the
member firewall it compiles for, in this case 10.3.14.108 and 10.1.1.1 for linux-test-1 and 10.3.14.109
and 10.1.1.2 for linux-test-2. Thisis clearly visible in the generated output shown in Figure 14.134. In
other words, policy compiler processes rules twice, first compiling for the first member firewall and
then for the second one. On each pass, cluster object represents corresponding member, plus virtual
addresses configured in the cluster's interfaces.

e Rules 1 and 2: since VRRPd uses multicast to communicate between daemons running on the member
firewalls, it needs IGMP as well. Rules 1 and 2 permit packets sent to the standard multicast address
registered for IGMPin both directions (inand out). Theserulesuse standard | Pv4 address object "I GM P"
that isavailable in the Standard objects library. The rules could be even more restrictive and also match
IPserviceobject "IGMP", also avail ablein the Standard objectslibrary. Sincethis service object matches
protocol number 2 and | P option "router-alert". Unfortunately, only the very latest Linux distributions
ship theiptables modul e ipv4options needed to match IP options so | did not put the service object inthe
rule. Here is how generated iptables script look like when "Service' field ontherules 1 and 2 is "any"

linux-test-1/ Policy / rule 1
$I PTABLES -A QUTPUT -d 224.0.0.22 -mstate --state NEW-j ACCEPT

linux-test-2 / Policy / rule 1
$I PTABLES -A QUTPUT -d 224.0.0.22 -mstate --state NEW-j ACCEPT

408



Firewall Builder Cookbook

linux-test-1/ Policy / rule 2
$I PTABLES -A INPUT -s 224.0.0.22 -mstate --state NEW-j ACCEPT

linux-test-2 / Policy / rule 2
$I PTABLES -A INPUT -s 224.0.0.22 -mstate --state NEW-j ACCEPT

If | put standard IP service object "IGMP" in the "Service" field of rules 1 and 2, | get the following
iptables commands for the rule 1:

linux-test-1/ Policy / rule 1

linux-test-2 / Policy / rule 1

$I PTABLES -A QUTPUT -p 2 -d 224.0.0.22 -mipv4options --ra -mstate --state NEW-j ACO

$I PTABLES -A QUTPUT -p 2 -d 224.0.0.22 -mipv4options --ra -mstate --state NEW-j ACO

EPT

EPT

» Therest of therulesarefairly straightforward and serveto illustrate that building apolicy for the cluster
is no different than building the policy for a regular standalone firewall. Rules 3 and 4 permit access
from the firewall to internal network and the other way around. The generated iptables commands use
INPUT and OUTPUT chains and look like this:

linux-test-1/ Policy / rule 3
$I PTABLES - A QUTPUT -d 10.1.1.0/24 -mstate --state NEW-j ACCEPT

linux-test-2 / Policy / rule 3
$I PTABLES -A QUTPUT -d 10.1.1.0/24 -mstate --state NEW-j ACCEPT
linux-test-1/ Policy / rule 4
$I PTABLES -A INPUT -s 10.1.1.0/24 -mstate --state NEW-j ACCEPT
linux-test-2 / Policy / rule 4

$I PTABLES -A INPUT -s 10.1.1.0/24 -mstate --state NEW-j ACCEPT

* Rule 5 permits outbound access from the internal net to the Internet and uses chain FORWARD. The
generated iptables code for thisruleis no different from that produced for aregular standalone firewall.

Note that we don't need to add explicit rule to permit VRRP and conntrackd packets to the policy. This
is because Firewall Builder adds these rules automatically. Here is how they look like in the generated
iptables script for the linux-test-1 firewall:
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# Table 'filter', rule set Policy
#
# Rule -4 VRRP (automatic)

H*

$I PTABLES -A INPUT -i ethl -p vrrp -d 224.0.0.18 -j ACCEPT

$I PTABLES -A QUTPUT -0 ethl -p vrrp -d 224.0.0.18 -j ACCEPT

z Rule -3 VRRP (automatic)

:I PTABLES -A INPUT -i ethO -p vrrp -d 224.0.0.18 -j ACCEPT

$I PTABLES -A QUTPUT -0 ethO -p vrrp -d 224.0.0.18 -j ACCEPT

z Rul e -2 CONNTRACK (automati c)

:I PTABLES - A OQUTPUT -0 ethl -p udp -mudp -d 225.0.0.50 --dport 3780 -j ACCEPT
z Rul e -1 CONNTRACK (automati c)

:I PTABLES -A INPUT -i ethl -p udp -mudp -d 225.0.0.50 --dport 3780 -j ACCEPT

Rules for conntrack are associated with ineterface ethl because the state synchronization group is config-
ured with interfaces ethl of the member firewalls (Figure 14.130).

Now let'slook at the NAT rule built for this cluster Figure 14.135
Figure 14.135. NAT Rulefor the Cluster

“& gﬂg / User / Clusters / linux-cluster / NAT

Original Srec Original Dst  Original Srv | Translated Src Translated Dst  Translated Srv | Action Options | Comme
& net-10.1.1 Any Any B eth0 Original Original () Translate

J User J Clusters | linux-cluster / NAT / rule #0

linux-test-1 / NAT / rule O

echo "Rule 0 (NAT)"

#

SIPTABLES -t nat ~A POSTROUTING -o eth0 -s 10.1.1.0/24 -j SNAT --to-source 10.3.14.150

Output |

linux-test-2 [ NAT / rule O

echo "Rule 0 (NAT)"

#

SIPTABLES -t nat -A POSTROUTING -o ethO -s 10.1.1.0/24 -j SMNAT --to-source 10.3.14.150

Find

[ Editor

Interface ethO used in the "Translated Source" element of this rule is the one that belongs to the cluster,
not member firewalls. The generated i ptables commands use cluster interface that belongsto thisinterface
for the trandation. Otherwise thisis very common SNAT rule.

14.4.2.4. Managing the IP Addresses of the Interfaces in the Cluster
Set-Up
At the beginning of this chapter | mentioned that it is important to create the IP address of the cluster

interface with the same netmask it has on the real firewall machine. When virtual 1P address is managed
by VRRPd, the netmask is /32 (See Figure 14.124). Here is what happens.
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The generated script can manage | P addresses of interfaces of thefirewall. Thisisoptional andiscontrolled
by checkboxesin the "Script" tab of the firewall object "advanced settings" dialog, Figure 14.136.

Figure 14.136. Optionsin the" Script” tab of the firewall object dialog

[ Compiler Installer = Prolog/Epilog  Logging = Secript | IPv6 |

E[ Load iptables modules

If debugging is turned on, the script will run with shell option "-x" that makes it print every
command it executes. Warning: this produces a lot of debugging output.

|1 Turn debugging on in generated script

Managing interfaces and addresses

E\«"erify interfaces before loading firewall policy

@ Configure Interfaces of the firewall machine
"I Clear ip addresses and bring down interfaces not configured in fwbuilder
|| Configure VLAN Interfaces
|| Configure bridge Interfaces

|_| Configure bonding Interfaces

E[Add virtual addresses for NAT

Generated script can load rules one by one by calling iptables command line utility, or activate
them all at once using iptables-restore. In both cases you just run the script with command line
parameter "start” to activate the policy, the script will use iptables-restore automatically if this
checkbox is on

"l Use iptables-restore to activate policy

When the checkbox " Configure interfaces of the firewall machine" isturned on, Firewall Builder addsthe
following linesto the generated script:

configure_interfaces() {

updat e_addresses_of _interface "lo ::1/128 127.0.0.1/8" "*"
updat e_addresses_of _interface "ethO fe80::2c: 29ff: fele: dcaa/ 64 10.3.14.108/24" "10. 3. 14. 150/ 32"
updat e_addresses_of _interface "ethl fe80::2c: 29ff: fele: dcb4/64 10.1.1.1/24" "10.1.1.254/32"

}

Here calls to the update_addresses of interface shell function try to bring ip addresses of the firewall
interfacesin sync with their configurationin Firewall Builder. | P addressesthat are configured in fwbuilder
but are not present on the firewall will be added and those found on the firewall but are not configured
in fwbuilder will be removed.

Note

Thisisdoneto ensure the environment in which generated iptables ruleswill work really matches
assumptions under which these rules were generated. If the program generates rules assuming
certain addressesbel ong to thefirewall, but infact they do not, packetswill gointo chainsdifferent
from those used in the generated i ptables commands and behavior of the firewall will be wrong.

When the script adds and removesip addresses of the firewall interfaces, it should skip those managed by
VRRPd. VRRPd (and probably other HA software aswell) does not seem to monitor the state of the virtual
addresses it adds to interfaces, assuming that it is the only agent that does so. If fwbuilder script were
to remove virtual addresses while VRRPd is still working, the cluster operation would break until vrrpd
would add them back, which only happens when it restarts or failover occurrs. So the Firewall Builder
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script has to know to avoid these addresses and not remove them. The second argument in the call to the
shell function update_addresses of interface serves this purpose, it tells the function which addresses it
should ignore. The function uses "ip addr show" command to discover addresses that already configured
on the interfaces and for the address to match, it should have exactly the same netmask as the one that
appears in the output of "ip addr show" command.

14.4.3. Linux Cluster Using a Heartbeat

In this example, we work with two Linux machines running heartbeat for failover that form aHigh Avail-
ability (HA) firewall pair, and another machine behind them that will usethispair asafirewall. Theset upis
shown in figure Figure 14.137. Machineslinux-test-1 and linux-test-2 are the firewallsand linux-test-3isa
workstation behind them. All testing isdoneon anisolated network using private | P addresses, subnet "out-
side" thefirewallsis 10.3.14.0/255.255.255.0 and subnet "behind" the firewallsis 10.1.1.0/255.255.255.0.
Infact, this network was located behind arouter and another firewall that provided connection to the Inetr-
net. In real configurations subnet that is 10.3.14.0 here will probably use publicly routable | P addresses.

Figure 14.137. HA Configuration Using Two Linux MachinesRunning a Heartbeat

‘L—-.L’-_-:'-"
10.3.14.254
1 1
heartbeat
ha.cnf: meast eth0 225.0.0.1 694 1 0

haresources: linux-test-1 IPaddr::10.3.14.150/24/eth0/10.3.14.255

eth0 10.3.14.109 / 24
default gw 10.3.14.254

eth0 10.3.14.108 / 24
default gw 10.3.14.254

linuxptest-1 linuxttest-2

eth1 10.1.1.1/24 eth1 10.1.1.2/ 24

heartbeat
ha.cnf: meast eth1 225.0.0.1 6941 0
haresources: linux-test-1 |IPaddr::10.1.1.254/24/eth1/10.1.1.255

eth0 10.1.1.3/24
default gw 10.1.1.254

linux-test-3

Note

IPv6 addresses are not used in this recipe. Some interface objects in the screenshots have IPv6
addresses because firewall objects were "discovered" using SNMP which finds |Pv6 addresses.
Y ou can disregard these addresses while working with examplesin this chapter.

14.4.3.1. Setting Up the Heartbeat

Asshown in Figure 14.137, machines linux-test-1 and linux-test-2 run heartbeat daemon (Linux-HA home
page [http://www.linux-ha.org/]) to create virtual 1P address on both subnets. The heartbeat adds virtual
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| P address to the same interface ethO or eth1. One of the daemons becomes master and takes ownership of
the virtual address by adding it to the interface with the label "eth0:0" or "eth1:0".

Note

Section 8.1 explainsthat this"eth0:0" is not an interface and should not be used asthe name of the
interface object in Firewall Builder configuration. See Section 8.1 for amore detailed explanation.

The heartbeat sends a UDP datagram to the multicast address 225.0.0.1 every second or so to declare that
it is up and running and owns the address. If the machine it is running on shuts down for any reason, this
stream of packets from the master stops and after a predetermined timeout, the second machine becomes
master and assumes the virtual |P address. The heartbeat actually is more complex than that: it can be
configured to monitor certain resources on the machine and give up the addressif some conditions are met.
In that case, two daemons negotiate transfer of the address from one machine to another and the second
machine becomes active. These aspects of heartbeat configuration are outside the scope of this manual and
we will not go into more details about it. See heartbeat documentation on Linux-HA home page [http://
www.linux-ha.org/] or heartbeat manual for that.

Unlike VRRPd, heartbeat does not replace the MAC address of the active machine with avirtual one: it
uses gratutious ARP to announce the changing of the MAC address. This does not change anything in the
Firewall Builder configuration for the cluster.

Assuming you have followed installation instructions for the heartbeat and have correct package on the
machine, you can build simple configuration for it by creating just threefiles:

 ha.cf, the main configuration file
* haresources, resource configuration file
« authkeys, authentication information

Hereisthe configuration for the test setup | am using:

Figure 14.138. Heartbeat configuration files

# cat ha.cf:

ncast ethO 225.0.0.1 694 1 0
ncast ethl 225.0.0.1 694 1 0
aut o_fai |l back on

node |inux-test-1

node |inux-test-2

# cat haresources
linux-test-1 | Paddr::10. 3. 14. 150/ 24/ et h0/ 10. 3. 14. 255
linux-test-1 | Paddr::10.1.1.254/24/ethl1/10.1.1. 255

# cat aut hkeys

auth 3
3 nmd5 hb- aut h- key

Thistellsthe heartbeat to run two sessions, on interfaces ethO and ethl, using multicast with default group
address 225.0.0.1 and udp port 694. There are two nodes, "linux-test-1" and "linux-test-2". File hare-
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sources defines virtual |P addresses on both subnets and file authkeys sets up M D5 authentication with a
simple shared key. A nice aspect of the heartbeat configuration is that all three files are identical on both
machines in the cluster. File authkeys should have permissions "0600", other files can have permissions
"0644":

root@inux-test-1:/etc/ha.d# |s -1a authkeys haresources ha. cf
STW-- - - 1 root root 648 2010- 02-03 09: 17 aut hkeys
-rwr--r-- 1 root root 10610 2010-02-03 09: 28 ha. cf

-rwr--r-- 1 root root 106 2010- 02-04 10: 21 haresources

Now we can start the heartbeat on both machines using "/etc/init.d/heartbeat start” command (on Ubuntu).
If everything is done correctly, the heartbeat daemons should come up and after a while one of them
becomes active. Which one is determined by the node name that is the first word in each line of the
haresourcesfile. Daemons log their progress, aswell aswarnings and errorsin the /var/log/messages file.
When the active daemon takes over the virtual |P address, it is added to the interface and look like this
(virtual addresses are highlited in red):

root @i nux-test-1:~# ip -4 addr Is

1: |o: <LOOPBACK, UP, LOAER UP> ntu 16436 qdi sc noqueue state UNKNOMN
inet 127.0.0.1/8 scope host |o

2: eth0: <BROADCAST, MULTI CAST, UP, LOAER UP> ntu 1500 qdi sc pfifo_fast state UNKNOMN gl en 1000
inet 10.3.14.108/24 brd 10. 3. 14. 255 scope gl obal ethO
inet 10.3.14.150/24 brd 10. 3. 14. 255 scope gl obal secondary et h0: 0

3: ethl: <BROADCAST, MULTI CAST, UP, LONER _UP> ntu 1500 qdi sc pfifo_fast state UNKNOMN gl en 1000
inet 10.1.1.1/24 brd 10.1. 1. 255 scope gl obal ethl
inet 10.1.1.254/24 brd 10.1. 1. 255 scope gl obal secondary ethl:0

root @i nux-test-2:~# ip -4 addr Is

1: |o: <LOOPBACK, UP, LOAER UP> ntu 16436 qdi sc noqueue state UNKNOMN
inet 127.0.0.1/8 scope host |o

2: eth0: <BROADCAST, MULTI CAST, UP, LOAER UP> ntu 1500 qdi sc pfifo_fast state UNKNOMN gl en 1000
inet 10.3.14.109/24 brd 10. 3. 14. 255 scope gl obal ethO

3: ethl: <BROADCAST, MULTI CAST, UP, LONER _UP> ntu 1500 qdi sc pfifo_fast state UNKNOMN gl en 1000
inet 10.1.1.2/24 brd 10.1. 1. 255 scope gl obal ethl

14.4.3.2. Firewall and Cluster Objects for the HA Firewall Configura-
tion with Heartbeat

Now we can create objectsin Firewall Builder to represent this cluster. We start with two firewall objects
configured with ip addresses but no policy or NAT rules. Interfaces and their addresses and netmasks are
shown on Figure 14.139:
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Figure 14.139. Interfaces and Addresses of the Cluster Members

Object Attributes
@ User
£ Clusters 1 objects
1 Firewalls 2 objects
Ba linux-test-1 * iptables(- any -) / linux24
Policy top ruleset ipv4
NAT top ruleset ipv4
Routing top ruleset ipv4
5| etho
I linux-test-1:eth0:ip 10.3.14.108/255.255.255.0
I8y linux-test-1:eth0:ip6 fe80::2¢:29ff fele:dcaa/64
B ethl
IP. linux-test-1:eth1:ip 10.1.1.1/255.255.255.0
I8y linux-test-1:eth1:ip6 fe80::2¢:20ff fele:dch4 /64
= o loopback
Ba linux-test-2 * iptables(- any =) / linux24
Policy top ruleset ipv4
NAT top ruleset ipv4
Routing top ruleset ipv4
B etho
1P linux-test-2:eth0:ip 10.3.14.109/255.255.255.0
"@; linux-test-2:eth0:ipb fe80::2c:29ff.fefc:678¢c/ 64
B ethl

!'_;'. linux-test-2:ethl:ip
"@; linux-test-2:ethl:ipé

lo

10.1.1.2/255.255.255.0
fe80::2c:29ff.fefc:6796/64
loopback

Now create the new cluster. First, select firewalls "linux-test-1" and "linux-test-2" in the tree, then click
right mouse button to open context menu and use item "New cluster from selected firewalls" as shown

on Figure 14.140.

Figure 14.140. Creating a New Cluster Object from Selected Member Firewalls

20 Firewall / ruleset
i [ User +
Filter: L] Iz‘
Object
@ User
£ Clusters
= Firewalls
-
&= 1
=] Objects Duplicate ... [
=1 Services Move ... »
& Time
Copy
Cut
Delete
Croup
New cluster from selected firewalls
Compile
Install
Lock

This method opens up the wizard that creates a new cluster object with the list of the firewalls that shows
two firewalls that were selected in the tree:
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Figure 14.141. Creating a New Cluster Object

Enter the name of the new object |linux-cluster-hb
Select member firewall objects to use with the new cluster. One member firewall should be
marked as master. You can choose to copy policy and NAT rules from the rule sets of one of
the members to the new cluster later.
Firewall Use in cluster Master
1 Bs linux-test-1 ] =
2 Bm linux-test-2 ™ O
e N - e A
< Back )( Mext> )[ Finish )( Cancel )

4

After you click "Next", you arrive on the next page where you establish correspondence between cluster
interfaces and interfaces of the member firewalls. The program finds interfaces of the members with the
same name that can be used for a cluster and preconfigures cluster interfaces using this information. In
our case, it created cluster interfaces "ethQ", "eth1" and "l0" and mapped them to the inetrfaces with the
same name in both members. See Figure 14.142:

416



Firewall Builder Cookbook

Figure 14.142. Arranging Cluster Interfaces

& ethd | ethl o | x

Name: ethO

Label:

Comment:

Select firewall interfaces to use with cluster interface and choose its name.

Configuration of cluster interfaces depends on the failover protocol chosen on the next
page. If the protocol creates its own new interface, such as CARP that creates interface
carp0, then the cluster interface object represents it and should have name carp0. If
failover protocol does not create new interfaces, such as heartbeat or OpenAlS, then
cluster interface should have the same name as corresponding member firewall
interfaces, that is eth0, ethl.102, vlan200, and so on. In the latter case cluster interface
is an abstraction used to define mapping between corresponding interfaces of the
member firewalls and to provide place for the configuration of the failover protocol.

linux-test-1 linux-test-2
Ba linux-test-1 By linux-test-2
= o = lo
= =
= ethl = ethl

™ w1 N s N = £~ 1
<Back )( Mext> )[ Finish ) [ Cancel )

A

Thisexampleis straightforward because there is adirect correspondence between them. In more complex
cases, member firewalls may have different number of interfaces, only some of which should be used for
the cluster configuration. Or failover protocol used for the cluster may create its own interfaces, such as
CARP on OpenBSD. In that case, the name of the interface that is configured at the top of the wizard page
would be "carp0" and we would map it to interfaces of the members, say "en0" on both, using controls
at the bottom of the wizard page. However, the heartbeat does not create the new interface so the cluster
interface objects must have the same name as corresponding member interfaces; in our case "eth0", "eth1"
and "lo". Y ou can create new cluster interfaces or delete existing ones on this page using the "+" and "x"
buttons. See Section 8.1 for more information on the cluster interfaces in Firewall Builder.

We assign IP addresses and choose failover protocols for the cluster interfaces on the next page of the
wizard Figure 14.143:
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Figure 14.143. Configuring the I P Addresses of the Cluster Interfaces

& eth0 | ethl o | x

Name: ethO

Label:

Comment:

Protocol: | heartbeat |4 ]

Depending on the failover protocol, cluster interface may or may not need an IP address.
VRRP, CARP, heartbeat interfaces should have their own unique IP addresses different
from the member firewall interfaces. Other failover protocols such as the one used in
Cisco ASA (PIX) firewall do not require additional IP address.

List of available failover protocols depends on the firewall platform.

Address Netmask Type Remove
1/ 10.3.14.150 24 1Pv4 1+]/C__Remove
. —/——————— s ] >

P
(" Add address |

£ oL 3N a1 2. % . £~ 1 A
[ <Back )[ Mext> )[ Finish [ Cancel )
R |

A

Most protocols require an IP address, which you can add by clicking "Add address" button. The only
exception at thistimeis Cisco PIX, where HA pair uses | P addresses of the master instead of using special
virtual addresses. Inthat casethe part of thewizard page where you configure | P addresseswill be disabled.

Choosethefailover protocol using drop-down list. Among other "real" protocolslist includesitem "None".
Use this item if you do not want fwbuilder to add automatic policy rules to the generated configuration
and plan to do this yourself. Also use this "protocol” to configure cluster loopback interface. In any case
cluster interfaces must be configured with corresponding interfaces of the member firewalls to establish
the mapping.

Note

The address and netmask pair of the cluster interface must be configured exactly the same as
done by the cluster software. In the case of the heartbeat, the netmask is/24. See the output of "ip
addr show" command above where it is visible that the address added by heartbeat comes with
netmask /24. The netmask is defined in the "haresources' file. We use the same netmask in the
address configuration in cluster interfaces ethO and ethl. See Section 14.4.2.4 for the explanation
of why this netmask isimportant.

Final page of the wizard Figure 14.144 alows you to choose to copy policy and NAT rules from one of
the members to the new cluster object. This can be useful if you used to manage a cluster with fwbuilder
by maitaining two firewall objects manually or with the aid of external scripts. If you decide to use this
option, the Firewall Builder GUI copies policy and NAT rules from the member you choose to the new
cluster object, then creates backup copies of both member firewall objects with the name with suffix "-
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bak" and deletes all policy and NAT rules in the rule sets of the member firewall objects it uses for the
cluster. Thisway, you can alwaysreturn to your old setup using these backup objects and at the sametime,
new cluster configuration has all the rulesin the cluster object.

Note

This is important because if a member firewall object has a policy or NAT rule set with the
same name as the one in the cluster, then Firewall Builder will use rules from the rule set of the
member, thus overriding al the rules in the cluster's rule set with the same name. This alows
you to create complex configurations where majority of the rules are defined and maintained in
the cluster object, but afew rules can be created separately in the members to complement rules
of the cluster.

Figure 14.144. Final Page of the New Cluster Wizard

Choose which member's policy and NAT rules should be used to create policy and nat rules of
the cluster. First, each member firewall object will be copied with the name "<firewall>-bak"
(where <firewall> is the name of the member) for backup, then rules from the chosen member
will be copied to the new cluster and finally all policy and NAT rules will be deleted in both
members. Backup firewall objects ensure that you do not lose your configuration and can
always revert back if necessary. You can delete backup objects or mowve them to a separate
library for archival later.

(=) do not use any, i will create new policy and NAT rules

() linux-test-1

() linux-test-2

£ = . Ad a1 2. A . -
[ <Back )( Mext> )[ Finish )( Cancel )

A4

The following screenshot Figure 14.145 demonstrates a newly created cluster object.
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Figure 14.145. Cluster Object

Object Attributes

@ User
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linux-cluster

2 objects
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Policy top ruleset ipv4
NAT top ruleset ipv4
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E}j linux-cluster-hb:ethQ:me. ..
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* iptables(- any =) / linux24
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Ba linux-test-1
B linux-test-2

£ Objects 7 objects
£ Sservices 8 objects
£ Time 0 objects

Each cluster interface has an additional child object (located underneath it in the tree) with the name
linux-test-1: ethO: members and linux-test-1: eth1: members. These objects are failover groups, thisiswhere
thefailover protocol and mapping between the cluster and member interfacesis configured. The screenshot
Figure 14.146 highlights failover group that belongs to interface ethO:

Figure 14.146. Cluster Failover Group in the Object Tree

Object Attributes

@ User

= Clusters
linux-cluster
linux=cluster=hb

h State Sync Group

2 objects

* iptables(- any =) / linux24
* iptables(- any =) / linux24
type: conntrack

Policy top ruleset ipv4
NAT top ruleset ipvé4
Routing top ruleset ipv4
B etho
'1'_;'. linux-cluster-hb:eth0:ip 10.3.14.150/255.255.255.0
B ethl

P linux-cluster-hb:eth1:ip
E}j linux-cluster-hb:ethl:members
= lo

B linux-cluster-hb:lo:members

10.1.1.254/255.255.255.0
type: heartbeat

loopback

type: none

The failover group is configured with the name, protocol, and interfaces of the member firewalls that
correspond to the cluster interface this failover group belongs to. Failover group object selected on Fig-
ure 14.146 looks like this:

Figure 14.147. Cluster Failover Group Object

1 User | Clusters | linux=chister=h [ ¢thD | linux-cluster-hboethl:members

Type: | heartbeat +

Cutput

Find

Edit protocol parameters

Manage Mermnbers

| Editer
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The ailover group for the interface ethl should look the same, except for using interfaces ethl of the
member firewalls. Use button Manage Members to open a dialog that lets you add and remove member
firewall interfacesin the failover group.

Another new type of object that appears in the clusters is the state synchronization group Figure 14.148.
This group object defines state synchronization protocol used for the cluster and interfaces of the member
firewalls where this protocol runs. In the case of Linux firewalls only conntrack protocol is available.

Note

The purpose of thisnew object isto provide al necessary configuration parametersto let Firewall
Builder generate policy rulesto permit packets of this protocol. In some other cases, such aswith
PF on OpenBSD where state synchronization is done via pfsync interface, Firewall Builder can
generate actual configuration for the protocol itself. However at thistime Firewall Builder does
not generate configuration or command line for the conntrackd daemon.

Figure 14.148. State Synchronization Group in the Object Tree

Object Attributes
@ User
[ Clusters 2 objects
s linux-cluster * iptables(- any =) / linux24
linux-cluster-hb * iptables(= any =) / linux24
Palicy top ruleset ipv4
NAT top ruleset ipv4
Routing top ruleset ipv4
B etho
'F.’. linux-cluster-hb:ethQ:ip 10.3.14.150/255.255.255.0
m linux-cluster-hb:ethQ:members type: heartbeat
B ethl
I linux-cluster-hb:eth1:ip 10.1.1.254/255.255.255.0
m linux-cluster-hb:ethl:members type: heartbeat
= o loopback
m linux-cluster-hb:lo:members Iype: none

Just as for failover group objects, a state synchronization group object is configured with the name, pro-
tocol, and member interfaces:

Figure 14.149. State Synchronization Group Object

j User § Clusters | linux-chuster-hb | Stabe Sync Group

E Mame:  State Syne Group ! M,. linux-test-1
= B linux-test-2

Comn

Find  Cutput

Edit protocal parameters Manage Members

|-Editor

If you do not use conntrackd in your cluster set-up and do not need iptables rules to permit its packets
in the generated script, then just do not configure state synchronization group object with interfaces of
the member firewalls. Such empty state synchronization group object will look like this when opened in
the editor:
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Figure 14.150. Empty State Synchronization Group Object

‘Frzwall:| inteviace: | Smms Comm
Name: State Syne Group
3

Type: conntrack

| Egiter— Find  Outpu

Edit protocol parameters - Manage Members
Y ou can edit parameters of the state synchronization protocol, such asthe IP address of the multicast group
it uses and port number if you click the Edit protocol parameters button:

Figure 14.151. State Synchronization Protocol Parameters

aMNe I conntrack protocol settings

[ conntrack Parameters |

| "l Use unicast address for conntrackd
Address: 225.0.0.50

[+

Port number (udp): 3780 |,

£ = 1 )\
| ek

A

Firewall Builder uses thisinformation to generate policy rulesto permit conntrack packets. See examples
of the output generated by the policy compiler below.

Note

There is very little difference between building a cluster using VRRPd or heartbeat in Firewall
Builder. To switch from one protocol to the other you would need to do the following:

» Open each failover group object in the editor and change protocol

* VRRPd uses netmask /32 for the virtual |P addresses, so if your heartbeat setup uses /24, then
you need to change these too.

Thisisit. If your heartbeat setup uses /32 netmask, then all you need to do is switch the protocol
in the failover groups.

14.4.3.3. Policy Rules for the Cluster

Note

Examples in this recipe illustrate another useful feature of cluster configurations in Firewall
Builder: cluster object "linux-cluster-hb" used in this recipe and cluster object "linux-cluster"
from the previous one (Section 14.4.2) use the samefirewall objects as member firewalls but gen-
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erate configurations for clusters based on different failover protocols. The same member firewall
object may be used with several cluster objectsto test different configurations or for migration.

Now we can move on to building cluster policy and NAT rules. In the examples below | am using a
Firewall Builder feature that lets you quickly compile a single rule and see the result in the bottom panel
of the GUI immediately. To do this, right-click anywhere in the rule to open context menu and use the
item "Compile" or highlight the rule and hit keyboard key "X". Figure 14.152

Figure 14.152. Compili
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ng a Single Rule

N = "pn Service | Interface Direction Actic
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&/ linw Cut Rule
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Figure 14.153 shows aminimal policy rule set for the cluster that demonstrates general principles used by
Firewall Builder to generate configurations for the member firewalls.

Figure 14.153. Simple Policy for the Cluster, Also Showing Generated iptables
Commandsfor the Anti-Spoofing Rule
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Let's inspect the policy rules shown in Figure 14.153. All rules are built with the global option "Assume
firewall is part of any" turned off in both linux-test-1 and linux-test-2 firewalls.

 Rule 0: anti-spoofing rule. When we build anti-spoofing rule for a standalone firewall, we put firewall
object in"Source", its external interface in "Interface” and make direction "Inbound”. When we do this
for a cluster, we put cluster object in "Source" instead of the member firewall object. The interface
object in "Interface” element of this rule is the one that belongs to the cluster rather than its members.
All other aspects of the rule are the same. Firewall Builder generates iptables commands for this rule
using ip addresses of the cluster (10.3.14.150 and 10.1.1.254 in our example) and addresses of the
member firewall it compiles for, in this case 10.3.14.108 and 10.1.1.1 for linux-test-1 and 10.3.14.109
and 10.1.1.2 for linux-test-2. Thisis clearly visible in the generated output shown in Figure 14.153. In
other words, policy compiler processes rules twice, first compiling for the first member firewall and
then for the second one. On each pass, cluster object represents corresponding member, plus virtual
addresses configured in the cluster's interfaces.

» Rules 1 and 2: heartbeat can be configured to use either multicast or unicast addresses. See below for
the example of configuration with unicast addresses, but by default it is assumed to use multicast. Rules
1 and 2 permit IGMP packets that the system needs to be able to join multicast group. Rules 1 and 2
permit packets sent to the standard multicast address registered for IGMPin both directions (in and out).
These rules use standard |Pv4 address object "IGMP" that is available in the Standard objects library.
The rules could be even more restrictive and also match IP service object "IGMP", also available in
the Standard objects library. Since this service object matches protocol number 2 and | P option "router-
dert". Unfortunately only the very latest Linux distributions ship the iptables modul e i pv4options that
is needed to match IP options so | did not put the service object in the rule. Here is how the generated
iptables script look like when "Service' field ontherules 1 and 2 is "any"

linux-test-1/ Policy / rule 1
$I PTABLES -A QUTPUT -d 224.0.0.22 -mstate --state NEW-j ACCEPT

linux-test-2 / Policy / rule 1
$I PTABLES -A QUTPUT -d 224.0.0.22 -mstate --state NEW-j ACCEPT

linux-test-1/ Policy / rule 2
$I PTABLES -A INPUT -s 224.0.0.22 -mstate --state NEW-j ACCEPT

l'inux-test-2 / Policy / rule 2
$I PTABLES -A INPUT -s 224.0.0.22 -mstate --state NEW-j ACCEPT

If | put standard IP service object "IGMP" in the "Service" field of rules 1 and 2, | get the following
iptables commands for the rule 1:

linux-test-1/ Policy / rule 1
$I PTABLES -A QUTPUT -p 2 -d 224.0.0.22 -mipv4options --ra -mstate --state NEW-j ACCEPT

linux-test-2 / Policy / rule 1
$I PTABLES -A QUTPUT -p 2 -d 224.0.0.22 -mipv4options --ra -mstate --state NEW-j ACCEPT

» Therest of the rules are fairly usual and serve to illustrate that building a policy for the cluster is no
different than building the policy for aregular standalone firewall. Rules 3 and 4 permit access from the
firewall to internal network and the other way around. The generated iptables commands use INPUT
and OUTPUT chains and look like this:
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linux-test-1/ Policy / rule 3
$I PTABLES -A QUTPUT -d 10.1.1.0/24 -mstate --state NEW-j ACCEPT

linux-test-2 / Policy / rule 3
$I PTABLES -A QUTPUT -d 10.1.1.0/24 -mstate --state NEW-j ACCEPT

linux-test-1/ Policy / rule 4
$I PTABLES -A INPUT -s 10.1.1.0/24 -mstate --state NEW-j ACCEPT

linux-test-2 / Policy / rule 4
$I PTABLES -A INPUT -s 10.1.1.0/24 -mstate --state NEW-j ACCEPT

* Rule 5 permits outbound access from the internal net to the Internet and uses chain FORWARD. The
generated iptables code for thisruleis no different from that produced for aregular standalone firewall.

Note that we don't need to add explicit rule to permit heartbeat and conntrackd packetsto the policy. This
is because fwbuilder adds these rules automatically. Here is how they look like in the generated iptables
script for the linux-test-1 firewall:

# Table "filter', rule set Policy

z Rul e -6 heartbeat (automatic)

:I PTABLES -A OQUTPUT -0 ethl -p udp -mudp -d 224.0. 10. 100 --dport 694 -j ACCEPT
z Rul e -5 heartbeat (automatic)

:I PTABLES -A INPUT -i ethl -p udp -mudp -d 224.0. 10. 100 --dport 694 -j ACCEPT
z Rul e -4 heartbeat (automatic)

:I PTABLES -A OQUTPUT -0 ethO -p udp -mudp -d 224.0. 10. 100 --dport 694 -j ACCEPT
z Rul e -3 heartbeat (automatic)

:I PTABLES -A INPUT -i ethO -p udp -mudp -d 224.0. 10. 100 --dport 694 -j ACCEPT
z Rul e -2 CONNTRACK (aut omati c)

:I PTABLES -A QUTPUT -0 ethl -p udp -mudp -d 225.0.0.50 --dport 3780 -j ACCEPT
z Rul e -1 CONNTRACK (aut omati c)

:I PTABLES -A INPUT -i ethl -p udp -mudp -d 225.0.0.50 --dport 3780 -j ACCEPT

The rules for conntrack are associated with ineterface ethl because the state synchronization group is
configured with interfaces ethl of the member firewalls (Figure 14.149).

14.4.3.4. Using unicast configuration for heartbeat and conntrack

Failover protocol heartbeat and state synchronization protocol conntrack can work using either multicast
or unicast addresses. Configuration described in this recipe so far used multicast addresses for both. To
switch to unicast, you need to change configuration of heartbeat in the ha.cnf file to use unicast. Here is
how it looks like for the machine linux-test-1:
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# cat ha. cnf
ucast ethO 10.3.14.109
ucast ethl 10.1.1.2

Before, when heartbeat was configured to use multicast, the ha.cnf file was identical on both cluster mem-

ber firewalls. Now that each machine is configured with 1P address of the other machine in the cluster,
ha.cnf files are different.

Apparently conntrackd can also work using unicast addresses however | can not provide example of its
configuration.

To build iptables rules for heartbeat and conntrack working with unicast addresses, open failover group
objectsassociated with cluster interfacesas shownin Figure 14.146 and Figure 14.147, click "Edit protocol
parameters' button and turn on checkbox "Use unicast address':

Figure 14.154. Using Heartbeat in Unicast Mode
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To switch to unicast for conntrackd, open the state synchronization group object in the editor and click the
"Edit protocol parameters' button, then check the "Use unicast address' checkbox:
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Figure 14.155. Using Heartbeat in Unicast Mode
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Note

When you switch to unicast, the "Address" input field in the heartbeat and conntrack protocol
parameters dialogs becomes disabled.

Switching to unicast makes Firewall Builder generate i ptables commands that match | P address of the peer
firewall for the corresponding interface pair. Here is the script generated for the machine linux-test-1:

# Rule -4
#
$1 PTABLES
#
# Rule -3
#
$1 PTABLES
#
# Rule -2
#
$1 PTABLES
#
# Rule -1
#
$1 PTABLES

heartbeat (automatic)

-A QUTPUT -0 ethO -p udp -mudp -d 10. 3.14.109 --dport 694 -j ACCEPT
heartbeat (automatic)

-A INPUT -i ethO -p udp -mudp -s 10.3.14.109 --dport 694 -j ACCEPT
CONNTRACK (automati c)

-A QUTPUT -0 ethl -p udp -mudp -d 10.1.1.2 --dport 3780 -j ACCEPT
CONNTRACK (automati c)

-A INPUT -i ethl -p udp -mudp -s 10.1.1.2 --dport 3780 -j ACCEPT

14.4.3.5. NAT Rules for the Cluster

Now let'slook at the NAT rule built for this cluster Figure 14.156
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Figure 14.156. NAT Rulefor the Cluster

‘K\ %5 / User / Clusters / linux-cluster-hb / NAT

e Original Src Original Dst | Original Srv  Translated Src Translated Dst | Translated Srv  Action Opticns
i net-10.1.1 Any Any B eth0 Original Original () Translate

[ User [ Clusters [ linux-cluster-hb / NAT / rule #0

linux-test-1 / NAT / rule O

echo "Rule 0 (NAT)"

#

SIPTABLES -t nat -A POSTROUTING -o ethD -s 10.1.1.0/24 -j SNAT —-to-source 10.3.14.150

Output |

linux-test-2 [ NAT / rule O

echo "Rule 0 (NAT)"

#

SIPTABLES -t nat -A POSTROUTING -o ethD -s 10.1.1.0/24 -j SNAT —-to-source 10.3.14.150

Find

[ Editor

The interface ethO used in the "Trandated Source” element of this rule is the one that belongs to the
cluster, not member firewalls. The generated iptables commands use the cluster interface that belongs to
thisinterface for the trandation. Otherwise, thisisavery straightforward SNAT rule.

14.4.3.6. Managing IP Addresses of the Interfaces in a Heartbeat
Cluster Setup

In order to ensure the environment in which generated i ptables ruleswill work really matches assumptions
under which these rules were generated, Firewall Builder can manage the | P addresses of the interfaces of
the firewall machine. This feature is optional and is controlled by the checkbox "Configure interfaces of
the firewall machine" in the " Script" tab of the firewall object "advanced settings' dialog, Figure 14.157:

Figure 14.157. Optionsin the" Script” Tab of the Firewall Object Dialog

[ Compiler Installer Prolog /Epilog Logging = Seript | IPv6

IZT Load iptables modules

If debugging is turned on, the script will run with shell option "-x" that makes it print every
command it executes. Warning: this produces a lot of debugging output.

[ Turn debugging on in generated script

Managing interfaces and addresses
E[Verify interfaces before loading firewall policy
IZT Configure Interfaces of the firewall machine

Clear ip addresses and bring down interfaces not configured in fwbuilder

([

|_| Configure VLAN Interfaces

|_| Configure bridge Interfaces

(]

|_| Configure bonding Interfaces
IZTAdd virtual addresses for NAT

Generated script can load rules one by one by calling iptables command line utility, or activate
them all at once using iptables-restore. In both cases you just run the script with command line
parameter "start” to activate the policy, the script will use iptables-restore automatically if this
checkbox is on

"] Use iptables-restore to activate policy
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Thereason for thisisthat if the program generates rules assuming certain addresses belong to the firewall,
but in fact they do not, packets will go into chains different from those used in the generated iptables
commands and the behavior of the firewall will be wrong.

The code that manages the addresses of interfaces should be able to find and ignore addresses added by
the failover daemons such as VRRPd, heartbeat, or keepalived. The program does this by looking at the IP
addresses of the cluster interfaces. It isimportant, therefore, to configure these addresses exactly as they
are done by the failover daemons, including both the address and netmask. The heartbeat configuration
used in the recipe Figure 14.138 configures virtual |1P address with netmask /24. The addresses of the
cluster interfaces must be configured in exactly the same way; otherwise, the generated script will kill
them when it activates firewall policy. Thisis shown in Figure 14.143

14.4.4. Linux cluster with OpenVPN tunnel interfaces

In this example, we are working with the same two Linux machines used in the previous example Sec-
tion 14.4.3 running heartbeat for failover that form a High Availability (HA) firewall pair. In addition to
standard Ethernet interfaces the firewalls in the cluster are using an OpenV PN tunnel interface, tun0, to
connect to a remote location.

Figure 14.158. Linux Cluster with OpenVPN Tunnel Interfaces

10.3.14.254

heartbeat
ha.conf: mcast eth0 225.0.0.1 69410
haresources: linux-test-1 IPAddr::10.3.14.15

eth0: 10.3.14.108 / 24 eth0: 10.3.14.109/24

default gw: 10.3.14.254 s default gw: 10.3.14.254
- -
— =ﬁ
] |
linux-test-1 =?b =;h linux-test-2
eth1: 10.1.1.1 /24 . eth1:10.1.1.2/24

heartbeat
ha.conf: mcast eth1 225.0.0.1 69410
haresources: linux-test-1 IPAddr::10.1.1.254/24/eth
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Note

Y ou must configure OpenV PN tunnels outside of Firewall Builder. Configuration of OpenV PN
tunnesis outside the scope of this cookbook; you can find more information about OpenV PN and
information on configuring tunnels at www.openvpn.net.

In this scenario, in addition to the regular Ethernet interfaces failing over in the event of a failure, we
also want the OpenV PN tunnel interface, tun0, to failover automatically aswell. This design requires that
the OpenVPN tunnel configuration use the outide interface's virtual address as the tunnel source which
introduces some complications during afailover event.

Thefirst issueis that the OpenVPN tunnel on the dave firewall, linux-test-2, cannot be started whileit is
in slave mode. Thisisdueto the fact that the | P addressit is configured to use as the tunnel source address,
the virtual address, does not exist on the server (remember that master will be configured with the virtual
address unless there is afailover event).

Thisbehavior leads to the second issue, which isthat the Firewall Builder-generated script will fail to start
if the tunnel interface, tun0, isused in any of the firewall rules. Since the tun0 interface does not exist on
the slave firewall the script cannot implement the rules as defined which causes it to exit with an error.

The solution to these problems is to use OpenVPN's persistent tunnel interfaces combined with some
additional logic in the heartbeat configuration automate the tunnel interface failover.

14.4.4.1. Creating Persistent Tunnels in OpenVPN

OpenVPN provides afeature called "persistent tunnels'. These are tunnel interfacesthat always exist even
if the OpenV PN daemon isnot running. Thetunnel interface needsto be created early in the boot sequence;
you can do this by adding the following to the file /etc/network/intefaces.

auto tunO
iface tunO inet static
address 192.168. 123.1
net mask 255. 255. 255. 252
pre-up openvpn --nktun --dev tunO

Note

Examples are based on Ubuntu Server, other distributions may have different network initializa-
tion files and syntax.

The "openvpn --mktun --dev tun0" command creates a tunnel interface, but note that this is an interface
"stub" since the full OpenVPN configuration has not been applied and thus the tunnel interface is not
providing any connectivity to the remote site. Later when the OpenVPN daemon is run, the rest of the
VPN configuration will be applied to this interface.

14.4.4.2. Failover scripts for OpenVPN

Now that we have a persistent tunnel interface, the second part of this solution has two components. First,
we need a script to restart the OpenVPN daemon and second we need to add this script to the heartbeat
configuration so that it is called if thereis afailover event.

Here's an example of awrapper script that will restart the OpenV PN daemon.
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root @i nux-test-2:/etc/ha.d# cat resource. d/ OpenVPN

#

#!/ bi n/ sh

#

Description: a wapper to restart OpenVPN daenpn at the takeover event

Aut hor: Vadi m Kurl and

#
#
#
# Copyright: (C 2010 NetCitadel LLC

#

# An exanpl e usage in /etc/ha. d/ haresources
#

# nodel 10.0.0.170 OpenVPN: :restart
#

. letc/ha. d/resource. d/ ht o- mapf uncs

usage() {
echo "usage: $0 $LEGAL_ACTI ONS'
exit 1
}
op=%$1

/etclinit.d/ openvpn $1

exit O

To execute thiswrapper script on afailover event, we need to add it to the haresourcesfile as shown bel ow.

root @i nux-test-1:/etc/ ha.d# cat haresources
linux-test-1 | Paddr::10.3.14. 150/ 24/ et h0/ 10. 3. 14. 255
linux-test-1 |Paddr::210.1.1.1/24/ethl/10.1.1.255
linux-test-1 10.3.14.150 OpenVPN: :restart

With this configuration in place, you can now use the tun0 interface as you would use any other interface
in your Firewall Builder cluster Policy rules.

14.4.5. Linux Cluster Using Heartbeat and VLAN Inter-

faces

In this recipe, we are looking at the Linux cluster configuration using heartbeat and VLANS shown in
Figure 14.159. Interface ethl of both firewalls is configured to run two VLANS, 101 and 102, connected
to the protected subnet and DMZ respectively. The heartbeat runs on all three connections: ethQ, eth1.101
and eth1.102. This recipe demosntrates use of VLAN interfacesin Firewall Builder.
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Figure 14.159. Linux Cluster Using Heartbeat and VL ANs

— )

| 10.3.14.254
| |

heartbeat
ha.cnf: meast eth0  225.0.0.1 69410
haresources: linux-test-1 |Paddr::10.3.14.150/24/eth0/10.3.14.255

eth0 eth0
10.3.14.108/24 10.3.14.100/ 24
gw 10.3.14.254 gw 10.3.14.254

eth1.102 eth1.102

vian 102 linux-test-1 vian 102 linux-test-2

10.1.21/24 eth1.101 10.1.2.2/24 eth1.101
vian 101 vian 101
10.1.1.1/24 10.1.1.2/24

heartbeat vlan 102
ha.enf: meast eth1.102  225.0.0.1 69410
haresources: linux-test-1 IPaddr::10.1.2.254/24/eth1.102/10.1.2.255

| I

heartbeat vian 101
ha.enf: meast eth1.101  225.0.0.1 69410
haresources: linux-test-1 IPaddr::10.1.1.254/24/eth1.101/10.1.1.255

I I
eth0

address 10.1.1.3/24
! default gw 10.1.1.254

linux-test-3

Note

IPv6 addresses are not used in this recipe. Some interface objects in the screenshots have IPv6
addresses, because firewall objects were "discovered" using SNMP, which finds | Pv6 addresses.
Y ou can disregard these addresses while working with examples in this chapter.

14.4.5.1. Configuring Member Firewall Objects

Asin the previous examples, we start with member firewall objcts. The difference between this and pre-
vious examples is that now we need to configure VLAN interfaces. Let's start with firewall objects with
interfaces ethO and ethl. In fact, these objects are copies of the linux-test-1 and linux-test-2 objects used in
Section 14.4.3. New objects have names linux-test-3 and linux-test-4. | am going to add VLAN interfaces
and rearrange | P address objects to match the network diagram Figure 14.159
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Figure 14.160. Member Firewall Objectswithout VLAN Interfaces

B linux-test-3
= o
P linux-test-3:loip
“E, linux-test-3:lo:ip6
B etho
P linux-test-3:eth0:ip
“E, linux-test-3:eth0:ip6
B ethl
P linux-test-3:eth1:ip
“E, linux-test-3:eth1:ip6
Policy
NAT
Routing
Ba linux-test-4
lo
!'3. linux-test-4:lo:ip
I8 linux-test-4:l0:ip6
B etho
!'3. linux-test-4:eth0:ip
I8 linux-test-4:eth0:ip6
B ethl
!'_;'. linux-test-4:ethl:ip
"@; linux-test-4:ethl:ipé
Policy
NAT
Routing

First, we need to add VLAN subinterface to ethl. To do this, select ethl in the tree, right-click, and select

* iptables(- any -) / linux24
loopback

127.0.0.1/255.0.0.0

17128

10.3.14.108/255.255.255.0
feB80::2c:29ff:fele:dcaa/64

10.1.1.1/255.255.255.0
feB0::2c:29ff:fele:dch4 /64
top ruleset ipv4

top ruleset ipv4

top ruleset ipw4

* iptables(- any =) / linux24
loopback

127.0.0.1/255.0.0.0

1/128

10.3.14.109/255.255.255.0
feB80::2c:29ff.fefc.678¢C/64

10.1.1.2/255.255.255.0
feB80::2c:29ff.fefc:6796/64
top ruleset ipv4

top ruleset ipv4

top ruleset ipv4

"New interface" from the context menu to add the interface object:

Table 14.3.

Figure 14.161. Using the Context Menu

to Add a Subinterface

Bs linux-test-3
Policy
NAT
Routing
B etho
I®  linux-test-3:eth0:ip
g, Iinux—test—i Edit

P linux-test-3 Copy
1By linux-test-3

E G Cut
I® linux-test-3
1By linux-test-3

By linux-test-4 Delete

= o
I finux-test— e New Interface /i

I? New Address
I§; New Address IPv6
&% New MAC Address ‘Eg"

“3, linux-test-4
B etho

I? linux-test-4

“3, linux-test-4
B ethl Find

The new interface object is created with the default name "Interface”.

editor and rename it to eth1.101:

with a Default Name

* iptables( Bn linux-test-3
top ruleset Policy
top ruleset NAT
top ruleset Routing
B etho
10.3.14.10¢ 1P linux-test-3:eth0:ip
29 1By linux-test-3:eth0:ip6
I B ethl
2t 1P linux-test-3:eth1:ip
29 1B linux-test-3:eth1:ip6
i = o
!i.“. linux-test-3:loip
is( 1By linux-test-3:lo:ip6
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Figure 14.163. VLAN Subinterfacein the Editor

/ User [ Firewalls [ linux-test-3 / ethl / eth1.101

Con

Name: ethl.101 [ Management interface

Unprotected interface
Label: '

|| Dedicated failover interface
Security level: 0 () Regular interface
Moo \:, Address is assigned dynamically
() Unnumbered interface

| Advanced Interface Settings ...

Click the "Advanced interface settings’ button to verify its VLAN configuration:;

Figure 14.164. VLAN Configuration of the Subinterface

Options
Device Type | VLAN w5
VIANID 101 3] '
|
|
i (~Help—) ( ok )( Cancel )

P

Notethat interface type hasbeen set to VLAN automatically. Thisisbecause Firewall Builder analysesthe
name of the subinterface and automatically chooses the correct type in the "Advanced" settings dialog. If
theinterface name matches astandard VLAN interface name for the chosen host OS, then it automatically
is recognized as a VLAN subinterface and the program extracts VLAN ID from its name. For example,
supported VLAN interface nameson Linux are "eth1.101", "eth1.0101", "vlan101", "vlan0101". On other
OSs, naming conventions are often different.

Create Subinterface eth1.102 Using the Same Method.
Now you can move |P address objects from the interface ethl to subinterface eth1.101. Use the context

menu items Cut and Paste to do this. While doing this, | also removed the |Pv6 addresses that are not used
in this example. Y ou should arrive at the following configuration:




Firewall Builder Cookbook

Figure 14.165. | P Addresses Reassigned to the Subinterface

Ba linux-test-3 * iptables(- any =) / linux24
Policy top ruleset ipvé
NAT top ruleset ipv4
Routing top ruleset ipv4
B etho
P linux-test-3:eth0:ip 10.3.14.108/255.255.255.0
B ethl
=
P linux-test-3:eth 1:ip 10.1.1.1/255.255.255.0
B ethl.102
= o loopback
P linux-test-3:lo:ip 127.0.0.1/255.0.0.0

We also need to configure IP address for the second VLAN interface eth1.102 using context menu item
"New address’.

Finally, we have the firewall object linux-test-3 configured according to the network diagram Fig-
ure 14.159:

Figure 14.166. Adding IP Addressesto VLAN Subinterface

=]
Policy top ruleset ipvé
NAT top ruleset ipvé
Routing top ruleset ipv4
B etho
I® linux-test-3:eth0:ip 10.3.14.108/255.255.255.0
B ethl
B ethl.101
P linux-test-3:eth1:ip 10.1.1.1/255.255.255.0
B ethl.102
P linux-test-3:eth1:eth1.10... 10.1.2.1/255.255.255.0
= o loopback
P Jinux-test-3:lo:ip 127.0.0.1/255.0.0.0

Thisis not quite al yet though. Interface ethl is now a parent of two VLAN subinterfaces eth1.101 and
eth1.102. In this configuration, ethl does not have an IP address of its own. To reflect this, open it in the
editor and check "Unnumbered" interface button as shown below:

Figure 14.167. Interface ethl Is Unnumber ed

{ User [ Firewalls [ linux-test-3 / ethl

Co

Name: ethl [_I Management interface

Unprotected interface

Label: _
|| Dedicated failover interface

Security level: 0 () Regular interface
C} Address is assigned dynamically

Network zone:
(%) Unnumbered interface

Advanced Interface Settings ...

We need to configure the second firewall object linux-test-4 as well. Y ou can repeat the process you just
used to add subinterfaces and addresses like it was done for linux-test-3, or instead of doing this from
scratch, you can copy and paste interface objects eth1.101 and eth1.102 from linux-test-3 to interface ethl
of linux-test-4 and then just edit addresses. Here is the final configuration of both member firewalls:
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Figure 14.168. VL AN Subinterface and Addresses of Both Member Firewalls

Bs linux-test-3 * iptables(- any =) / linux24
Policy top ruleset ipv4
NAT top ruleset ipv4
Routing top ruleset ipv4
B etho
P linux-test-3:eth0:ip 10.3.14.108/255.255.255.0
B ethl unnum
B ethl.101
P linux-test-3:eth1:ip 10.1.1.1/255.255.255.0
B ethl.102
P linux-test-3:ethl:eth1.10... 10.1.2.1/255.255.255.0
= o loopback
P linux-test-3:loip 127.0.0.1/255.0.0.0
Ba linux-test-4 * iptables(- any =) / linux24
Policy top ruleset ipv4
NAT top ruleset ipv4
Routing top ruleset ipvs4
B etho
P linux-test-4:eth0:ip 10.3.14.109/255.255.255.0
B ethl unnum
B ethl.101
P linux-test-4:eth1:ip 10.1.1.2/255.255.255.0
B ethl.102
P linux-test-4:eth1:eth1.10... 10.1.2.2/255.255.255.0
= o loopback
1P linux-test-4:lo:ip 127.0.0.1/255.0.0.0

14.4.5.2. Building a Cluster Object

Now that both member firewall objects are ready, we can create an object for the cluster. Use the "New
Object" menu, and select the "Cluster" option to launch the wizard. On thefirst page of the wizard, choose
linux-test-3 and linux-test-4 firewalls and enter the name for the cluster object:

Figure 14.169. Creating the Cluster Object

Enter the name of the new object |linux-cluster-hb-vlan

Select member firewall objects to use with the new cluster. One member
firewall should be marked as master. You can choose to copy policy and
NAT rules from the rule sets of one of the members to the new cluster
later.

Firewall Use in cluster Master

1 B linux-test-1
2 Ba linux-test-2

3 B linux-test-3

& &=
®

4 B linux-test-4

Onthenext page of thewizard, you can build cluster interfaces. The program findsinterfaces of themember
firewalls with the same name and preconfigures cluster interface objects. On this page of the wizard, you
can add or delete cluster interfaces and establuish correspondence between them and interfaces of the
member firewalls. The screenshot Figure 14.170 shows this page:
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Figure 14.170. Interfaces of the Cluster

8,060
[+] (etho | eth1.101 | ethl.102 o | (%]
Name: ethl.101
Label:
Comment:

Select firewall interfaces to use with cluster interface and choose its nan

Configuration of cluster interfaces depends on the failover protocol
chosen on the next page. If the protocol creates its own new interface,
such as CARP that creates interface carp0, then the cluster interface
object represents it and should have name carp0. If failover protocol
does not create new interfaces, such as heartbeat or OpenAlS, then
cluster interface should have the same name as corresponding member
firewall interfaces, that is eth0, ethl.102, vlan200, and so on. In the
latter case cluster interface is an abstraction used to define mapping
between corresponding interfaces of the member firewalls and to
provide place for the configuration of the failover protocol.

linux-test-3 linux-test-4
Bs linux-test-3 Bs linux-test-4
= lo = lo
B eth0 B eth
B ethl = ethl
= =
B eth1.102 B ethl.102
[ <Back )( Next> )[ Finish )( Cancel )
P
Note

Y ou only need to createinterfaces of the cluster object that correspond to theinetrfaces of member
firewalls that actually pass traffic and run failover protocols. This means you need eth1.101,
eth1.102 cluster interfaces but do not need ethl.

Moving on, on the next page of the wizard we configure |P addresses of the cluster interfaces accroding
to our network diagram Figure 14.159:
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Figure 14.171. | P Addresses of the Cluster Interfacess

aMNe
- ["eth0 | ethl.101 - ethl.102 lo | ®
Name: ethl.101
Label:
Comment:

Protocol: | heartbeat |% ]

Depending on the failover protocol, cluster interface may or may not
need an IP address. VRRP, CARP, heartbeat interfaces should have
their own unique IP addresses different from the member firewall
interfaces. Other failover protocols such as the one used in Cisco ASA
(P1X) firewall do not require additional IP address.

List of available failover protocols depends on the firewall platform.

Address | Netmask Type Remowe
1 24 1Pv4 | 21/ Remove )

| Add address |

Ve W ST | ; ar——r
[ <Back )( Mext> )[ Finish ) [ Cancel )

A

The next page of the wizard offers an opportunity to use policy and nat rules of one of the member firewalls
for the cluster. However since our member firewalls have no rules, we do not need to use this feature and
can just finish creating new cluster object. New cluster object is shown on Figure 14.172:

Figure 14.172. Cluster Object Configuration
&

h State Sync Group type: conntrack
Policy top ruleset ipv4
NAT top ruleset ipv4
Routing top ruleset ipv4
B etho

!f. linux-cluster-hb-vlan:eth0:ip 10.3.14.150/255.255.255.0
= linux-cluster-hb-vlan:ethO:m... type: heartbeat
B ethl.101
iP linux-cluster-hb-vlan:eth1.10... 10.1.1.254/255.255.255.0
= linux-cluster-hb-vlan:eth1.10... type: heartbeat
B ethl.102
iP linux-cluster-hb-vlan:eth1.10... 10.1.2.254/255.255.255.0
linux-cluster-hb-vlan:eth1.10... type: heartbeat
lo loopback
B linux-cluster-hb-vlan:lo:mem... type: none

— .

14.4.5.3. Managing VLAN Interfaces and Their IP Addresses

Firewall Builder can generate a shell script to configure VLAN interfaces for both member firewalls. The
scriptisinfact ashell function inside the common firewall configuration script Firewall Builder createsfor
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each firewall. To activate thisfeature, open each member firewall object in the editor by double clicking it
inthe tree and click "Firewall Settings' button, then navigate to the " Script" tab of the dialog. Screenshot
Figure 14.173 shows this tab. Turn checkbox "Configure VLAN interfaces' on:

Figure 14.173. Turn VLAN Configuration On

! Compiler | Installer = Prolog/Epilog = Logging = Seript - IPv6 !

@ Load iptables modules

If debugging is turned on, the script will run with shell option "-x" that makes it print every
command it executes. Warning: this produces a lot of debugging output.

[ Turn debugging on in generated script

| Managing interfaces and addresses
IZTVerifv interfaces before loading firewall policy
| Iz[ Configure Interfaces of the firewall machine
["| Clear ip addresses and bring down interfaces not configured in fwbuilder
@ Configure VLAN Interfaces
|| Configure bridge Interfaces
[_| Configure bonding Interfaces
@A,dd virtual addresses for NAT

If you compile the policy for the cluster (or a standalone firewall) with the "Configure VLAN interfaces’
checkbox turned on, the generated script includes the following fragment that is executed before iptables
rules are loaded:

configure_interfaces() {

# Configure interfaces

updat e_vl ans_of _interface "ethl ethl. 101 et hl. 102"

cl ear _vl ans_except _known ethl.101@thl ethl.102@t hl

updat e_addr esses_of _interface "lo 127.0.0.1/8" ""

updat e_addr esses_of _interface "ethO 10. 3. 14. 108/ 24" "10. 3. 14. 150/ 24"
updat e_addr esses_of _interface "ethl" ""

updat e_addresses_of _interface "ethl.101 10.1.1.1/24" "10.1.1. 254/ 24"
updat e_addr esses_of _interface "ethl.102 10.1.2.1/24" "10.1. 2. 254/ 24"

Lines highlighted in red configure VLAN interfaces. The first command, a cal to the
update vians_of interface shell function, checks if vlan interfaces eth1.101 and eth1.102 already exist
and adds them if they are not there. It uses vconfig utility to do this. If VLAN interfaces with these names
already exist, the function does nothing. Thisallowsfor incremental management of the VLAN interfaces,
that is, when the script runs again, it does not try to add interfaces that already exist. It does not remove
and add them back, either.

Tip
Several naming conventions exist for VLAN interfaces on Linux and the script recognizes all of

them. You call the VLAN interface "eth1.101", "eth1.0101", "vlan101" or "vlan0101".

To test this feature, you can run the generated script with the command-line parameter "test_interfaces’.
This makes the script analyse interfaces and print commands that it would normally execute to configure
them, but it does not actually execute these commands but only prints them. To illustrate this, | start with
machine linux-test-4 in the state where it has no VLAN interfaces and some | P addresses do not match
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configuration defined in fwbuilder. Running the script with "test_interfaces’ command line parameter
demonstrates what it is going to do to bring configuration of the machine in sync with setup configured
in fwbuilder:

root @i nux-test-4:~# ip addr |s
1: |l o: <LOOPBACK, UP, LONER UP> ntu 16436 qdi sc noqueue state UNKNOMN
i nk/ | oopback 00: 00: 00: 00: 00: 00 brd 00: 00: 00: 00: 00: 00
inet 127.0.0.1/8 scope host |o
inet6 ::1/128 scope host
valid_|Ift forever preferred_|ft forever
2: et hO: <BROADCAST, MULTI CAST, UP, LONER UP> ntu 1500 qdi sc pfifo_fast state UNKNOM gl en
link/ether 00:0c:29:fc:67:8c brd ff:ff:ff:ff:ff:ff
inet 10.3.14.109/24 brd 10. 3. 14. 255 scope gl obal et hO
inet6 fe80::20c:29ff:fefc:678c/64 scope |ink
valid_|ft forever preferred_|ft forever
3: ethl: <BROADCAST, MULTI CAST, UP, LOAER _UP> ntu 1500 qdi sc pfifo_fast state UNKNOM gl en
l'ink/ether 00:0c:29:fc:67:96 brd ff:ff:ff:ff:ff:ff
inet 10.1.1.2/24 brd 10.1. 1. 255 scope gl obal ethl
inet6 fe80::20c:29ff:fefc: 6796/ 64 scope |ink
valid_|ft forever preferred_|ft forever

root @i nux-test-4:~# /etc/fwlinux-test-4.fw test_interfaces
# Addi ng VLAN interface ethl.101 (parent: ethl)
vconfig set_nane_type DEV_PLUS_ VI D_NO PAD
vconfig add ethl 101

ifconfig ethl. 101 up

# Addi ng VLAN interface ethl.102 (parent: ethl)
vconfig set_nane_type DEV_PLUS_ VI D_NO PAD
vconfig add ethl 102

ifconfig ethl. 102 up

# Renoving ip address: ethl 10.1.1.2/24

i p addr del 10.1.1.2/24 dev ethl

ifconfig ethl up

# Interface ethl.101 does not exi st

# Adding i p address: ethl.101 10.1.1.2/24

i p addr add 10.1.1.2/24 dev ethl. 101

ifconfig ethl. 101 up

# Interface ethl.102 does not exi st

# Adding i p address: ethl.102 10.1.2.2/24

i p addr add 10.1.2.2/24 dev ethl. 102

ifconfig ethl. 102 up

1000

1000

Commandsthat manageVLAN interfacesare highlightedinred. Thescript addsVLAN interfaceseth1.101
and eth1.102 to ethl and brings them up, then removes | P address 10.1.1.2 from ethl and adds addresses
10.1.1.2 to eth1.101 and 10.1.2.2 to eth1.102.

To set interfaces up and load iptables rules, just run the script with command line parameter "start”. If you
only want totry to configureinterfaces but not load i ptablesrulesjust yet, run the script with command-line
parameter "inetrfaces’. Here is what happens:

root @i nux-test-2:~# /etc/fwlinux-test-4.fw interfaces

# Addi ng VLAN interface ethl.101 (parent: ethl)

Set name-type for VLAN subsystem Should be visible in /proc/net/vlan/config
Added VLAN with VID == 101 to |F -:ethl:-

# Addi ng VLAN interface ethl.102 (parent: ethl)

Set name-type for VLAN subsystem Should be visible in /proc/net/vlan/config
Added VLAN with VID == 102 to |F -:ethl:-

# Renoving ip address: ethl 10.1.1.2/24

# Adding i p address: ethl.101 10.1.1.2/24

# Adding i p address: ethl.102 10.1.2.2/24
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We can now verify that the script added VLAN inetrfaces and configured | P addresses:

root @i nux-test-2:~# ip addr |s
1: |l o: <LOOPBACK, UP, LONER UP> ntu 16436 qdi sc noqueue state UNKNOAN
|'i nk/ | oopback 00: 00: 00: 00: 00: 00 brd 00: 00: 00: 00: 00: 00
inet 127.0.0.1/8 scope host |o
inet6 ::1/128 scope host
valid_ |ft forever preferred_|ft forever
2: eth0: <BROADCAST, MULTI CAST, UP, LOAER_UP> ntu 1500 qdi sc pfifo_fast state UNKNOM gl en
i nk/ ether 00:0c:29:fc:67:8c brd ff:ff:ff:ff:ff:ff
inet 10.3.14.109/24 brd 10. 3. 14. 255 scope gl obal et hO
inet6 fe80::20c:29ff:fefc:678c/64 scope |ink
valid_ |ft forever preferred_|ft forever
3: ethl: <BROADCAST, MILTI CAST, UP, LOAER UP> ntu 1500 qdi sc pfifo_fast state UNKNOM gl en
link/ether 00:0c:29:fc:67:96 brd ff:ff:ff:ff:ff:ff
inet6 fe80::20c:29ff:fefc:6796/64 scope |ink
valid_ |ft forever preferred_|ft forever
4: ethl. 101@thl: <BROADCAST, MULTI CAST, UP, LOAER_UP> ntu 1500 qdi sc noqueue state UP
link/ether 00:0c:29:fc:67:96 brd ff:ff:ff:ff:ff:ff
inet 10.1.1.2/24 scope global ethl.101
inet6 fe80::20c:29ff:fefc:6796/64 scope |link
valid_ |ft forever preferred_|ft forever
5: ethl.102@t hl: <BROADCAST, MULTI CAST, UP, LOAER_UP> ntu 1500 qdi sc noqueue state UP
link/ether 00:0c:29:fc:67:96 brd ff:ff:ff:ff:ff:ff
inet 10.1.2.2/24 scope global ethl.102
inet6 fe80::20c:29ff:fefc:6796/64 scope |ink
valid_ |ft forever preferred_|ft forever

1000

1000

Now that vlan interfaces are there and I1P addresses are correct, lets see what happens if we run the script

again:

root @i nux-test-2:~# /etc/fwlinux-test-4.fw test_interfaces
root @i nux-test-2: ~#

The script verified configuration and has found that it does not need to change anything.

14.4.5.4. Heartbeat Configuration

Heartbeat configuration in this setup is rather straightforward and is not very different from the one we

used in the previous recipe Section 14.4.3.
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Figure 14.174. Heartbeat Configuration Files

# cat ha.cf:

ncast ethO 225.0.0.1 694 1
ncast ethl.101 225.0.0.1 6
ncast ethl.102 225.0.0.1 6
aut o_fail back on

node |inux-test-1

node |inux-test-2

# cat haresources

linux-test-1 | Paddr::10. 3. 14. 150/ 24/ et h0/ 10. 3. 14. 255
linux-test-1 |Paddr::10. 1. 1. 254/ 24/eth1. 101/ 10. 1. 1. 255
linux-test-1 |Paddr::10. 1. 2. 254/ 24/ et hl. 102/ 10. 1. 2. 255
# cat aut hkeys

auth 3
3 nd5 hb- aut h- key

The difference between heartbeat configuration in Section 14.4.3 and thisis that we now run it over three
interfaces, using VLAN interfaces eth1.101 and eth1.102 instead of ethl. Otherwise it works exacly the
same and manages virtual addresses 10.3.14.150, 10.1.1.254 and 10.1.2.254 on corresponding subnets.

Policy and NAT rule configuration in this setup is also the same as in Section 14.4.3 and we won't repeat
it here.

14.4.6. Linux cluster using heartbeat running over dedi-
cated interface

Documentation coming soon...

14.4.7. State synchronization with conntrackd in Linux
cluster

Documentation coming soon...

14.4.8. OpenBSD cluster

Documentation coming soon...

14.4.9. PIX cluster

Documentation coming soon...
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14.5. Examples of Traffic Shaping
14.5.1. Basic Rate Limiting

This example shows how you can use Firewall Builder to classify traffic and then use the Linux Traffic
Control (tc) feature to rate limit the amount of bandwidth that a specific application can use.

For this example we will be using Firewall Builder to configure a Linux host with a webserver. The
generated firewall script will be run directly on the webserver and this is also where the traffic shaping

will bedone. The goal of thisexampleisto limit the total bandwidth used for HT TP traffic to be 2Mbps or
less. Y ou can extend the same principles to more complex scenarios using more advanced featuresin tc.

Defining the classification in Firewall Builder

First we need to create an object with the source port set to 80. This corresponds to the HTTP traffic
leaving the server which is what we want to limit.

Figure 14.175. HT TP sour ce obj ect

i Source Port Range
Name: Web Traffic (Source 80)

Start: 20
Flags: U A P R S F End: 80
Mask:
Sertings: () U L LA L)L) Destination Port Range
| Established Start: O

End: 0

Next we need to decide what classification class ID we want to use for this traffic. Thisis the value that
will be configured in Firewall Builder to haveiptables set the"-j CLASSIFY --set-class” target and value.
For this example we are going to use class ID 1:10.

To set the class ID for the HTTP traffic originating from the server, we need to add arule that allows the
traffic as shown in the Figure 14.176.

Figure 14.176. Classify Rule
2 -'-'\-'S.'[] 1 Any T?.','n'url‘l} Traffic (Source 80) All ‘i‘ Outhound F\n',.-

To create this rule the following was done:

1. Set Sourceto firewall object, in our case web-1

2. Set the Service to be the HTTP source object were created previously
3. Set the Action to be Classify

4. Turn logging off (optional)

When we set the Action to Classify, the Editor Panel provides an input box where we can set the class ID
value. In this case we used 1:10 as shown in Figure 14.177 below.
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Figure 14.177. Classify Rule

i I; Classify string:

1:10

I

Configuring tc to rate limit traffic

In this example we want to limit the amount of HTTP traffic being served by this server to 2Mbps. This
might be due to usage charges, limited available bandwidth, etc.

Once the traffic has been set with the class ID, in our case we used 1:10, you can use Traffic Control (tc)
to match the class ID and limit the bandwidth for a specific class ID. Tc is configured through a set of
commands run from a shell. Y ou can find out more about available tc commands by typing "man tc".

In this case we want the tc commands to be run every time the Firewall Builder generated script isrun, so
we are going to add them to the Epilog of the web-1 firewall object.

Double-click the firewall object to open it for editing and then click on the Firewall Settings button in the
editor panel. Click on the Prolog/Epilog tab and add the following commands in the Epilog window.

# rates are in kbit/sec

RATE_DEFAULT=10000
RATE_HTTP=2000

tc gdisc del dev ethO root >/dev/null 2>&1

tc gdisc add dev ethO root handle 1: htb default 90
tc class add dev ethO parent 1: classid 1:1 htb rate ${RATE DEFAULT}kbit ceil ${RATE_DEFAULT}kbi t
tc class add dev ethO parent 1:1 classid 1:10 htb rate 1kbit ceil ${RATE HTTP}kbit

Y our configuration should now look like Figure 14.178.
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Figure 14.178. Classify Rule

 Compiler  Installer Prolog{Epilog Logging Script IPvG

The following commands will be added verbatim on top of generated configuration

| Insert prolog script | on top of the script ! :} Edit )
The fellowing commands will be added verbatim after generated configuration

[ Edit ’

Help | o) ( Cancel

Whilethisexample showed controlling bandwidth from asingle host, you can also apply the same concepts
to anetwork firewall that provides traffic shaping for multiple systems on a network.

14.6. Useful Tricks

14.6.1. Using clusters to manage firewall policies on
multiple servers

In thisrecipe we are going to cover how to use Firewall Builder clustersto manage asinglefirewall policy
that gets deployed on multiple servers. An example of where you could use this would be managing a
shared firewall policy for a collection of web servers that are all providing the same service and should
have the same rules.

Normally the cluster feature is used to create high availability firewall pairs, but in this case we are going
to useit creatively to create amaster firewall policy that gets deployed on multiple servers.

For this recipe, we are going to use the web farm example shown below. The example starts with two
servers running Linux with iptables should have identical firewall polices. We'll cover creating the fire-
wallsand cluster and assigning rulestoit. At the end we'll walk through adding athird server to the cluster.
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Figure 14.179. Server Configuration

eth0 eth0

Web servers need
to have identical
firewall policies

web-01 web-02
192.0.2.11/ 24 192.0.212 /724

On these servers we want to implement the following basic firewall rules.
» Allow system to commuicate to its own loopback interface

 Allow inbound HTTP and HTTPS from anywhere to the server

» Allow inbound SSH from a specific set of trusted subnets

» Allow outbound connectivity to port 8009 (jboss) to a group of application servers

Step 1 - Create Firewall Objects for Your Servers

To create a cluster, we first need to create the firewall objects that will be members of the cluster. Each
server is represented by afirewall object in Firewall Builder. Go through the New Firewall wizard and
create afirewall called web-01 with two interfaces. The first interface is the Ethernet interface "eth0" that
connects the server to the Internet and the second interface is the loopback interface "lo".

After you have created the firewall object, it should look like this in the object tree:
Figure 14.180. web-01 firewall object

v Bm web-01
E Policy
B NAT
M Routing
¥ B eth0
ﬂ':.’. web-01:ethD:ipvd
v H o
i? web-01:lo:ipvd

Ll

By default, Firewall Builder sets the firewall object to route (forward) IP packets. Since this is a server
firewall we should disable IP forwarding on the host. Do this by double-clicking the firewall object and
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then click on Host OS Settings in the Editor Panel at the bottom. Change the setting for 1Pv4 Packet
Forwarding to Off.

Figure 14.181. Disable | P Forwarding

Name:  web-01

p
Platform: | iptables - Host 05 Settings ...

Firewall Settings ...

Version: | - any -

EaJeages

Host O5: | Linux 2.4/2.6 ™ nactive firewall

Modified: Thu Mov 18 18:45:15 2010
Compiled: Thu MNov 18 19:03:24 2010

installed: -

[ Options = TCP

IPva4 Packet forwarc
IPve Packet forwarc
Kernel anti-spoofing protec
Ignore broadcast pi

Ignore all pi

To create a second firewall object for web-02 you can use the Duplicate feature in Firewall Builder.
» Right-click web-01 firewall and select Duplicate -> placein library User
* Edit the name of the newly created firewall object to web-02

» Double-click web-02's | P object under the ethO interface and set the IP address to 192.0.2.12/ 24

Step 2 - Create a new cluster

To create anew cluster right-click the Clusters folder in the object tree and select New Cluster. Thiswill
launch the New Cluster wizard. Name the cluster (for example, web-servers), and select both web-01 and
web-02 to be members of the cluster. Since we are not using failover it does not matter which firewall
isset to Master.
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Figure 14.182. Creating a New Cluster

Object
v User

v [ Firewalls
v B web-01
8 Palicy
[B] NAT
% Routing
v B ethD
i, web-01:ethO:ipv4

v M| lo
i web-01:loipva
v Ba web-02
[E Policy
B NAT
& Routing

8 New Cluster *

+ Righ

| Enter cluster

DR

A
4

Enter the name of the new object web-servers

Select member firewall objects to use with the new cluster. One mean
marked as master. You can choose to copy policy and MAT rules fro

members 1o the new cluster later.

1 & web-01
2 Bm web-02

Click Next >

Firesall

=
o

Since both servers use ethO as the outside interface leave the interface mapping asis. If you have servers
with different interface names on your server, for exampleif one server uses ethO and the other server uses

ethl, you can set the mapping here.
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Figure 14.183. Cluster Interface Mapping

web-01 web-02
v Bg web-01 v Bg web-02
= ethD
= o = lo

Click Next >

To makethe cluster interface easy to identify, update the label associated with interfaces ethO and lo. Since
we are not running our servers asahigh availability cluster with failover set the Failover protocol to None.
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Figure 14.184. Set Cluster Interface Configuration

o

Mame: ethO __-"'Lah-el: web-servers:ethD o

Add addres

Depending on the failover protocol, cluster interface may or may not need an IF address.
VRRP, CARP, heartbeat interfaces should have their own unique IP addresses different
from the member firewall interfaces. Other failover protocols such as the one used in
Cisco ASA (PIX) firewall do not require additional IP address.

List of a_-';railable failover protocols depends on the firewall platform.

Fa.iluve_l" protocal: [ MNone l-%-l [
ICommenl:
~ ——
~ " —— m - | Before click
click on the
—— — S — —_ 4 make the sar
Note

Make sure to update both the ethO and 1o interfaces.

Click Next >
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We want to create new rules for our cluster, so set the source of the cluster rules to be "do not use any,
| will create new policy and NAT rules”.

Figure 14.185. Set the Source of the Cluster Rules

E}l do not use any, | will create new policy and MAT rules
{ ) web-01
) web-02

Click Finish

Once you are done you should see anew cluster object in the tree that looks like this:

Figure 14.186. New Cluster Object web-servers
v [ Clusters

L ﬂ web-servers

h State Sync Lroup

E| Policy
E NAT
% Routing
B etho
B! web-servers:eth(:mem
* B lo

B web-servers:lo:membe

k4

Step 3 - Define Cluster Policy Rules

After you create the cluster, the policy object is automatically opened in the Rules Panel. Remember we
wanted both of our serversto have the following rules:

» Allow the system to commuicate to its own loopback interface

» Allow inbound HTTP and HTTPS from anywhere to the server

» Allow inbound SSH from a specific set of trusted subnets

» Allow outbound connectivity to port 8009 (jboss) to a group of application servers

After you configure these rules your policy should look like this:
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Figure 14.187. Set the source of the cluster rules

Source Destination Service Interface Direction
0 Any Any Any @lweb servers:lo {.:5 Both
1 — TR —
Any |£=|web—aer1.lera.+zlhﬂ a /i http |£¢|web—aewera.eihﬂ ﬁ Inboun:
TCP
a 3 https

TCP

2 @Tm&ted Networks | web-servers:eth0  agssh B web-serversiethd § Inboun

i

. 3| web-servers:etho 'GP Application Servers 0y jboss | web-servers:ethe ff Outbou

Note

Make sure to use the objects from the cluster when creating the rules. These objects will auto-
matically get translated to the correct object for the individual cluster members.

Step 4 - Compile and Install Rules

The next step isto compile and install the rulesto our servers. When Firewall Builder compilesthe cluster
it will generate afirewall script for each of the cluster members including substituting the cluster objects
used in the rules for the local object on the cluster member.

For example, the IP address for the ethO cluster object is automatically trandated to the correct address
for web-01 (192.0.2.11) and web-02 (192.0.2.12).

Y ou can see this substitution by inspecting the generated file for web-01 after the compile is completed.
Note that the destination is set to the | P address of web-01's ethO interface.

echo "Rule 0 (eth0)"

#

$| PTABLES -A INPUT -i ethO -p tcp -mtcp -mnultiport -d 192.0.2.11 --dports 80, 443
\ -mstate --state NEW-j ACCEPT

Modifying rules

Now that you have a cluster setup to generate firewall policiesfor each of the server firewallsit is easy to
make changesthat affect all your servers. For example, to add anew ruleto al members of the web-servers
cluster to allow ICMP from the Trusted Networks object to servers simply add therulein the cluster policy
and compile and install it to the members.

Adding a New Server to the Cluster
To add a new server to the cluster, you first need to create the firewall object to represent the server.
Y ou can do this manually, or you can follow the same duplication process we used to create the web-02
firewall object.

 Right-click web-02 firewall and select Duplicate -> placein library User
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« Edit the name of the newly created firewall object to web-03
¢ Click the Host OS Settings and disable |Pv4 Packet forwarding
¢ Double-click web-03's IP object under the eth0 interface and set the |P addressto 192.0.2.23/ 24

The next step isto add the new web-03 firewall object to the cluster.
Figure 14.188. Add the New web-03 Server to the web-servers Cluster

v & Clusters
v B8 web-servers

h State Sync Group o .

;ﬂ#? Double-click cluster

% Routing interface object )
v B ethD

&' web-servers:ethO:mem... #——

Mame: web-servers:ethO):members

Type: ' None I-H !

|" Click
Manage Members

X ""-‘
Edit protocol |:-=|r.-|||'.=.=‘.e'r~:- |:

Available Firewalls: : Selected as Cluster-Men

Firewall Interface Label - - il Mame

IS T 1S ez S e
= lo loopback > My web-01 | BB eth

° |"r:|ick 0 select the ethQ | ° .

interface on web-03 Click to select the ethd |
- interface on web-03

Repeat this process for the "10" loopback interface. Remember the steps are:

* Double-click the interface named web-servers:ethO:members
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Click the Manage Members button at the bottom of the Editor Panel

Click to select the "l0" interface under the web-03 object

Click the right arrow > button to add the interface to the cluster member list

Click Ok

Installing the Firewall Policy on the New Server in the Cluster
To deploy the firewall policy on web-03 you need to compile and install the cluster policy. Since the

cluster policy hasn't changed we don't need to re-install the policy on web-01 or web-02 so we unselect
them from the install list.

Figure 14.189. Compilethe Cluster Policy and Install on web-03

Firewall Compile Install  Last Modified

v ﬁ web-servers W Fri Nov 19 11:0:2:52 2010
B web-01 [] Thu Mev 18 18:45:15 2010
Be web-02 - Thu Mov 18 19:03:33 2010
Bs web-03 v Fri Mov 19 10:33:37 2010

Y ou can add and remove serversto the cluster as needed. Here's our configuration now that we have three
serversin the cluster al running the same firewall rules.

Figure 14.190. Cluster with Three Firewalls Sharing the Same Firewall Policy

web-01 web-02 web-03
192.0.2.11/24 192.0.2.12 /7 24 192.0.2.13 /24

All servers have
gxactly the same
firewall policy
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14.6.2. Creating Local Firewall Rules for a Cluster Mem-

ber

In the previous recipe, we showed how to use the Firewall Builder cluster object to create asinglefirewall
policy that gets installed on multiple servers. When we finished the cluster was configured with three
servers as shown below.

Figure 14.191. Cluster with Three Firewalls Sharing the Same Firewall Policy with
One Firewall Also Using L ocal Rules

Add local rules that
enly run on the
web-03 firewall

web-01 web-02 web-03
192.0.2.11/24 192.0.2.12 /724 192.0.2.13 /724

All servers have
gxactly the same
firewall policy

In this recipe we will show how to create a set of local rules on one of the cluster members. Local rules
are evaluated in addition to the rules that are configured for the cluster.

For thisexamplewe will add alocal rule to the web-03 server firewall allowing remote accessto the server
via SSH from atrusted external vendor coming from a network defined as"Vendor X Network".

 Allow inbound SSH from network object "Vendor X Network"

The following steps assume that we are starting with the same configuration that the previous example
finished with.

Step 1 - Create a New Policy in the web-servers Cluster

Since we only want this policy applied to one of the serversin the cluster, not al of the cluster members,
we need to create a separate policy object to hold the local rules.
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Inthisexamplewe namethe new policy object "local_rules". The policy name can be any nameyou choose
except that it cannot be the same name as the policy that contains the main firewall rules for the cluster
which, by default, is'Policy".

Figure 14.192. New Policy in Cluster Oaobject web-servers

o | Right-click cluster
object web-servers

Rt

-_

v [ Clusters

BT
State Sync Group Duplicate ...

[
E Policy Move ... b
NAT
E Rnuting Eﬂpy
» B eth0 Cut
v [ Firewalls Paste e
v Bm web-01
i Policy 4
NAT Delete
- g R;:ihuc:ing [H New Policy Rule Set
e
v Ba web-02 New NAT Hu_le Set
& Policy = Add cluster interface
NAT Bp New state synchronization group
% Routing
» B eth0 Find
X '.':.,,-m__""‘_"f_"m Where used

& Name: local_rule

' Change the name to +
; | This is IPv4 rule s

local_rules

e

[ 'Top ruleset

) filter+mangle
() mangle table

After you are done, you should see the new policy named loca_rules under the web-servers cluster object.
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Figure 14.193. Cluster Object web-serverswith New Policy local_rules

¥ [&] Clusters
v B web-servers MNew policy
®g State Sync Group local rules
[E local_rules -
E[ Policy
MAT
& Routing
» B ethD

o I

Step 2 - Create a New Policy in the web-03 server Object

Next we need to create a policy object on the web-03 firewall using exactly the same name as we used
for the policy object on the web-servers cluster.
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Figure 14.194. New Policy in Firewall Object web-03

o | Right-click firewall |
object web-03

-

» B etho e

e
€l Policy Duplicate ... »
E NAT Move ... 3
% Routing
» B eth0 Copy
T Objects Cut
[[[] Address Ranges Paste
[.] Address Tables e _
» [] Addresses Delete . f :
+ MNew Pc
B New Interface | .

B New Policy Rule Set

- E New NAT Rule Set
Nan
Find

Plat -
Where used [

Limea

% Name: local_rules
{]hange the name to +

local_rules [ This is IPv4 rule set

e

[ 1 Top ruleset

# filter+mangle table
() mangle table

Note

Y ou must use the same name for the policy on both the cluster object and the firewall object.

Step 3 - Define the Local Rule in the New Policy on the web-03 Fire-
wall

Remember, the rule we want to add only to web-03 server is:
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 Allow inbound SSH from network object "Vendor X Network"

When creating local rules use the interface objects of the firewall that the local rule is being configured
on. For our example we use the interface object of the web-03 firewall for the destination and interface
fields. After you configure the rule in thelocal_rules policy on web-03 the policy should look like this:

Figure 14.195. New Rulein Palicy local_ruleson Firewall Object web-03

Source Destination Service Interface Direcrion Action Tirme

v _ffr‘v'endw}';f*-letwnrk B outside oy ssh 2| outside § Inbound @hccent Any

Note

Make sure to configure this rule in the local_rules policy object on the web-03 firewall object.
Y ou can see which firewall policy you are editing at the top of the Rules panel.

Step 4 - Set Up a Branching Rule in the Cluster Policy to Jump to
the Local Policy

For the rulesin the policy 'local_rules' to be applied we need to setup a branching rule in the main policy
called 'Policy' to jump to thelocal_rules policy. Y ou can define the branch rule anywherein the palicy, in
this example we are going to make the branch the first rule of the policy. Thiswill ensure that the custom
rules defined on web-03 will be run first, then the rest of the rules for the cluster will be applied.
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Insert New Rule at the |

Figure 14.M top of Policy for }a]n Policy on the Cluster Object web-
servers  cluster web-servers

%, "y
./SI:IU roe Destination Service Interface Direction
0 Any Any Any All 4 Both
1 Any Any Any mweh— servers:lo .ﬂl‘" Both
Direction | Action | Time Options | Comment | o P .
& Both Den @& Accept Right-click and
L) . i @ Deny . set rule Action to
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Note

Make sure you set the branch target to be the 'local_rules' object from the cluster object and not
one of the member firewalls.

After you have configured the branching rule in the main policy your rules should look like this.

Figure 14.197. Cluster Policy with Branch Ruleon Top
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o Any Any Ay All .3.5'
1 1 TCR _

Any L_'j,fweh—ﬁwwrﬁ eth):members & http [_-%glc:luhldp 5-

TCR
& g hitps
. TCR —
< ﬁTHHTFd Metworks l:-'_WFh—iFWFr"-'r'E'thf'I'r'I'IFl'l'lhE'rﬁ amssh [i‘:._-;]nlﬂ‘.ldf' ‘5-
3 Ia_-"f{wcl.‘- servers:eth0:members &'-ﬂu}p SErvers a ) jboss @Inumdc ‘ﬂ'
Note

Not al firewall platforms support branching, you can find out more about branching in Sec-
tion 7.2.8.

Step 5 - Compile and Install Policy

Since changes were made to the web-servers cluster and web-03 objects we need to compile and install
the updated firewall rulesto al cluster members.

When the rules are compiled, Firewall Builder includes the rules defined in the local_rules policy object
on the firewall cluster member if they exist. If no rules are found in the member's local_rules Firewall
Builder will include the rules from the cluster object'slocal_rules.

To see an example of thisyou can inspect the generated firewall script for the web-03 server. Y ou can see
the new iptables chains for the local_rules policy in red.

echo "Rule local _rules 0 (eth0)"

#

$I PTABLES -N | ocal _rul es

$I PTABLES -N In_local _rules_0

$I PTABLES -A local _rules -i ethO -p tcp -mtcp -s 198.51.100.0/24 \
-d 192.0.2.13 --dport 22 -mstate --state NEW -j In_local _rules_0

$I PTABLES -A In_local _rules_ 0 -j LOG --log-level info --l1og-prefix "RULE O -- ACCEPT "

$I PTABLES -A In_local _rules_0 -j ACCEPT

# Table '"filter', rule set Policy

#

# Rule O (gl obal)

#

echo "Rule 0 (gl obal)"

#

$I PTABLES -A QUTPUT -j local _rules

$I PTABLES -A INPUT -j local _rules

$| PTABLES -A FORWARD -j |ocal _rules
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Note

The compiler will generate awarning for the web-03 firewall object since thereisapolicy object
named local_ruleson theweb-03. When both the cluster object and amember object have apolicy
with the same name, if the member object's policy is not empty then the member's policy will be
used in place of the cluster object for that policy.

Thisresultsin the firewall web-03 having the following rules matching applied.

Figure 14.198. Firewall Rules Sequence for Traffic Destined to web-03

- e ethl |>.
Inbound Traffic ——— EE — ﬂ — |,
— -'- %
local_rules Policy web-03
192.0.2.13/24
Rules in local_rules Rules in Policy are
are evaluated first evaluated for traffic

that did not match a
rule in local rules

Note

All the other members of the cluster will have an empty rule chain created for local_rules. This
means incoming traffic will go through this empty chain first before being passed back to the
main rules defined in Policy.

You can aso create custom rules on other members of the cluster using the same local_rules
policy name.

14.6.3. Another Way to Generate a Firewall Policy for
Many Hosts

Thisisasimplier, but less powerful and flexible, way to manage multiple hosts requiring the samefirewall
policy.

Suppose you use Firewall Builder to generate a policy for the firewall running on a server. How can
Firewall Builder help you generate a policy for it and how can you do it if you have hundreds of servers
like that?

For example, you could run afirewall locally on the web server that should be accessible to anyone on
protocol HT TP, but oth er protocol s used to publish content and manage the machine should be open only to
alimited number of | P addresses. To configure such afirewall running on ahost in Firewall Builder, create
afirewall object and configureit with interfaces asusual. Y ou will need to create aloopback interface and
Ethernet (if it's a Linux machine, then it will be "eth0"). This firewall object now represents your se rver
with afirewall running on it. You can then build a policy. Most likely you won't need NAT rules there,
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although there are some ca ses where NAT rules may be useful too. Compile the policy and transfer it to
the server using the Firewall Builder installer as usual. That'sit.

This procedure gets really tiresome if you need to repeat it many times. Thisis so if you have a whole
farm of servers and n eed to generate and install a firewall policy on each one of them. The following
trick helps simplify the process if the servers are very similar (like aweb servers farm) and use identical
firewall policies.

You need to create afirewall object as described above, except its interface "eth0" should be marked as
"dynamic". Do not ad d an address object with IP address to it, just make it look like it gets |P address
dynamically. Evenif inredlity itisconfigured statically, you make Firewall Builder believeit isdynamic.
In this case, the generated firewall script will determine the actual addre ss of the interface and then use
it in the policy rules, which allows you to run the same script on many servers with different address es.
Y ou will need to copy the firewall script from the management workstation to the servers by hand or by
using some custom script. This should not be difficult though if you use SSH and RSA or DSA keys.

14.6.4. Using Empty Groups

This example shows how the option "Ignore empty groups' can be used to build arule controlling access
to or from an often-changing group of computers. Suppose we need to set up arule to control accessto or
from a group of computers. In principle this should be easy: we create a Host object for each computer,
then create agroup and put all these Host objectsin it. We can use this group in the Source or Destination
of the policy rule to achieve our goal. If we ever need to add a new machine to the control list, we create
anew host object and add it to the group; if we need to remove the machine from the list, we just remove
it from the group. But what should happen if after the last machine has been removed the group becomes
empty? If the empty group is in the Source of the rule, shouldn't the compiler treat it as Any? This is
confusing, to say the least.

Hereishow it worksin Firewall Builder. The behavior of the compiler is controlled by the Ignore empty
groups in rules checkbox in the "Compiler" tab of the Firewall Settings dialog. If this checkbox is off,
then compiler treats empty groups as an error and stops processing of the ruleset as soon as it encounters
such group. This is the default setting. However, if this checkbox is on, then compiler simply removes
empty group from the rule and continues processing. This makes sense, since an empty group defines no
objects and if the rule element has some other objectsin it, removing an empty group does not change its
meaning. It becomes tricky when the empty group is the only object in the rule element though. In this
case, removing the group from the rule element makes it empty, which is equivalent to Any. All of the
sudden, instead of controlling accessto or from agroup of hosts, the rule expandsits action to any host. To
avoid this unexpected side-effect, compiler dropsaruleif rule element becomes empty after thelast empty
group has been removed. Again, it works this way only if the checkbox "Ignore empty groups' ison.

For example, this feature can be used to set up arule to control Internet access from a number of student
computers. Suppose some students may be denied access once in awhile, in which case their machine is
removed from the group. If at some point of time all machines were removed from the group, the compiler
would ssimply ignore this rule instead of inadvertently creating ahole in the policy.

14.6.5. How to use Firewall Builder to configure the fire-
wall using PPPoE

If your Internet connection uses the PPPoE protocol, then your firewall should be configured with interface
ppPO.

With PPPoE, the connection is established using the PPP protocol that works on top of the usual Ethernet.
As the result, the firewall gets interface ppp0 in addition to the interfaces ethO and ethl that correspond
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toits"normal" physical network adapters. Here is how you can use Firewall Builder to configure such a
firewall (assuming interface ethO is connected to the DSL link and ethl is connected to internal LAN):

1. Create afirewall object in the GUI.

2. Add interfaces ppp0 and ethl. You can simply skip ethO as it does not have an IP address and never
sees | P packets.

3. If you have a static IP address with your Internet connection, mark ppp0 as "static" and add an address
object to it. Configure the address object with the |P address.

4. If your Internet connection uses dynamic | P address, mark ppp0 as"dynamic" and do not add an address
object to it. Create a script /etc/ppp/ip-up to restart the firewall every time | P address of ppp0 changes.
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Chapter 15. Troubleshooting

This chapter provides tips for troubleshooting problems with the program.

15.1. Build Issues

15.1.1. autogen.sh Complains "libfwbuilder not installed"

When compiling from source, autogen.sh complains "libfwbuilder not installed"

As of version 0.9.6 the code has been split into three major parts: API, GUI and policy compilers. You
need to download, compile and install API for the rest to compile. The APl comes in a separate source
archive called libfwbuilder-0.10.0.tar.gz. Compile and install it as usual, using "./autogen.sh; make; make
install" procedure.

15.1.2. "Failed dependencies: ..." when installing RPM

Trying to install Firewall Builder RPM but | get a bunch of errors "Failed dependencies. ...". What do
| need to do ?

Y ou need to install prerequisite libraries. See the list of RPMs in the appendix.

Note

Do not use options "--force" or "--nodeps’ when you install fwbuilder RPMs. If rpm complains
about unsatisfied dependencies, this means your system is missing some libraries, or the wrong
versions are installed. Forcing the package install won't fix that; most likely it will fail in one
way or another.

15.2. Program Startup Issues

15.2.1. "fwbuilder: cannot connect to X server local-
host:0.0"

The Firewall Builder binary does not start. Error "fwbuilder: cannot connect to X server localhost:0.0"
or similar

The Firewall Builder GUI is an X application, that is, it needs X server to display it on the screen. The
program determines how to connect to the X server using environment variable DISPLAY ; you probably
do not have this environment variable if you get an error like that. The simplest way to avoid this problem
isto start fwhbuilder from the shell window in Gnome or KDE environment.

It may also be that the environment variable DISPLAY is set, but the program fwhbuilder cannot connect
to the X server. In this situation you won't be able to run any application using X, check if that's the case
by trying to start "xclock". This may be happening because of many different reasons, such as X server is
not running, X authentication failure, or DISPLAY variable reassigned its value by the shell login script
or many others. This problem falls outside the scope of this document, please search on the Internet for
the answer. Here are few URL s to make troubleshooting easier:
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* http://www.openssh.org/fag.html

* http://en.tldp.org/HOWTO/X DM CP-HOWTO/ssh.html

* http://en.tldp.org/L DP/intro-linux/html/sect_10_03.html
15.2.2. "fwbuilder: error while loading shared libraries:
libfwbuilder.so.0: cannot load shared object file: no such

file or directory."

fwbuilder binary does not start. Error "fwbuilder: error whileloading shared libraries: libfwbuilder.so.0:
cannot |oad shared object file: no such file or directory."

Thenthe GUI binary (fwbuilder) cannot find API library libfwbuilder. If you are using our binary packages,
then make sure you download and install package called libfwbuilder. If you compiled from sources, then
perhaps you installed libfwbuilder with default prefix /usr/local/, therefore library went to /usr/local/lib.
Dynamic linker Idd cannot find it there.

Y ou have the following options:

* create environment variable LD_LIBRARY_PATH with value /usr/local/lib and run fwbuilder from
this environment.

 add /usr/local/lib to the file /etc/Id.so.conf and run Idconfig so it will rescan dynamic libraries and add
them to its cache.

* recompile libfwbuilder and fwbuilder with prefix /usr/, thiswill install libfwbuilder.so.0 in /ust/lib. 1dd
will find it there without any changes to environment variables or /etc/ld.so.conf file. To change prefix
you need to run autogen.sh with command line parameter "--prefix=/usr". Do this both for libfwbuilder
and fwbuilder.

15.2.3. "fwbuilder: error while loading shared libraries: /
usr/local/lib/libfwbuilder.s0.8: cannot restore segment
prot after re loc: Permission denied"

fwbuilder binary does not start. Error "fwbuilder: error while loading shared libraries: /usr/local/lib/
libfwbu ilder.s0.8: cannot restore segment prot after reloc: Permission denied"

The problem is caused by SELinux security settings, to work around it try the following command:

chcon -t texrel_shlib_t /usr/lib/libfwbuilder .so*

15.3. Firewall Compiler and Other Runtime Is-
sues

15.3.1. Firewall Builder Crashes

Firewall Builder or Policy Compiler Crashes

Please file abug on Sourceforge. Provide information we might need to fix the problem. See the Firewall
Builder Contact [http://www.fw builder.org/contact.html] page for links to bug tracking and instructions
for f iling bugs.
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15.3.2. Older Data File Cannot Be Loaded in Firewall
Builder

Data file created in the older version of fwbuilder cannot be loaded in the latest one
Sometimes this happens when you skip several versions trying to upgrade the program. There used to be
a bug in the upgr ade procedure somewhere around version 1.0.4 which broke automatic upgrades from

versions before 1.0.4 to versions after that. If this happens to you, upgrade your datafile using script fwb-
upgrade.sh that you can find in Contrib/Scripts area on our SourceForge site.

15.3.3. "1/O Error" While Compiling policy. No Other Er-
ror.
"1/O Error" while compiling policy. Thereis no other indication of error though.

Did you install package with corresponding compiler? Our pre-built compilers come in a separate RPMs
named like this: fw builder-ipt-2.0.2-1rh9.i386.rpm

Check if compiler dumped core. If you can't find it, you may try to run compiler manually, providing the
following command-line parameters:

$fwb_ipt -f path_to_objectsxml firewall_object_name

All policy compilers have the same command line format.

15.3.4. i0os_base::failbit set on Windows

Policy compiler stopswith an error ios_base: :failbit set on Windows

It looks something like this:

fwb_ipfw -f C /Docunents and Settings/User/data.fwb -d C:/Docunents
and Settings/User -r C:\FWBuil der\resources fw

Conpi ling policy for fw...
Det ecting rul e shadow ng
Begi n processing
Pol i cy conpil ed successfully
i os_base::failbit set

First of al, check available free disk space. Also check if the output file ( fw.fw ) is opened in another
program while compiler isrunning. That is, if you looked at it after the previous compiler run and opened
it in Notepad, it becomes locked and compiler won't be able to overwrite it with the new copy until you
close Notepad.

15.3.5. "Cannot create virtual address NN.NN.NN.NN"

Policy compiler stops processing ruleswith error message " Cannot createvirtual address NN.NN.NN.NN"
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This happens when you are using an option "Create virtual addressesfor NAT rules'. The problem is that
policy compiler needsto be able to determine interface of the firewall to assign virtual addressto. In order
todothat it scansall interfacestrying to find subnet requested NAT addressison. Sometimesthefirewall's
interface has an address which belongs to a different network than the NAT address specified in therule;
in this case, the compiler cannot identify an interface and aborts.

The NAT rule still can be built without "-i" or "-0" option, but automatic assignment of virtual addressis
impossible. You need to turn off option "Create virtual addresses for NAT rules' in the tab "Firewall" of
firewall dialog and configure this address manually.

15.4. Troubleshooting installing policy on the
firewall

15.4.1. Plink.exe fails while trying to activate the firewall
policy with an error ‘Looking up host "" Connecting to
0.0.0.0 port 22'

Thisonly happenswhen Firewall Builder GUI runs on Windows and uses pscp.exe and plink.exeto transfer
generated firewall script and activate it on the firewall machine. The utilities pscp.exe and plink.exe are
part of the PUTTY package by Simon Tatham http://www.chiark.greenend.org.uk/~sgtatham/putty/.

The Firewall Builder GUI launches the plink.exe utility to log in to the firewall machine and activate fire-
wall script there. It composes plink.exe command line using ip address of the firewall and adds command
line option "-ssh" to force plink.exe to use ssh protocol. Plink.exe and GUI ssh client putty.exe share the
same configuration stored in windows registry and if default settings configured in putty.exe set default
protocol to "Serial" as shown in the screenshot below, plink.exe seems to ignore command line option "-
ssh" and failswith an error 'Looking up host " Connecting to 0.0.0.0 port 22'. Just set the default protocol
to "ssh" using the putty configuration dialog.
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Figure 15.1.
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15.5. Running the Firewall Script

15.5.1. Determining which rule caused an error

| get an error when | run the generated script. How can | figure out which rule causes this error?
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You can turn debugging on (look for a checkbox in the tab "Firewall" in firewall dialog). This smple
generates firewall script with shell option "-x" so it will print all commands while executing. This way
you can see which command causes the error and trace it back to the policy rule.

15.5.2. "ip: command not found"

(Linux / iptables only) I've generated script for iptables firewall using Firewall Builder, but when | run it
| get an error "ip: command not found". What is this command for and what package should | install?

Thistool is part of the package 'iproute’; we use it to manage virtual |P addresses needed for some NAT
rules.

15.5.3. I get the following error when | run generated
script for iptables firewall: "iptables v1.2.8: can't initial-
ize iptables table 'drop': Table does not exits (do you
need to insmod?) Perhaps iptables or your kernel needs
to be upgraded.”

You get this error because you used the option "Log all dropped packets' (there is a checkbox in the
'Firewall' tab). This option requires the "dropped" patch from patch-o-matic. Y ou either need to turn this
option off, or apply the corresponding patch and recompile both kernel modules and command-line utilities
for iptables.

15.5.4. "Interface ethO does not exist"

You are trying to execute an iptables script generated by Firewall Builder but get an error message "In-
terface ethO does not exist" or similar.

There are several conditions that may cause this error.

The script generated by Firewall Builder usesthe tool /shin/ip to verify configuration of thefirewall inter-
faces and make sure that interfaces of thereal firewall machine correspond to the interface objects created
in the GUI. Y ou may get this error if the tool /sbin/ip is not installed on your system. All modern Linux
distributions come with the package iproute2 which includes /sbin/ip; check if iproute2 isinstalled and /
shin/ip exists.

Another case when you may encounter this error iswhen firewall script is executed prematurely during the
boot sequence and interface really does not exist at that time. For example, interface pppO is created only
when the system is configured for PPP and the daemon pppd is running. If the firewall script is activated
before the daemon started during the boot sequence, interface ppp0 is not there yet, which leads to this
error. Make sure you start firewall script after all interfaces has been initialized.

15.5.5. "Interface eth0:1 does not exist"

My firewall hasvirtual interface ethO: 1. In fwbuilder | added the interface, however, when | want to apply
the new rules| get the error "Interface eth0: 1 does not exist"

ethO:1isnot area interfaceon Linux, itisjust alabel for asecond | P address of theinterface ethO. Oneway
to solvethisisnot to createit in the OS (removefile/etc/sysconfig/network-scripts/ifcfg-eth0: 1 and restart
networking), but rather add its | P addressin the Firewall Builder GUI asasecond addressto interface ethO.
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In any case you should not add interface "eth0:1" in fwbuilder because it really does not exist. Iptables
will not recognize this interface either, so even if Firewall Builder did allow you to use it, you would get
an error from iptables. Y ou see "eth0:1" in the output of ifconfig only because ifconfig has been modified
on Linux to show virtual |P addresses as pseudo-interfaces. The command "ip addr show" will reveal that
the eth0:1 isreally alabel on the second I P address of ethOQ.

15.5.6. Script fails to load module nf_conntrack

Generated script fails to load module nf_conntrack when it is executed on the firewall

Thisproblemis specific to iptables. The answer below has been written in September 2006, most likely the
situation and relevant recommendations will change as the module nf_conntrack matures and gets wider
deployment.

Hereis an example of an error message:

FATAL: Error inserting nf_conntrack_ipv4
(/1ib/modul es/ 2. 6.13-15. 11-def aul t/ kernel / net/i pv4/ netfilter/nf_conntrack_i pv4. ko) :
Devi ce or resource busy

Here is the link  [http://www.netfilter.org/projects/patch-o-matic/pom-extra.html#pom-ex-
tra-nf_conntrack] to the nf_conntrack page in patch-o-matic catalog. Here is the link [http://
lists.netfilter.org/piperma il/netfilter-devel /2006-July/024879.html] to the discussion on netfilter-devel
mailing list.

It appears you can load either ip_conntrack or nf_conntrack but not both at the same time since
nf_conntrack is a replacement for ip_conntrack. As of this writing, nf_conntrack does not support NAT
just yet and is marked as having status "TESTING" on the patch-o-matic catal og page.

This actually represents a problem for fwbuilder. | would like to avoid having to write extensive GUI to
let user choose which modules they want to load. One of the reasons is that the GUI may be working on
one machine, while generated firewall script will be executed on another. In this situation the GUI cannot
determine which modules are available on the firewall. Currently generated script smply triesto load all
modules but it aborts if it detects an error in the command that doesit (modprobe).

Until abetter solution is found, you would probably need to remove the module that conflicts with others
or disable the feature that makes the generated script load modules and write your own script to load

modules you need. Y ou can for example add commands to |oad modules explicitly to the "prolog" section
of the generated script.

15.6. RCS Troubleshooting
15.6.1. Error adding file to RCS

Error adding file to RCS. Fatal error during initial RCS checkin of file

You will get this error if you do not have RCS set up on your system. To resolve it, install and configure
RCS on the w orkstation running Firewall Builder.
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15.6.2. "Error checking file out: co: RCS file c:/fw-
builder/RCS/file.fwb is in use"

| cannot open my data file, | get error "Error checking file out: co: RCS file c:/fwbuilder/RCSfile.fwb
isinuse"

A catastrophe (e.g. a system crash) can cause RCS to leave behind a semaphore file that causes later
invocationsof RCSt o claimthat the RCSfileisin use. Tofix this, removethe semaphorefile. A semaphore
file name typically beginswith , or ends with _.

If not that, then it could be another manifestation of bug #1908351

Seeif thereisafilewith the name starting and ending with acommain the RCSdirectory (like" file.fwb,").
The file should have length of zero bytes. Thisfileis alock file, it is created and deleted by RCS tools.
Bug 1908351 caused this lock file t o be left behind. When that happens, ci won't check file in because
it thinks another copy of ci is aready running. Likewise, co won't check the file out for the same reason.
If such file exists (zero bytes in length and name starting or ending with a comma), just dele te it and try
to check your datafile out again.

15.6.3. "Error checking file out:"

| cannot open my data file, | get error "Error checking file out:"

Such non-descriptive error message is usually caused by hard unrecoverable errors experienced by RCS
tools. Unfortunately these tools not always report errors in the best way possible and when this happens,
Firewall Builder GUI cannot provide any better di agnostics than it gets from the tool. Such poor diagnos-
tics of errors happens more frequently on Windows than on other platforms.

Here are few things to check and try:

* First of al, check file permissions. Thedatafile (.fwb) should be read-only. RCSrepository file (.fwb,v)
should also be read-only. Repository file may be located in subdirectory RCS but that depends on the
OS. It may be located in the same directory with corresponding data file (.fwb) as well.

» Try to check the file out manually to seeif you can get better diagnostics:

If you use Windows, start MS DOS window and in it navigate to the folder where you keep your files,
then execute the fo Ilowing command:

c:\FWBui | der\ co. exe -1 filenane.fw

If it checks the file out successfully, it just prints revision number and 'done’. Otherwise it will print
some error.

After you do that, you need to check thefilein to RCS again. Do it like this:

c:\FWBui | der\ci.exe -u filenane. fw

Since the file hasn't changed, it should just check it in without asking you for the RCS log record. If
you can success fully check it out and then check it in again from the command line, then the GUI
should work too.

On Linux, *BSD and Mac OS X the process is exactly the same, except for the path to the checkout
and checkin commands:
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To check the file out use

‘co-l fil enane. f wb

To check thefilein use

‘ci -u filenane.fwb

15.7. Issues after new policy activation

15.7.1. Cannot access only some web sites

Can access most web sites through the firewall just fine, except for a few.

The browser would state "waiting for www.somesite.com” for awhile and then time out when you connect
to one of these sites.

This might be caused by aMTU problem if you are on a DSL connection using PPPOE. Here are couple
of useful pages that describe the problem in details:

* http://www.dslreports.com/tweaksyMTU
« http://www.internetweekly.org/llarrow/mtumss.html

If your firewall runs iptables you can use option "Clamp MSS to MTU" in the firewall settings dialog to
work around it.

For the PF firewalls similar option is called "Enforce maximum MSS" and is located in the "Scrub rule
options" tab of firewall settingsdialog. It allowsfor setting M SSvalue of TCP sessions opened through the
firewall; try values between 1460 or 1464 (1464 is the maximum MSS value that can be used on PPPoE
connections without fragmentation).

There is no way to change MSS value on the ipf, ipfw and pix firewalls. If your firewall is one of these,
you may need to change MTU on your workstation. See links above for recommendations on how to do it.

15.7.2. Firewall becomes very slow with new policy

You compiled and started firewall policy script and then noticed that seemingly every operation on the
firewall takes a lot longer than before. For example, it takes forever to log into it using telnet or ssh,
different services take afew minutesto start or won't start at all.

Most likely the firewall needs to be able to do DNS lookups but can't. Look in /etc/resolv.conf for the
address of the name server it is using and make sure you have arule in the policy to permit connectionsto
it. Use firewall object in "Source", the name server object in "Destination” and a standard service object
group "DNS' in the Servicefield.

If your firewall runs caching name server and file /etc/resolv.conf lists "127.0.0.1" as a name server ad-
dress, then you need to permit firewall to talk to itself. Here is how such /etc/resolv.conf file looks like:

domai n your _domai n. com
nameserver 127.0.0.1

Y ou need to add arule with the firewall object in both Source and Destination fields and the service object
group "DNS" in the Service field to the loopback interface. This rule permits the firewall machine to
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communicate with the name server running on it, but you need another rule to permit the name server to
send DNS queries and receive answers. This rule should have the firewall object in Source, Destination
should be set to "any" and the same standard service object group "DNS" should be used in the Service
element. Now not only firewall can query the name server process running on it, but the processin turn
can send queries to other name servers on the Internet and receive answers.

Here isthe rule that should be added to the loopback interface:

Figure 15.2. DNS on loopback

Source Destination Service Interface Direction Action
0 B Ew &ons B B v

Here isthe rule that permits the name server process to communicate with name servers on the Internet:

Figure 15.3. DNSon to name servers

Source Destination Service Interface Direction Action

0 = fw Any  #DNs | Al B v

Depending on your policy design, you may want to permit all servicesrather than just DNS on theloopback
interface because there are many other processes that need to be able to communicate with the same host,
such as X11, RPC and others. The dedicated firewall machine should not run anything unnecessary, so
there you may experiment with limiting the number of services in the rule on loopback the interface. On
the other hand, if you use fwbuilder to protect a server that runs many different services, permitting any
service on the loopback may be a simpler solution.

The next rule permits processes running on the firewall to communicate with other processes running on
the same machine on al protocols:

Figure 15.4. Any to any on firewall

Source  Destination Service Interface Direction Action
0 Ew  Ew Ay HHio B Y

15.7.3. X won't start on a server protected by the firewall

You've built afirewall script to protect a server, but after you ran the script, X (KDE, Gnome) won't start
anymore.

Thereason for thisisthe same asin the DNS problem -- you need arule to permit processesto communicate
with other processes running on the same machine. This can easily be achieved with the following rule
added to the loopback interface:

Figure 15.5. Any to any on firewall

Source  Destination Service Interface Direction Action
0 Ew  Ew Ay EElc B v
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15.7.4. Cannot access Internet from behind firewall

| compiled and activated firewall policy, but workstations behind the firewall still cannot access the In-
ternet.

Here are few troubleshooting steps:

e Make sure you compiled, then installed and activated firewall policy. Were there any errors during
compile and activation?

 check if ip forwarding isturned on (pull down menu in the "Network" tab of the firewall object dialog).

* try to ping hosts on the Internet by their | P address, not their name. This helpsisolate DNS problems. If
you can ping by address but can't ping by name, then you need to add policy rulesto permit DNS queries.

» Look infirewall'slog for records indicating that it drops packets. Error in the policy design can cause
it to block connections that you really want to go through.

» Useoption "Log everything" to make all rules generate |og entries, this sometimes helps pinpoint arule
that drops packets.

Things to check in the policy:

» Check if you have aNAT ruleif your protected network is using "private" |P addresses.

 If the NAT rule is there, then you may need to add a policy rule to actually permit connections from
the protect network.

* In case when NAT is not used, check if the routing is configured properly. If your firewall separates
subnets A and B, and you are trying to connect from the host on subnet A to the host on subnet B, then
both hosts should have routing to the opposite network. Host on the net A needs a route for the net B,
pointing at the firewall. Similarly, host on the net B needs a route for the net A, also pointing at the
firewall. If one (or both) host has a default route pointing at the firewall, then it won't need a special
route for another network.

15.7.5. Installing updated firewall policy seems to make
no difference

| compiled and activated firewall policy, but my tests seem to show no difference. If | add a rule to block
some protocol, it remains permitted for some reason.

Here are few troubleshooting steps:

First of all, make sure you compile the right firewall object and install on the right firewall machine, the
same one you use for testing. It is all too easy to mix them up if you have severa firewalls. Another case
when this happens often iswhen you work on the firewall replacement and have both old and new firewall
machines running simultaneously. Y ou may be pushing updated policy to the new machine, while traffic
is till routed through the old one.

If you test by adding a rule to deny some protocol and then trying to connect with this protocol, but it
remains permitted, check that you do not have any rules that permit it above the one you've added for
testing. Y ou can use "Find" function (Section 5.7) in Firewall Builder GUI to find all uses of any service
object. Keep in mind that there could be two objects with different names but the same port and protocol
configuration. Y ou can search for objects by their name, tcp/udp port number, ip address etc.

If you use ssh access to test rules by adding arule that denies ssh access to the firewall, keep in mind that
automatic rule may override it. The automatic rule is added using checkbox "Always permit ssh access
from the management workstation" in the firewall settings dialog. See Section 10.5.8.
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Pay attention to the output that appearsin the progress window of the policy installer when you install and
activate updated policy. Iptables script generated by fwhbuilder always prints the following information
when it is activated (here is an example):

Activating firewall script generated Mon Aug 09 17:22:11 2010 by vadi m
Runni ng prol og scri pt

Verifying interfaces: ethO ethl |o
Rul e 0 ( NAT)

Rul e 0 (ethO0)

Rule 1 (lo0)

Rul e 2 (gl obal)

Rul e 3 (gl obal)

Rul e 4 (gl obal)

Rul e 5 (gl obal)

Rul e 6 (gl obal)

Rul e 7 (gl obal)

Rul e 8 (gl obal)

Rul e 9 (gl obal)

Runni ng epil og scri pt

Do you seethe "Activating firewall script ... " linein the progress output of the installer? If not, you might
be running different script on the firewall. Compare the date and time reported by the script, could it be
tooold ?

Note

Output shown above appears in the progress output of the installer when you run it with both
"Quiet" and "Verbose" options turned off. Running it with "quiet" turned on suppresses these
lines and running it in verbose mode produces a lot more output.

Another reason updated policy may not be activated isif you tried an external activation script previously
but perhaps forgot about it. In this case the installer will be running this script instead of newly generated
firewall script. Y ou can configure alternative command that installer should execute on the firewall in the
"Installer” tab of thefirewall settingsdialog. If thisoption is set to some script on the firewall machine and
this script does not in turn call script generated by fwbuilder, you might be reloading the same firewall
policy every timeyou install. Thisisjust another thing to check.

15.8. Routing Rules Issues

15.8.1. Compile fails with dynamic or point-to-point inter-
faces

Compile fails with dynamic or point-to-point interfaces

If you have interfaces with a dynamic address or a point-to-point address and you try to insert a routing
rule for the default gateway, compilation might fail, stating "gateway not reachable". Typically thisisthe
case for DSL dial-up links. Solution: leave the gateway field empty. Just specify the interface.
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Chapter 16. Appendix

This chapter provides additional information that may be useful to Firewall Builder users.

16.1. iptables modules

16.1.1. Installing the iptables ipset Module Using xta-
bles-addons

Instructions for installing the iptables ipset modul e using xtables-addons.

On Ubuntu, the modul e ipset and corresponding command-line tools are packaged in either package ipset
and ipsed-module-source or as part of an xtales-addons bundle. The latter includes many other useful
iptables modules and tool s besidesipset. Y ou can usejust ipset packagesif you do not need other modules;
otherwise, it probably makes sense to install xtables-addons. These packages are motually exclusive, that
is, if you install ipset and ipset module packages and then later will try to install xtables-addons to get
some other module, you are going to have to deinstall ipset packages to avoid conflict. The instructions
below illustrate method using xtables-addons.

First, you need to obtain the ipset module source. Y ou can do this by running the commands shown below.
Note: you will need to be root or have sudo access to run these commands. Depending on what is already
installed on your system you might see dlightly different command outputs.

Two packages xtables-addons that we need to install have the following descriptions

# aptitude search xtables
p xt abl es- addons-conmon - Extensions targets and matches for iptables [tools, |ibs]
p xt abl es- addons-source - Extensions targets and matches for iptables [nmodul es source

We need to install both using the following commands (as root):

# aptitude install xtabl es-addons-common
# aptitude install xtabl es-addons-source

Next, you will need to build the iptables modules installed by the package xtables-addons-source from
source. We use the convenient module-assistant for this. Y ou will see awindow pop-up that displays the
status of the module being built.

# nmodul e- assi stant buil d xt abl es-addons

This command builds binary package with all the modules but does not automatically install it. Y ou need
to install it manually. The command prints modul e file name and path at the end of itsrun., like this:

root @uci d: ~# nodul e- assi stant build xtabl es-addons
Extracting the package tarball, /usr/src/xtabl es-addons.tar.bz2, please wait..
Done with /usr/src/xtabl es-addons- nodul es- 2. 6. 32- 22-generi c-pae_1. 21- 1+2. 6. 32- 22. 36_i 386
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Package name is "/usr/src/xtables-addons-modul es-2.6.32-22-gener-
ic-pae_1.21-1+2.6.32-22.36_i386.deb", we can install it using dpkg -i command:

# dpkg -i \
[ usr/ src/ xt abl es- addons- nodul es- 2. 6. 32- 22- generi c-pae_1. 21-1+2. 6. 32-22. 36_i 386. deb

Command linetool ipset was installed previously as part of the xtables-addons-common package.

Y our ipset module installation should now be complete. To confirm that the installation was successful
try running the following commands.

fwbui | der @uar di an: ~$ sudo i pset --version

i pset v4.1, protocol version 4

Kernel nodul e protocol version 4

f wbui | der @uar di an: ~$

f wbui | der @uar di an: ~$ sudo i pset -N test iphash
f wbui | der @uar di an: ~$

f wbui | der @uar di an: ~$ sudo i pset --1list
[ sudo] password for fwbuil der

Name: test

Type: iphash

Ref erences: 0

Def aul t bi ndi ng:

Header: hashsi ze: 1024 probes: 8 resize: 50
Menber s

Bi ndi ngs:

f wbui | der @uar di an: ~$ sudo i pset -X test
f wbui | der @uar di an: ~$ sudo i pset --1list

If something did not work right, the command "ipset --version" will print an error message. One typical
problem is when kernel module was not compiled and installed or could not be loaded. In this case, this
command prints something like this:

# i pset --version

i pset v4.1, protocol version 4
FATAL: Coul d not open '/lib/nodul es/ 2. 6. 32-22-generi c-pae/ extral xt abl es-addons/ i pset/ip_set.ko': No suc
i pset v4.1: Couldn't verify kernel nodule version

16.1.2. Installing the iptables ipset module

On some versions of Ubuntu, including Lucid (and others?), the ipset tools included with xtables-addons
does not properly suppo rt the ipset setlist set type which Firewall Builder relies on. Here are instructions
for installing only the iptables ipset modu le and tools.

First, you need to get the ipset module source. Y ou can do this by running the commands shown below.
Note: you will need to be root or have sudo access to run these commands. Depending on what is already
installed on your system you might see dlightly different command outputs.

f wbui | der @uar di an: ~$ sudo aptitude install ipset-source
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Next, you will need to build the ipset module from source. We use the convenient modul e-assistant for
this. You will see awindow pop-up that displays the status of the module being built.

fwoui | der @uar di an: ~$ sudo nodul e-assi stant buil d ipset
Extracting the package tarball, /usr/src/ipset.tar.bz2, please wait...
Done with /usr/src/ipset-nodul es-2.6.32-21-generic-pae_2.5.0-1+2.6.32-21. 32_i 386. deb

Once this is complete you need to install the debian package that was created by modul e-assistant.

fwoui | der @uar di an: ~$ sudo dpkg -i \
[ usr/src/ipset-nmodul es-2.6.32-21-generic-pae_2.5.0-1+2. 6. 32-21. 32_i 386. deb

Now you need to install the ipset tools.

f wbui | der @uar di an: ~$ sudo aptitude install ipset

Your ipset module installation should now be complete. To confirm that the installation was successful
try running the following commands.

fwbui | der @uar di an: ~$ sudo i pset --version

i pset v2.5.0 Protocol version 2

f wbui | der @uar di an: ~$

f wbui | der @uar di an: ~$ sudo i pset -N test iphash
f wbui | der @uar di an: ~$

f wbui | der @uar di an: ~$ sudo i pset --1list
[ sudo] password for fwbuil der

Name: test

Type: iphash

Ref erences: 0

Def aul t bi ndi ng:

Header: hashsi ze: 1024 probes: 8 resize: 50
Menber s

Bi ndi ngs:

f wbui | der @uar di an: ~$ sudo i pset -X test
f wbui | der @uar di an: ~$ sudo i pset --1list

479




	Firewall Builder 5 User's Guide
	Table of Contents
	Chapter 1. Introduction
	1.1. Introducing Firewall Builder
	1.2. Overview of Firewall Builder Features

	Chapter 2. Installing Firewall Builder
	2.1. RPM-Based Distributions (Red Hat, Fedora, OpenSUSE, and Others)
	2.2. Ubuntu Installation
	2.3. Installing FreeBSD and OpenBSD Ports
	2.4. Windows Installation
	2.5. Mac OS X Installation
	2.6. Compiling from Source

	Chapter 3. Definitions and Terms
	Chapter 4. Firewall Builder GUI
	4.1. The Main Window
	4.2. GUI Menu and Tool Bars
	4.2.1. File Menu
	4.2.2. Edit Menu
	4.2.3. View Menu
	4.2.4. Object Menu
	4.2.5. Rules Menu
	4.2.6. Tools Menu
	4.2.7. Window Menu
	4.2.8. Help Menu
	4.2.9. Object Context Menu
	4.2.10. Tool Bar

	4.3. Object Tree
	4.3.1. Using Subfolders to Organize Object Tree
	4.3.2. Filtering the Object Tree
	4.3.3. Object Attributes in the Tree
	4.3.4. Creating Objects

	4.4. Undo and Redo
	4.4.1. Undo Stack

	4.5. Preferences Dialog
	4.6. Working with Multiple Data Files

	Chapter 5. Working with Objects
	5.1. Types of Objects
	5.2. Addressable Objects
	5.2.1. Common Properties of Addressable Objects
	5.2.2. The Firewall Object
	5.2.2.1. Creating a Firewall Object Manually
	5.2.2.2. Creating a Firewall Object Using a Preconfigured Template
	5.2.2.3. Creating a Firewall Object Using SNMP Discovery
	5.2.2.4. Editing a Firewall Object
	5.2.2.4.1. Basic Firewall Controls
	5.2.2.4.2. Host OS Settings Dialog
	5.2.2.4.3. Firewall Settings Dialog


	5.2.3. The Cluster Object
	5.2.4. Editing Rule Set Objects
	5.2.5. Interface Object
	5.2.5.1. More about Security Levels and Network Zones
	5.2.5.2. Using Interface Objects in Rules
	5.2.5.3. Using Interface Object with Dynamic Address in Rules
	5.2.5.4. Using Interface Object in Rules of Bridging iptables Firewall

	5.2.6. IPv4 Address Object
	5.2.6.1. IPv4 Address Object When Used as an Address of an Interface
	5.2.6.2. IPv4 Address Object When Used as a Stand-Alone Object

	5.2.7. IPv6 Address Object
	5.2.7.1. IPv6 Address Object When Used as an Address of an Interface
	5.2.7.2. IPv6 Address Object When Used as Stand-Alone Object

	5.2.8. Attached Network Objects
	5.2.9. Physical Address Objects
	5.2.9.1. Using The Physical Address Object in Policy Rules

	5.2.10. Host Object
	5.2.10.1. Creating a Host Object
	5.2.10.2. Editing a Host Object
	5.2.10.3. Using a Host Object in Rules
	5.2.10.4. Using Objects With Multiple Addresses in the Policy and NAT Rules

	5.2.11. IPv4 Network Object
	5.2.12. IPv6 Network Object
	5.2.13. Address Range Object
	5.2.14. Address Tables Object
	5.2.14.1. Using Address Tables Objects with iptables IP Sets

	5.2.15. Special-Case addresses
	5.2.15.1. Broadcast and Multicast Addresses, iptables Firewall
	5.2.15.2. Broadcast and Multicast Addresses and Bridging iptables Firewall

	5.2.16. DNS Name Objects
	5.2.17. Object Groups
	5.2.18. Dynamic Object Groups

	5.3. Service Objects
	5.3.1. IP Service
	5.3.1.1. Using IP service objects in policy rules

	5.3.2. ICMP and ICMP6 Service Objects
	5.3.2.1. Using ICMP and ICMP6 Service Objects in Rules

	5.3.3. TCP Service
	5.3.3.1. Using TCP Service in rules
	5.3.3.1.1. Single destination TCP port
	5.3.3.1.2. Source port range
	5.3.3.1.3. Established


	5.3.4. UDP Service
	5.3.4.1. Using UDP Service in Rules
	5.3.4.1.1. Single Destination UDP port
	5.3.4.1.2. Source Port Range


	5.3.5. User Service
	5.3.6. Custom Service
	5.3.6.1. Using Custom Service Object in Rules


	5.4. Time Interval Objects
	5.5. Object Keywords
	5.6. Creating and Using a User-Defined Library of Objects
	5.7. Finding and Replacing Objects

	Chapter 6. Network Discovery: A Quick Way to Create Objects
	6.1. Reading the /etc/hosts file
	6.2. Network Discovery
	6.3. Importing Existing Firewall Configurations into Firewall Builder
	6.3.1. Importing Existing Firewall Configurations
	6.3.2. iptables Import Example
	6.3.2.1. Common iptables Post-Import Actions

	6.3.3. Information Regarding PF Import


	Chapter 7. Firewall Policies
	7.1. Policies and Rules
	7.2. Firewall Access Policy Rule Sets
	7.2.1. Source and Destination
	7.2.2. Service
	7.2.3. Interface
	7.2.4. Direction
	7.2.5. Action
	7.2.6. Time
	7.2.7. Options and Logging
	7.2.8. Working with Multiple Policy Rule Sets

	7.3. Network Address Translation Rules
	7.3.1. Basic NAT Rules
	7.3.2. Source Address Translation
	7.3.2.1. Examples of Source Address Translation Rules
	7.3.2.1.1. Basic Source Address Translation Rule
	7.3.2.1.2. Source Address Translation Using Interface with Dynamic Address
	7.3.2.1.3. Port Translation
	7.3.2.1.4. Load Balancing NAT Rules


	7.3.3. Destination Address Translation
	7.3.3.1. Examples of Destination Address Translation Rules in Firewall Builder
	7.3.3.1.1. Configuring NAT for the Server using an IP address Belonging to the Firewall
	7.3.3.1.2. Configuring NAT for the Server Using a Dedicated Public IP Address
	7.3.3.1.3. NAT Rules Using an Address of Dynamic External Interface
	7.3.3.1.4. Port Translation



	7.4. Routing Ruleset
	7.4.1. Handling of the Default Route
	7.4.2. ECMP routes

	7.5. Editing Firewall Rule Sets
	7.5.1. Adding and Removing Rules
	7.5.2. Adding, Removing, and Modifying Objects in Policies and NAT Rules
	7.5.3. Changing the Rule Action
	7.5.4. Changing Rule Direction
	7.5.5. Setting Rule Options and Logging
	7.5.6. Configuring Multiple Operations per Rule
	7.5.6.1. Configuring an iptables rule to Accept and Classify
	7.5.6.2. Configuring a PF rule to Tag packets

	7.5.7. Using Rule Groups
	7.5.7.1. Creating Rule Groups
	7.5.7.2. Modifying Rule Groups

	7.5.8. Support for Rule Elements and Features on Various Firewalls

	7.6. Compiling and Installing Your Policy
	7.7. Using Built-in Revision Control in Firewall Builder

	Chapter 8. Cluster configuration
	8.1. Linux cluster configuration with Firewall Builder
	8.2. OpenBSD cluster configuration with Firewall Builder
	8.3. PIX cluster configuration with Firewall Builder
	8.4. Handling of the cluster rule set and member firewalls rule sets

	Chapter 9. Configuration of interfaces
	9.1. General principles
	9.2. IP Address Management
	9.2.1. IP Address Management on Linux
	9.2.2. IP Address Management on BSD

	9.3. Interface Names
	9.4. Advanced Interface Settings
	9.4.1. Setting Interface MTU

	9.5. VLAN Interfaces
	9.5.1. VLAN Interface Management on Linux
	9.5.2. VLAN Interface Management on BSD

	9.6. Bridge ports
	9.6.1. Enabling Bridge Interface Management
	9.6.2. Bridge Interface Management on Linux
	9.6.2.1. Bridge with VLAN Interfaces as Bridge Ports

	9.6.3. Bridge Interface Management on BSD

	9.7. Bonding Interfaces

	Chapter 10. Compiling and Installing a Policy
	10.1. Different ways to compile
	10.2. Compiling single rule in the GUI
	10.3. Compiling firewall policies
	10.4. Compiling cluster configuration with Firewall Builder
	10.4.1. Compile a Cluster, Install a Firewall
	10.4.2. Mixed Object Files
	10.4.3. Compile a single firewall within a cluster

	10.5. Installing a Policy onto a Firewall
	10.5.1. Installation Overview
	10.5.2. How does installer decide what address to use to connect to the firewall
	10.5.3. Configuring Installer on Windows
	10.5.4. Using putty sessions on Windows
	10.5.5. Configuring installer to use regular user account to manage the firewall:
	10.5.6. Configuring installer if you use root account to manage the firewall:
	10.5.7. Configuring installer if you regularly switch between Unix and Windows workstations using the same .fwb file and want to m anage the firewall from both
	10.5.8. Always permit SSH access from the management workstation to the firewall
	10.5.9. How to configure the installer to use an alternate ssh port number
	10.5.10. How to configure the installer to use ssh private keys from a special file
	10.5.11. Troubleshooting ssh access to the firewall
	10.5.12. Running built-in installer to copy generated firewall policy to the firewall machine and activate it there
	10.5.13. Running built-in installer to copy generated firewall policy to Cisco router or ASA (PIX)
	10.5.14. Batch install

	10.6. Installing generated configuration onto Cisco routers
	10.6.1. Installing configuration with scp

	10.7. Installing generated configuration onto Cisco ASA (PIX) firewalls

	Chapter 11. Manage your firewall remotely
	11.1. Dedicated Firewall machine
	11.2. Using Diskless Firewall Configuration
	11.3. The Management Workstation

	Chapter 12. Integration with OS Running on the Firewall Machine
	12.1. Generic Linux OS
	12.2. OpenWRT
	12.3. DD-WRT
	12.3.1. DD-WRT (nvram)
	12.3.2. DD-WRT (jffs)

	12.4. Sveasoft
	12.5. IPCOP
	12.6. OpenBSD and FreeBSD
	12.6.1. PF
	12.6.1.1. FreeBSD
	12.6.1.2. OpenBSD

	12.6.2. ipfilter
	12.6.3. ipfw

	12.7. How to make your firewall load your firewall policy on reboot
	12.7.1. Making the Firewall Load the Firewall Policy After Reboot: iptables
	12.7.1.1. Restarting the Firewall Script when an Interface Address Changes

	12.7.2. Making the Firewall Load the Firewall Policy After Reboot: pf
	12.7.3. Making the Firewall Load the Firewall Policy After Reboot: ipfw
	12.7.4. Making the Firewall Load the Firewall Policy After Reboot: ipfilter


	Chapter 13. Configlets
	13.1. Configlet Example

	Chapter 14. Firewall Builder Cookbook
	14.1. Changing IP addresses in Firewall Configuration Created from a Template
	14.2. Examples of Access Policy Rules
	14.2.1. Firewall Object used in Eexamples
	14.2.2. Permit Internal LAN to Connect to the Internet
	14.2.3. Allowing Specific Protocols Through, while Blocking Everything Else
	14.2.4.  Letting Certain Protocols through from a Specific Source.
	14.2.5. Interchangeable and non-interchangeable objects
	14.2.6. Anti-spoofing rules
	14.2.7. Anti-Spoofing Rules for a Firewall with a Dynamic Address
	14.2.8. Using Groups
	14.2.9. Using an Address Range Instead of a Group
	14.2.10. Controlling Access to the Firewall
	14.2.11. Controlling access to different ports on the server
	14.2.12. Firewall talking to itself
	14.2.13. Blocking unwanted types of packets
	14.2.14. Using Action 'Reject': blocking Ident protocol
	14.2.15. Using Negation in Policy Rules
	14.2.16. Tagging Packets
	14.2.17. Adding IPv6 Rules to a Policy
	14.2.18. Using Mixed IPv4+IPv6 Rule Sets to Simplify Adoption of IPv6
	14.2.19. Running Multiple Services on the Same Machine on Different Virtual Addresses and Different Ports
	14.2.20. Using a Firewall as the DHCP and DNS Server for the Local Net
	14.2.21. Controlling Outgoing Connections from the Firewall
	14.2.22. Branching rules
	14.2.23. Using branch rule set with external script that adds rules "on the fly" to prevent ssh scanning attacks
	14.2.24. A Different Method for Preventing SSH Scanning Attacks: Using a Custom Service Object with the iptables Module "recent"
	14.2.25. Using an Address Table Object to Block Access from Large Lists of IP Addresses
	14.2.25.1. Generating Configuration for a PF Firewall Using the Same Firewall Builder Objects


	14.3. Examples of NAT Rules
	14.3.1. "1-1" NAT
	14.3.2. "No NAT" Rules
	14.3.3. Redirection rules
	14.3.4. Destination NAT Onto the Same Network
	14.3.5. "Double" NAT (Source and Destination Translation)

	14.4. Examples of cluster configurations
	14.4.1. Web server cluster running Linux or OpenBSD
	14.4.1.1. Setting Up the Heartbeat
	14.4.1.2. Creating Firewall and Cluster Objects
	14.4.1.3. Building rules for the cluster
	14.4.1.4. Installing cluster configuration using built-in policy installer
	14.4.1.5. Converting configuration to OpenBSD and PF

	14.4.2. Linux Cluster Using VRRPd
	14.4.2.1. Setting up VRRPd daemon
	14.4.2.2. Firewall and Cluster Objects for the HA Firewall Configuration with VRRPd
	14.4.2.3. Policy and NAT Rules for the Cluster
	14.4.2.4. Managing the IP Addresses of the Interfaces in the Cluster Set-Up

	14.4.3. Linux Cluster Using a Heartbeat
	14.4.3.1. Setting Up the Heartbeat
	14.4.3.2. Firewall and Cluster Objects for the HA Firewall Configuration with Heartbeat
	14.4.3.3. Policy Rules for the Cluster
	14.4.3.4. Using unicast configuration for heartbeat and conntrack
	14.4.3.5. NAT Rules for the Cluster
	14.4.3.6. Managing IP Addresses of the Interfaces in a Heartbeat Cluster Setup

	14.4.4. Linux cluster with OpenVPN tunnel interfaces
	14.4.4.1. Creating Persistent Tunnels in OpenVPN
	14.4.4.2. Failover scripts for OpenVPN

	14.4.5. Linux Cluster Using Heartbeat and VLAN Interfaces
	14.4.5.1. Configuring Member Firewall Objects
	14.4.5.2. Building a Cluster Object
	14.4.5.3. Managing VLAN Interfaces and Their IP Addresses
	14.4.5.4. Heartbeat Configuration

	14.4.6. Linux cluster using heartbeat running over dedicated interface
	14.4.7. State synchronization with conntrackd in Linux cluster
	14.4.8. OpenBSD cluster
	14.4.9. PIX cluster

	14.5. Examples of Traffic Shaping
	14.5.1. Basic Rate Limiting

	14.6. Useful Tricks
	14.6.1. Using clusters to manage firewall policies on multiple servers
	14.6.2. Creating Local Firewall Rules for a Cluster Member
	14.6.3. Another Way to Generate a Firewall Policy for Many Hosts
	14.6.4. Using Empty Groups
	14.6.5. How to use Firewall Builder to configure the firewall using PPPoE


	Chapter 15. Troubleshooting
	15.1. Build Issues
	15.1.1. autogen.sh Complains "libfwbuilder not installed"
	15.1.2. "Failed dependencies: ..." when installing RPM

	15.2. Program Startup Issues
	15.2.1. "fwbuilder: cannot connect to X server localhost:0.0"
	15.2.2. "fwbuilder: error while loading shared libraries: libfwbuilder.so.0: cannot load shared object file: no such file or directory."
	15.2.3. "fwbuilder: error while loading shared libraries: /usr/local/lib/libfwbuilder.so.8: cannot restore segment prot after re loc: Permission denied"

	15.3. Firewall Compiler and Other Runtime Issues
	15.3.1. Firewall Builder Crashes
	15.3.2. Older Data File Cannot Be Loaded in Firewall Builder
	15.3.3. "I/O Error" While Compiling policy. No Other Error.
	15.3.4. ios_base::failbit set on Windows
	15.3.5. "Cannot create virtual address NN.NN.NN.NN"

	15.4. Troubleshooting installing policy on the firewall
	15.4.1. Plink.exe fails while trying to activate the firewall policy with an error 'Looking up host "" Connecting to 0.0.0.0 port 22'

	15.5. Running the Firewall Script
	15.5.1. Determining which rule caused an error
	15.5.2. "ip: command not found"
	15.5.3.  I get the following error when I run generated script for iptables firewall: "iptables v1.2.8: can't initialize iptables table 'drop': Table does not exits (do you need to insmod?) Perhaps iptables or your kernel needs to be upgraded."
	15.5.4. "Interface eth0 does not exist"
	15.5.5. "Interface eth0:1 does not exist"
	15.5.6. Script fails to load module nf_conntrack

	15.6. RCS Troubleshooting
	15.6.1. Error adding file to RCS
	15.6.2. "Error checking file out: co: RCS file c:/fwbuilder/RCS/file.fwb is in use"
	15.6.3. "Error checking file out:"

	15.7. Issues after new policy activation
	15.7.1. Cannot access only some web sites
	15.7.2. Firewall becomes very slow with new policy
	15.7.3. X won't start on a server protected by the firewall
	15.7.4. Cannot access Internet from behind firewall
	15.7.5. Installing updated firewall policy seems to make no difference

	15.8. Routing Rules Issues
	15.8.1. Compile fails with dynamic or point-to-point interfaces


	Chapter 16. Appendix
	16.1. iptables modules
	16.1.1. Installing the iptables ipset Module Using xtables-addons
	16.1.2. Installing the iptables ipset module



